-Fwéw\é‘ ‘tp\\mas ba Name,

Fast access
> use map to find object

gu\erd.ﬂé_

HW == SW

Ui ald TM Tepe (wet L, mawe R)

== We cGn o&ww\s search

> map is in HW or SW or combo

Extend range
===> longer, hierarchical names

- U U T I P wet [net
rtfmm.x 32-biT Wames 32-biT hames c.,\;“)«l kull cetbr -;,SS
proc == 11 %& = woad boedion = klock Soc &M bk 05

Virtual Memory

How is map embodied:
--L1?
--- Memory?

Motivation #1:

Large Address Space

for Each Executing

Program
32-bit Addresses
OxffEEffff
* Each program thinks it has a ijg'mem?”k memory r/uo/:x
~232-hyte address spacelof its (code, datE heap. stack) T invisible to
0x80000000 — user code Pﬁ‘l'Ec \on
own | /G R , ( v |
Created at runtime ; !
— May not use it all though... 1 «— $sp (stack pointer,
e Availablg main memory|may
bg much smaller
— E.g. 512MB
g 512MB| . ! -
g("' run-time(heap )
L md‘
MEM = TM Tﬂ)e \\e'e_ Y m (managed by malloc)
S re%gment
—)L C D 010000000 .data _Jbss) | \oaded from the
CP| [wem w read-only Sem executable file
| o (text){c ODE
0x00400000
unused — | VT




Motivation #2: Memory Management for Multiple
Programs

e Atany pointintime, a computer may be
running multiple programs processes/Jbbs/Tarks

— E.g., Firefox + Thunderbird memory
— See discussion on processes in following . invisible to
kernel virtual memory user code
lectures
stack
7 P
¢ Questions: 4

[ “brk” ptr

=)

— How do welavoid address conflicts

Jruntime heap (via malloc)

— How do we protect programs|from each

uninitialized data (.bss)

other? initialized data (.data)
— How do we|share memory [between program text (.text)
multiple programs? 0 forbidden /) pro}LmLe) Vectors -

* |solation and selective sharing

The Environment FQ’JMM&’
---- Long Latency _ .
- Low Bandwidth TM; = T‘;’r + (wiss “}‘\ XTKM“‘J.
DIS K kugt
oo gy L [ &
disk
CGVI.‘.“uer o e—— A
—~
Big blocks : spatial locality
Ld't'\(,1 500 u(clff Lr{l’tnq ™ c.‘c]“ Big cache : lower miss rate
- —> | JH\ 1/ o8 Associative : lower miss rate
. B 1 Write back  : less bandwidth
Banduwidth 10 (78/5« fndut 30 /5'-( Multiple levels : lower avg penalty

disk  cantroller
— pre foth * itk boffer
— cache disk blocks
- sechedule rez.st




. . Names: memory addresses (as before) and disk
v M : Names & OLJQE-T S addresses;

cache black: 1o 4B words

Objects: data/instruction "pages’ (the same, but bigger
than cache blocks)

\ é-bit frames  Mem (“‘LC) bisk (?‘lﬂ)’!\sﬁ
M A R Pase (B‘oc,k) VIW’\LCP ’ M& s
i2-bit cPu | . Jd-& Paae
amoen L] B
VM page: { R Y8 words L3 d<la
d&ta
Pajjnﬁ dd.TQ

A nome is nol & place

A name is a key to look up its location,
Mapping: key ===> location

Simple Translation

Mem

Sejmen-]' Kejis're.f‘

- .

/

$ Program ~1

—9
L Program~-Z

$€qmeyt

Address

Why Mapping/Translation?
--- Multiple Programs

--- Program written w/o knowing
where it will be in memory

--- OS moves programs around

--- Problem w/ physical memory:
relocation == load editing?

Segment register could point
anywhere in memory

MAR content is address
relative to Segment register's
pointer.

Swap Segment register's
value ===> Switch to new
memory area

Programs both "live" in own
space, but each "thinks" its
space starts at address 0.



s all caching (review, new view d old stew)

FA cache pointen fo BZ} &
separate into Cache Ta,as Coche, DoFa
e |t two parts cache
= _— TAe |of——>1_1 |wer] glock
Aok Lok up
by TA; by Teg. = Wap

n

Cache Ta.as Coche, DoXa,
cache ceche
TAe |ep—>1_[ lwerd]
not i
gac":‘e.
M._/\
MGM MAR | Clock A&\“ess <~ ( 35."" ‘X&AR} )
Rlack i G'-)
WORD
jOo/k _
cmnp]e*:_f :Bres: - MAPZ

A NEW WAY (equivalent to above)

Ta4 Poin'l'zr
TAG/pointer table: ind cadl(. Deta
an entry for every possible tag =‘°‘
Tag cache
TAG == block address == index

| word | Rlock

===> eliminate TAG column!
===> no TAG search!

cache block == VM Page Nl
pointer table == Page Table
cache data == Disk/Memory Page

D
dila,

May% do nat

pom‘}er To




A System with Virtual Memory
Address Translation

* Examples:

—> Fullq Assac.

— workstations, servers, modern PCs, etc. Cacke
Page Table ton
Virtual Physical ‘
A Addresses Ag resses Disk BIOCkS
MAR | a3 after mapping ia, Pa-jes

physicd Tem
main Sfore u (cache)
Address Translation: Hardware converts virtual addresses to
hysical addresses via an OS-managed lookup table (page table

Separate Address Spaces Per
Program

» CEach programas itsjown virtual address space Iand own page table

— Addresses 0x400000 from different programs can map to different locations
or same location as desired

— 0S control how virtual pages as assigned to physical memory

MeEme
Pa.ges . _Il}

Virtual 0 Address Translation Physical
Address VP1 . PP2 Address
W2 | | |Page > Space
Space for =N 1}&“ R
IProcess 1: I wil ] \ +
: | = W\ -S/l;(elJ, s-<nlranil cado
Virual 0 P . rezdiony TR
VP1 [~ Separsle Yon .
Aadress VP2 s —>[ PP 10 P
pace fo Page
i |t |
|

Pages X~ 05 manages Page Tebles



Page Table ISSUICS

--- Where, physically?

memory? SRAM? Hardware?

table in memory?

how many memory accesses to read a word?

(ignoring L1, L2, ...)

--- Page Tables R/W?

program rewrites page table (accidentally)?

not R/'W? how to store pointer values?

===> protection bits per page: Kernel Mode: R/W, User Mode: not R‘'W
===> Where are bits? How accessed?

--- Share physical memory?

interleaving: long latency, do other work.
OS has work to do, too.

---1/0?

use virtual addresses? Memory mapped device registers?
long, slow I/O for disk blocks (pages)?

DSKDR

Por b\°4'-5.13¢'
PRoC chh L page ll,glc 1. conwend DsksR
:lﬂg. (nfe ‘Wemory - R'g‘ 2. M WORD I’W
2us SN\ 3.k s 4 enery
ml—l-lﬂbkﬁ\ @
disk
Bug
: RIS
Mme DSKSR| |D SKPR . )
. (] is
Bu:h unsteA [bleck] k
PRoc = buffer Pl
]
BVS @ ki A. Send command to DMA CTL
masTER | ot | Ryg B.DMA CTL acts like PROC
% di k DMA does 1, 2, 3 in loop;
. omp C D gets BUS via BUS MASTER.
eTL MQVE” W PROC does other work (interleaving).
BUS-MASTER interleaves PROC and DMA requests



Protection through|Access Permissions

Add wore bits &
Page Table Ei\'w\ (PTE-.‘)

* Page table entry contains access rights information

— RW (read-write) permissions, enforced during translation
Page Tables

Cves U No)[_PPo
es | Yes JL__ PPl
o || No J[ 00000

Process i:

Memory

e.9.,
Shared
AT cade
P . not wriTa.ble
rocess j.
| No | IEI
C. Kozyrakis 27
Transloation: VM address — Physical address
2° Pajes Y kB Page
\«\ § PROC
32-bhif
20 bits 12.- bits T
VMAR | 372; /Bge i At | VIR o
Index. @
PTE o
‘l PMAR I—>{ Address
& 30'l).l+
‘;’)’\f\f | Frame dom 44*”7 |
18-bits 12- bits
é § B'\ssex Vm Sfa(e?.
2" frames HAB frame

bt 2= (s 6)68



Mapping 0S space

; PTBR set by OS,
PRoC rejns'ter fast PTE lookup.
Virtusl eTBR p’l‘,&'lca\
M—M or — Me M‘r,‘,
x00000000 \
x00400000
P fT, After mapping,
UsE TI page tables can be in
SER any frame.

SPAcE
Switch from Prog1 to
— ._./-’ PTZ‘
\ | Prog2 does not
e, —

/4[ change OS mapping.
PT2|-

All User Page Tables map OS identically.

OS turns off VM translation to directly access physical memory.

Hows Moy Memory refecences ?

wmem
LW $7, x00040000 ~ PTLP
#1
‘g _\w—l{& —> 4YKB Page oy PT
Y MAR [Tag- 0004 n“seT 0000 - bz +0
ph\1s|}.a.b
LW $1, Page-Table-Location-Pointer ;-- get addr of PT ]Cwm
I
LW $2, 4($1) ;- get PTE [:I %7

LW $7, 0($2) ;- get data

tjewc?hveﬂj,'t‘le actions done in AW Speed it up:

1. PTBR <== Page-table-location-pointer
Do this once at program startup

2. Cache PTEs!



: WRITE-BACK,
f\e‘alaCe'quT 'Y \c\%_ LRW qemx’w«(\’fan
?T -Prﬁme)%( W: modified <===

R/W: accessed <===

k ticks: accessed <===0

Page Miss:
--- evicted page (order of preference):
---- 1. dirty == 0, accessed == 0
---- 2. dirty == 0, accessed ==

Mol'.":; | J L dccessed ---- 3. dirty == 1, accessed ==

---- 4. dirty == 1, accessed ==

VM: Issues with Unaligned Accesses P«.se boum\d.f'g..

* Memory access might be aligned or unali neMl/
bV g g«‘ g

:- | | | AL\'gr\eA 4R Word

0 4 3 12 16

@l N
C x T I e — Un a.hjnec\ 4B Wory

¢ What happens if unaligned address access straddles a page boundary? {Ml M /té(, /Lfé/ﬂ/m 7
— What if one page is present pnd thel otheris not?l “—_— f) '

—_Or, what i{ neither is present? | /‘{J‘W do we W/)IC'I'P, _{’AC

¢ ( MIPS architecture disallows unalighed memory access )
¢ Interesting legacy problem on 80x86 which does support unaligned access arcepd.




Fully Associative Cache for PTEs

C‘ Gc-l‘ l.n PT E S Page # == TAG
3 Data == Physical Frame #
valid bit
LRU bits, ...
Fast Translation Using a TLB
VMAR[ Pagek
Virtual pagg Physical page
number Jvgld ) Talale
-! rame & M EM
GSSOCiGT\VC o | Physical memo
lock vp i = i Y<

Page table
Physical page
V8lid Dirty Ref or disk address
]

in L ———
1(0/0 -

emor ind 1[0]7 —
lm \% h 0[0]0 -;
HE

Y '?> 1]0]1 «
(d d'Sk' fojojo =

| FIERE ¢

| IR (4
lojojo —

I111 v

TLB Case Study:
MIPS R2000/R3000

Consider the MIPS R

2000/R3000 processors

Addresses are 32 bitsjwith 4 KB pages

12 bhit offset

— TLB has|64 entries|fully associative A[F{'\J \“‘k

— Each entry is 64 bits wide: valid bt
frawe ¢

TA 20 6 20 & 1 11 1 8 _

[Virtual Page|] PID[ 0 [Physical Pagel] NP V]G 0]

PID Process ID

N d emory address
D Dirty bit

V Valid bit

G Global (valid regardless of PID)

ared pe9e, OS, ﬂikm.rj .

memary mapped Tfo
Rﬂﬂruy- ao'('e

Mem-4o bua Y

nit cacle .




TLB Misses —> TLB exception hamdln
Read PT, get PTE

. IlEage isin memoal

— Load the PTE| Ts TLB and retry ()ms'deléVl

— Could be handled iy hardware | ?
¢ Can get complex for morelcomplicated page table structures |

— Orin|software

* Raise a special exception, with{optimized handler

¢ This is what MIPS does using a special vectored interrupt

+ tfpage is not in memorylpage fautt
— 0S handlegdfetching the page andlin‘dating the page tablel ILoa,B PTE + TLB I

— Thenfestart the faulting instruction

TLB + Cache
S S
TLB L1 g) Mem
MAR CMAR PMAR
PROC — — Adr > —-J&Mr
TLB /]/L dd-& h— da_}q

MDR miss
Read Mem for PTE

Load TLB, translate,

send to frame# L1




32-Li1‘ examP’e Z;é‘LIOCI\ DM cAcLC} I‘ 4-B wosz/b[ock

Virtual address ‘ ‘ AB

TLE

Physical paga number

. CMAK Prtgsical address 1E|'=;|F|IllhrlmuII . e
Phys ica) Tag o
. Cache Wwdoy BLock offsst
 TAG.  Dila LY i
|
TAG | | 1 cac l’\ﬁ
% bloc

Cache hit ‘é mo\'ss

Cala




* What happens to the TLB wherl switching between programs

TLB Caveats

— The 0S must flush the entries|in the TLB

¢ Large number of TLB misses after every switch A OR
— Alternatively, use PIDs|(process ID) in each TLB entry

* Allows entries from multiple programs to co-exist

¢ |Gradual replacement

Limited reach
64 entry TLB

TLB miss rate

L2 miss rate!

— Potential solutions

Multilevel TLBs

Larger pages

?

(just like multi-level caches

) ?

Page Size Tradeoff

T TLB
elid Vlid  PId
3 dado. l\;l_ [ dafe
N v[3
o y
N y Z
L / A
f/vi‘. or AND
ride-back? field ?

B man B { <l spec

Smaller than many L2 caches in most systems

LB i smeld = waises

_— Bfﬁef pages P

* | Larger Pages

- Advantages

* |Smaller page tables

* | Fewer page faults

and more

*| Improved TLB coverage

efficient transfer

- /Disadvantages

* Higher internal fragmentation

* | Smaller Pages

- Advantages

* Improved time to

start up small processes

* |nterna

fragmentation is low

- Disadvantages

* High overhead in

large page

tables

* (Genera

trendjtoward

with larger applications

vse)

bnsz P&y

f UMMM.A/ h67L &zcces;ecs

7

larger pages |

- 1978;

512 B

4 KB, 1990:'16 KB,|2000{ 64 KB

= wasted PAVS‘I'CA/ men|

with fewer pages
(important for small programs)

GFS
—> Google File System é 7/”’3

/



Multiple Page Sizes — 0§ chosses

e Many machines support/multiple page sizes
— |SPARC{|BKB} 64KB, 1 MB,|4MB
— |MIPS R4000:/4KB|—{16 MB

e Page size dependent upon application

— |0S kernel lused large pages _} 0S SC:'.S MMU

— |User|applications use|smaller pages

o __lssues

- Software complexity

— | TLB complexity
* How do you do match if not sure about the page size?

Final|Page Table Problem Its|Size

* Page table|size is proportional to|size of|laddress space

2 ¥ #N-bit Byte addr)

2 #(Bytes / page)

e Example: Intel|80x86 Page Tables
— Virtual addresses are 32 bits, pagesare 4 KB | "=

— Total|number of pages| 232/ 2123 1 Million_| ,2,32' =2>°

@ — Page Table Entry@are 46|
¢ 20 bit Frame address, dirty bit, accessed bit, valid bit, access bits...

—.9L'I'etal page table sizelis therefore w[,o Uses dﬂ

sr2ut| only a small fraction|of those pages are|actually used! 32
2%% addresses

N- .
= 2 &ﬂLr‘ICS

. i i P .
Why is this a problems: . . fmv{” & a‘u‘(/ w,&i.l/...
— Thelpage tablelmust bg resident in memoryl{why?} y y
— What happens for the| 64-bit version of x86? 2 e lb T 7\51\ enbirie s
— What about running multiple programs? (2.“)(230> - (M\(G) enteies [

P Tadle



WIO-PPCJ v§ UN'Mafpecl PajeS»

Vl'f','ud-l Spo.ce

frame 0
frame 1

Page

O W - 1

-l = oo o e9

Page 8
Page 7 F{ane N
Page 6

page s ——> Mem Addr

Page 4 ~» Disk Addr

Page 3 In Mem
Page 2

Simplified Example
— 16 page virtual address space

Page 1 On Disk

Page 0 - Unmapped m”’a]locil'ec‘

MU/} l."ICVe[ aje ‘T;CHeS Is PT same size as before?

How do we save space with this?

Vitual AMress

Mew

PD | PT

' - FRAME.
ABIR 4 PT 1 |
_FRAMEXX N

Page Directory E—

-Disadvantages Page Table
—Multiple page faults

*Accessing a PTE |page tablelcan cause a page fault |
*Accessing the aclual page can cause a second page fault |

—TLB plays an even more important role

Unmapped Pajes? —> Don‘T a_llouf"e, PT.




¢4-bit address spatce? 128-bi} ? Add Mo Ms?
= mwied page Tble Ffaze

Inverled Table shows which page is [

m the frame. 1 w*'y per frame .

[ ] 1 VADDK,
\ L
sirow & PR, howt Find frame? Search Table ]inwr,l} ? P E ’
sk

Use chained hcshinj . enlries contain pontters To inverled Table enf’r‘y.

Page’f& hash Table frame

0 Paf)e’v&
— |
index 2
3

Do collisions bother us? Typically, how many?

Is this scheme to slow?

Why? When does this happen?

How many instructions are involved anyway?
Where is the real Page Table anyway?

Do we need one?



Real Example: Intel P6

¢ Internal Designation for Successor to Pentium
— Which had internal designation P5
¢ Fundamentally Different from Pentium
- C-ut—of—c-rder,superscalarloperation
— Designed to handle|server applications
¢ Requires high performance memory system
¢ Resulting Processors
— PentiumPro 200 MHz (1996)
Pentium I (1997)
¢ |ncorporated MMX instructions
¢ |2 cache on same chip
Pentium 111 (1999)
¢ |ncorporated Streaming SIMD Extensions

Pentium M 1.6 GHz (2003)
« | Low power{for mobile Adapted from Computer Systems: APP

— The base for Intel Core and Core 2 Bryant and O’Halloraon

P6 memory system

32 bit address|space
4 KB pagelsize

external e L1, L2, and TLBs
system bus

* 4-way set associative
inst TLB

= 32 entries
, Yowd

* 8 sets
sldata TLB

* 64 entries
bus interface unit 16 sets , H-w4y

L1 i-cache and d-cache
: * 16 KB
instruction L1 e 32 B line size, 3 words

fetch unit | i-cache » 128 sets, 9—%

d-cache * L2 cache
*128 KB —2 MB, ¥-way

processor package




P6 addcess bit Usage

Vu°3iim'Q addcess TLB Tag TLB index age offset
s& associative TLB pag VMAK

,p/qsical mtn\m:’ oM(ess Frame number page offset PMAR

p/u,sical addcess

s&t associative Cac

h cache Tag cache index | offset CMAR
e

cache block JH&JS

P6 2-level Page Table,

Programs P1 and P2:

PT| d-m-l-“ <. :L/&B'I( } h(U”(JwQYe rej(g‘re,r/ Poin+s ar cur(gyfl’ J,;-ecﬁry
freclory —
a//i'ecfor
page Tables? ' 7
% 1k 32-bit dA()resses,
<—“|:| po/iﬂl' 7"0 P‘9¢ -r‘&“cs,
- _QE | page Table
page Tables: ——
% 1k 32-bit aJJresses,
P page _—| pornt o pages
y-
2ge.
P
1k 32-bit words,
J Ja‘l‘a/z'ns‘f’rud‘)l'iong /S'Mcl(




Overview of P6 address translation

32

D 4’]' / st ruc','l'on Daly

L2 and DRAM
VMA 'y
L1 L1
hit + miss
Dala
-w&y SA TAG &
7 ¥ @ L1 (128 sets, 4 lines/set)
‘ — cachq
I — ]| index
b"'f"' TLB (16 sets,
in 4 entries/set
UX ) ond V1o TAG |
PAGE TABLE PPN |PPO)| [emsps i oo
PDE 4 * PTE j physical L
address (PA)
PDBHR«{zyrak EE108b Lecture 15

12

I MEMORY



P6 page(directory entry)(
31 12 11 9 8 7 5 “ 3 2 1 0
Page table physical base add;l Avail G @T u/s P=1

31

&R'\g’\'l' jere extended t 32 bils

PDE) one 32-kit Wory

if p=1

Page table physical base address: 20 most significant bits of physical
page table address (forces page tables to be 4KB aligned)

Avail: available for system programmers

G: global page (don’t evict from TLB on task switch)

CD:cache disabled|(1) or enabled (0)

PSipage size 4K (0) or 4M (1)
A:laccessed|(set by MMU on reads and writes, cleared by software)

WT: write-through|or|write-back|cache policy for this page table

U/S:user or supervisorimode access
R/W3read-only|or read-write access

P: page table is presentjin memory (1) or not (0)

Available for OS |(page table location in secondary storage)

(p:g

P6/page table entry (PTE)

a®

$ p=0

one 32-bi} k)orcl

31 12 11 9 8 7 6 5 4 3 2 1
|Page physical base address I Avail G ‘ D I A |[CD|WT|U/S|R'W

31

=RIX

&R'tgtﬂ' jer extended t 32 bils

Peqe S‘}C et used

Page base address: 20 most significant bits of physical page
address (forces pages to be 4 KB aligned)

Avail: available for system programmers

G: global page (don’t evict from TLB on task switch)

D:(@irty)(set by MMU on writes)

A: accessed (set by MMU on reads and writes)

CD: cache disabled or enabled

WT: write-through or write-back cache policy for this page

U/S: user/supervisor
R/W: read/write

P: page is present in physical memory (1) or not (0)

g

Available for OS (page location in secondary storage)

P=0




Possible Scenarios for Locations of Pages containing PD, PT, Data

Case 1/1

20 12
Py | + Case 1/1: page table and
VMAK ven | voot page present.
e« MMU Action: ‘L
— 12
PN11)/PN2| MA PPN PPO_‘:F} — MMU build physical P‘JQ T le Paje
{ ] address and fetch data .
@) L L ] o 2 h wewory
QME S PTEp=1 garaJ&¢ * | OS action
- none Dafa page
Page Page Data
directory table page OH MCM 0 !‘8
.E Case 1 /
dala. 0
20 12 e Case 1/01page table presentlbut page missing
| ven  [vpPO] s MMU Action:

VeNT[ved

page fault exception

— handler receives the following args:
e VA that caused fault

« fault caused by non-present page or page-

level protection violation

~[PDE[p=1
PDBR

W

read/write
e user/supervisor

Page

resd Prem

disk

heck for a legal virtual
address.

Read PTE|through PDE.
Find free physical page
(swapping out current page if
necessary)

Read virtual page from disk
and copy to physical page

Restartlfaulting instruction by
returning from exception

handler.

Check for a legal virtual
address.

Read PTE through PDE.

Find free physical page
(swapping out current page if
necessary)

Read virtual page from disk

Daia
C. Kozyrakis EE108bh LectLpage 23
Case /1
0S Action:
20 12 4 Case 0/1: page table
VPN VPO T —
missing bu
¢ Introduces consistency
EPM issue. -
— potentially every page -
B out requires update of
h rea )
»PDE p:D—‘ data disk page table.
PDBR o Linux disallows this _
Page Data — if a page table is
directory page swapped out, then swap

out its data pages too.

Read PDE,

find PT disk address;

and copy to physical page
Restart faulting instruction by

returning from exception
handler.

Read PT page from disk; Restart; (after restart: Case 1/1)



20 12
\ VPN |VPO‘

|T.""PN1 VPN2

reab
» PDE [p=0 —‘
PDBR
Page /\\
directorv

PTE [p=0 data

(s
P

case 0/

¢ (Case 0/0: page table
and page missing.
¢ MMU Action:

— page fault
exception

u
= C. Kozyrakis tablesE102 Lecipage

Page fault for PT as in case 0/1;

OS action:

— swap in page table.

— restart faulting
instruction by
returning from
handler.

Like case 0/1 from here
on.

Restart; (after restart, becomes Case 1/0)



V{r'l'wal Caches

v P& 3Q)§<
| |
VMAR || TAG | [index|| #f]

W

Qaat M

BLock Offsq

L1

che

L’ TaG

s

0Qiases, §3non3ms

Process 1

PT1

VAAR XIZV

E.G. Simple DM cache (virtually tagged and indexed)
--- Page-offset is untranslated, PAGE# is translated

--- Use part of virtual address as tag
(Page No. + or - some bits)

--- Use some translated VM bits for index

--- Include PID, Accessed and Dirty bits, etc., in cache

--- Only translate on misses
===> cuts TLB from critical path

--- L2 is a physically indexed and tagged cache

Shared page

PT1: Mapped from V-Page x1234
PT2: Mapped from V-Page xFFFF
Both Map to frame x5678

(Cache data blocks are pages)

MM

Pcocess 2

PTZ

T [ *FFEF] |VMAR

ABCD.. — ~—~
WK YZ
vidfuel Cache
A ‘/ PID
1 234 [ ABC YA
Process 1 writes [FFFF [ABC..YZ | 2
Process 2 reads

Goal: enforce an invariant so that,
--- Shared data is present once, at most.

incorrect data
(Could also be multiple mappings
in same page table.)



So ' v+|.on 1

&zOﬂCﬁ: Collision - f;cr%i‘u:tfum msuan, U glkajuzé F)aﬁaexL ’Q‘UVC Same dhcﬁb9(,

VMAR

TAG1 fn?dzx offsst
\

L’S TAG2

So‘u+l‘6“ 2.(1

Uag DM cacp\e.

DM (ache

PT
/2{je N {}uﬁﬂe = 'v\e\,\
-T7\¢ED1 iinézx )

VMAR, [[Prge N

page offset bits as index
===> un-translated

Compare Page# in TLB in
parallel w/ cache access.

Form physical address using
frame# + offset.

Compare tag from CMAR.

"Virtually Indexed, Physically
Tagged"
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OFFSET

MAR
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Originally

No limit checking
---- can overrun segment

No protection
----- can write segment registers
Segment registers implicit
instruction fetch: uses CS
data access: uses DS
stack operation: uses SS

Programmer's perspective:
---- Segment's address is 0
---- Offset is address

NexT Level

Seg Reg is offset into table
---- Entries are descriptors
Too Slow? Fix it:
---- extend Seg Regs
---- cache Descriptor

in extended Seg Reg
---- Check limits, PID, R/W, ...
Also:
---- Special Segs for Calls
---- "conforming" ==> change mode
---- 8k segments @

Flat Addressing:

---- set all Descriptors:

---- BASE == x000000000
---- LIMIT == xFFFFFFFF
---- 1-to-1 w/ 32-bit MAR

offeet Reg.

IA-32 /%8¢

Sej h'\en—\' Reg

*—

L_y@e_;/

“—1 MAR
pk\igu'c»? address

Wew

”/\/,l E—

Mem
Sey Regs {
(Y —1 copg
DS -~
SS — STAck
ES
DATA
GOTR
- wmew\

198

¢S x&.’ Reg
exfénJeJ CS S‘J Reg
| Seq Addr LimiT

Sej JCSCP,'F-F:(‘

Sejman‘f'
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Tebfe
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---- Seg Selects can be written

writing CS, DS, SS: changes segments
But, via selecting different segment descriptors in table

Descriptor table is OS controlled.
---- Also available in |A-32 (x86)
Paging mode (2-level and 3-level)
"Real” mode (all physical 20-bit address w/ 16-bit segment + 16-bit offsets)
Paged Segments paging + segmentation:
Segment Descriptor points to Page Directory

Reference:
http://pdos.csail.mit.edu/6.828/2005/readings/i386/s05 01.htm




Vicla| Wachines

---- Simulated machine is arbitrary
Just write a program to model
virtual machine's hardware/ISA

--- Virtual Machine (VMa or Guest)
defined by simulator program.

--- VMa's resources are
simulator's data structures.

--- VMa interacts with external devices
through simulator's actions.

--- Host OS provides
--- services: 1/0, cpu time, ...
--- isolation, protection
--- simulator is a user process

A?frou»\ I
GGY\CYG\ TM Sﬁnu\c'\'l'ot\

net

A PRre ach
winimal *0S*

--- Monitor provides Mapping
Virtual Machine (VMa)
===> partitioned resources

--- Monitor is small, simple, reliable
--- Each guest runs in its own VMa

--- Guest instructions run w/o emulation
Guest code is in HW ISA

--- Each VMa has its own OS
manages resources separately
--- processes
--- memory
--- disk space
--- cpu scheduling

Par F" isned Resaurces
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Advantages RW ﬂah(()ﬂ‘ﬂ 1 # HW ﬂdh(()fvﬂ 2

--- Monitor-1, Monitor-2
identical virtual machines h _r
Host HW can be different (degree?) 0S 1

hosT 2.

--- Guests Isolated
VMM is safer than OS _‘ﬁ‘_1
Bugs/Attacks limited to one VMa Woni m\“\‘b( )

--- Guest migration, Multiple guests 6UQ§'|’ //\.\]67
A

===> bulk efficiencies: %d-
shared computing resources
uptime
load balancing Gues]"’ 60&5‘"

B

--- Legacy apps ===> Legacy VMa.

--- Guest OS configuration
matches guest's apps

--- Different OS per Guest

--- Checkpointing
Suspend/restart/rollback App App App . App
Operating Operating Operating
system system system

\ Virtual machine monitor \

--- Virtualizable if: Wt
1. Can execute directly on HW ARl
2. VMM controls resources

--- Monitor runs in kernel mode

--- Guest runs in user mode me W\ [ h‘ J%]

===> privileged instructions PflV:Ieégeg

trap to monitor's handler lwi‘}n Uns}rua,\m
)
OR
_ _ _ _ CPu Guest
---- Binary translation (static or runtime): ol
Replace problematic instructions 0S

priviled 9(5
(m'\'rod 1N
Flll et
No!

OR

---- Add new hardware modes.



Whet preblem imclructions cant we trap all of them ?
i/u— —> x84 w'r+va,lt’3il'fon.l

IE
x86 eFLAGS register, Mewm

like LC3's PSR: eFLAGS

—N,Z,P
--- Overflow \/_\fﬁ/ FLAGS |<— &SP
--- Carry

Kernel wode
All 32-bits written
User wode

IE bit not written —_ yaer wode does 1 ot

--- Interrupt Enable

Jfen 575’1»\ f/a/r
Goest 05 in roaing USER wobe!
—> Does y,;\‘ CaNse. @ ‘I'(&P
—> Does vw"’ work co (rec‘Hvl
bjhmt}. Translation bacic eode VMM

Guest 05 code [ 4c
victeal = < black Trm\s\\alllin Euﬁ[a actval

pﬁysl'ca.l

ZI‘M“‘E,UM @rmslde machine ¢ode

Code
& block &t a tme.

C}IC&k )l-)oh Pro“cmaht
(Mff'rud';&nsj rePlace Hem — Guest

PC—




| VM Wore METHODS |

vmkernel:

--- boot loader

--- x86 abstraction

--- 10 stacks (storage, network)
--- memory scheduler

--- cpu scheduler

VMM (vmkernel priviledged process):
--- Trapping, translation
--- one per VM

pa(wV\?'l'MQ \} i.\' von
changs the + &6 TA !

x 84 |ISA para*x?é ISA

PoeF => Loadrl«gs

Linux 05/2 Win 7 BSD
VM ViiM VMM VMM
vmkernel

Figure 1: The ESX hypervisor: one vmkernel per host,

and one VMM per virtual machine.

The Evolution of an x86 Virtual Machine Monitor

Ole Agesen, Alex Garthwaite, Jeffrey Sheldon, Pratap Subrahmanyam
{anesen alexta. ieffshel pratani@vmware com

from YMWare — Sepver Versim

For example, VMware's vSphere ESX hypervisor is com-
prised of the vmkermnel and a VMM, The vinkernel contains
a boot loader, an 186 hardware abstraction laver, [/0 stacks
for storage and networking, as well as memory and CPU
schedulers. To ron s VAL the vmbkernel loads the VA
which encapsulates the details of virtualizing the 86 archi-
tecture. ineluding all 16 and 32 bit lezacy modes as well
as 64 bit long mode. The VM exccutes directly on top of
the VMM, touching the hypervisor only through the VAIM
surfnce area

R
Para, x §& VMm
x 8¢ KW

XEN

New ISA ===> Rewrite the OS*

---- more instructions run w/ VMM
===> faster, less trapping
===> ho dynamic translation

But

--- can't run original OS binaries
===> keeping up w/ the Joneses?



Type | Type I I/O Virtualization

O Issue: lots of I/O devices
Fully-virtualized

O Problem: Writing device drivers for all I/O device in
the VMM layer 1s not a feasible option

O Insight: Device driver already written for popular

Para-virtualized Operating Systems

O Solution: Present virtual I/O devices to guest VMs
and channel [/O requests to a trusted host VM
running popular OS

BE

[&gmostmeml Ejcaica

12/15/009 Fiuezynski-- es318

~

VM1

[\ VMM + Device Drivers N VMM )
\ \
: = _ g

h) 0




Vl.f-fv& N\QW\M% %( VMM shdoi VMM

\

T | JUCST PT
Trap references to page tables vsed k, AW / hu«)ﬁw

--- write protect guest PT \\
T < T T
PTBR | —

Adjust physical frame number
--- use shadow page table

OR

Guest PT’/\ Guesy

Add HW second layer translation N 0S
(1960's IBM 370 solution) Nl

- Virtul Mew R-Physical Mew

vmm
PT

Rost
| S TH
"
PC L

TRANSLATE

6-fec) |1 G-PT G-Vidvd Mew "\ G-Resl Mewm
MEA S\ °T 07
T >
1 =
H- Physical disk 7 —
<l 6-recl

disk

— How much overhead in a page miss?

G-0S: page fault, context switches, 100s of cycles
VMM: examine G-PT (find G-PA), 100s of cycles
VMM: find H-Phys-Addr, 100s of cycles
VMM: allocate/fill shadow PT 100s of cycles

we must examine what happens when the guest accesses
a particular VA First, the memory access canses a page
fault {several hundred eycles in the cirea 2002 processors)
Then, the YA M walks the guest’s page tables in software to
determine the gFA backing that gVA (again costing a few
hundred cyeles). Next, the VMM determines the hPA that
backs that gPA. Cften, this step is fast, but npon first touch
it requires the host OS to allocate a backing page. Finally,
the VMM sllocates a shadow page table for the mapping
and wires it into the shadow page table tree. The page fanlt
and the subsequent shadow page table update are analogous
to o normal TLE fll in that they are invisible to the zuest,



T/0 + caches

C

Wewm

ache

ceu

f—>

Buffes
A

Buffer \

@ JO0 % cu-'n.v.

device

--- kicks out needed data from cache

--- stalls processor

(@) 10 % Wem

--- Cache data may be stale

Fix it:

---- Make buffer pages non-cacheable
Too restrictive?

---- Invalidate cache blocks belonging to
buffer just before 107?
Lock pages in memory temporarily.
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Read X Read X
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Write X Write X
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