===> use map to find object

F wéw\% 'to\\'mas \Da Nname , 3ener<dk3_ (Fast access

HW == SW
===>map is in HW or SW or combo
We ol TM \\'e.;?_q, ( vt L) meve K}

Extend range
===> longer, hierarchical names

; - ... ehsiedd | ™ ek “;:k g et
L l ™Mep Mem Wap op mip
~ ’ -
rforene,  30- bl 32- bl Coke besd e
proc Nawmes Mw\esA + Lloc.k D-‘S-{r_ "
= L1 Blck = o Lrcdion :
M‘\'q ﬂocd{m
How is map embodied:
—L1?
Virtual Memory --- Memory?

Motivation #1:\Large Address Spacve}for Each Executing

Program
OxfEffffff Kemnel (0S)
. : - erne memory
i Ezgﬁbprtogrii? thinks it ha: _Ej[ (code, data, heap, stack) T m:iz:glrgto
~22e € aadress space|or Its
y P/J 0280000000 PSS USer code
! 17( G 6 user stack
i (created at runtime) «— $sp (stack pointer’
— May not use it all though 1 +—9sp pointer,
e Availablelmain memory/may
be much smaller
- E.gl512MB t
: “— brk
'2 run-time heap
™ T, ‘M“ (managed by malloc)
e ¢
MEM = M “P L read/write segment
010000000 (.data, .bss) loaded from the
i ( read-only segment executable file
0x00400000 (text)
Cache ? Ox 0000 1000 unused VT




Motivation #2: Memory Management for Multiple

Programs

e Atany pointintime, a computer may be

j:@nning multiple programs | processes/Jbbs/Tarl’\S

— E.g., Firefox + Thunderbird

— See discussion on processes in following

lectures

¢ (Questions:

— How do we avoidﬁddress conflicis[?

Jruntime heap (via malloc)

memory
invisible to
kernel virtual memory user code
stack
! P
[ “brk” ptr

— How do we- rograms from each
p g uninitialized data (.bss)

other?

initialized data (.data)

— How do we memory between program text (.text)

multiple programs?

forbidden

/i) (no]LedLe)

* |solation and selective sharing

The Environment

---- Long Latency
---- Low Bandwidth

Dick
DRAM \
SRAM
K t
c:‘\'roller
f < > , < ; N ‘
Ld{n@{ 500 cl1¢|85 chrwcu\ 10 u1<,|<s

Bendwidth |p 6B/, Benduidth 200 MB/¢

(’gdﬂtm&

Tug

VCC+0r.& ...

= T],\;Jf * (TﬂSS rz}ﬁ\ —T':cml’r}

T oa
(i

S TT— A
—~
Big blocks  : spatial locality
Big cache : lower miss rate
Associative : lower miss rate
Write back  : less bandwidth

Multiple levels : lower avg penalty

disk  cartroller

— pre fetdy + wiike boffer
— cache disk ‘olOQ((g
- ScAcJuit re ZUesTs



* New terms
- s called a
* The unit of data moving between disk and DRAM
* |tis larger than a cache block (e.g., 4KB or 16KB)

* Virtual and physical address spaces are divided into virtual pages&and
physical pages (e.g., contiguous chunks of 4KB)

—s called a\'page fault”

* More on this later

MAR

A System with Physical Memory Only

Just Like cache blacks
B'JL/ moch l)l'j/e(\ aﬁ?j‘

648 (Wb 32-bit words)

\4-5&

Page /Rlock number ‘Log?sd' s

/ 1z-bit

HkB (1 k 32-bit wonk)

s Examples:
— most Cray machines, early PCs, nearly all embedded systems, etc.

Memory

Physical
Addresses

BM a QMUm,Q Seﬂu‘v\ﬁ (TM\/

s ald *«f* (wwe L,R)*

mMPL  Time fﬂ meL cemate
accesses . Gen  how

Jo we “MU(CS‘J“ sdmCﬂwj?
What gre *hemea ©

Addresses generated by the CPU point directly to bytes in physical memory




A System with Virtual Memory

* Examples: Fu“(1 Assac.
— workstations, servers, modern PCs, etc. L\
Page Table Cache
Virtual for
MAR = @ Physical
ddresses | Pl Addresses Disk Blockg

faok “p
Bq ‘1'&3

MAR

Tag :' block awtfse’r ,

Address Translation: Hardware converts virtual addresses to
hysical addresses via an OS-managed lookup table (page table

1M \g a\\ cqc»\fn% (RViUO, Rew View 4 old Sfeu)

FA Cac‘qe poin'\'m 6 éjk
separate into Cache ags Cache, Dot
EEmpr: two parts cach
/9 achhe
— TAe | I > ; |M)0rbl } BLo< K
L | ~_."‘>
Mem ﬁ In CAJ\G.
ﬂ“'"’ I~
. Quk )XAI&
MAR E&Loc\ﬂ A)Bress " J ( o «é het o I,\
— e B) 4 M dic
Rlack \ H—1 @

WOR D Td%’
Expand tag storage: 5 Cache, Dot
entry for every possible tag J__’lz_,\_

3 [ cech

tag == block address, aka block Y T | Tword] 3} Bi:c li
number, is redundant, eliminate ST
Block ==> Page <
Tag storage ==> Page Table - WJ; same TNJA) /P'L‘WQ
Cache Data ==> Memory pages !

)oo-thL\' {'6 a’(j;,\,



Locating an Object in a “Cache” (cont.)

. virtual memory)
- f virtual memor page table
— Mapping from virtual pages to physical pages
* One entry per page in the virtual address space

— Page table entry evenm
*( Specifies disk addre

—retrieves and/manages page tablg information
@ menry-

Page Table “Cache”

Pasje Nuwmber
Object Name

JJA block &
ﬂMJ.c "f’a.gg," -
Physicd] “Jerm"

C. Kozyrakis

dds. ponden o M,L,mlz memoy s
Page Faults (Similar to “Cache Misses”) <} “physicdl page Frome

h

e Whatif an object isjon disk rather than in memory?
—‘fEa ge table entry|indicates|virtual address{not in memory Velid bit + dick address
— | 0S)exception handler invoked to move data from disk into memory

* OS has full control over placement

W . . »
mll-associativit to minimize future misses ﬂ/ng ’MCM"; ;[’fame, /Ao()a’s Mﬁ PdJJL
Before fault After fault

Memory (restarT imstruction)

Memory

Page Table P Tabl =
Virtual . age Table
Addresses = ,q';h rg's%a; Virtual ==l Physical | .
BN - Addresses | Addresses | PW L
= e - e

e
Ien
‘..‘
liis

C. Kozyrakis EE108b Lecture 14 24



Does VM Satisfy

* Multiple active programs can
share physical address space|

¢ Address conflicts are resolved

— JAll programgjthink their
code is at 0x400000... |

. TData'from different programs
can befprotected | ko ?

* Pro rammor
codelwhen desired
m Llﬂ"\?

Original Motivations?

P’lyn'ap

Oxffffffff
K;rngl iOSh) mem?ryk memory
(code, data, heap, stack) %, icipe to mem
0x80000000 user code
user stack PR
created at runtime g — |
) " Ssp

|

run-time heap
(managed by malloc)

read/write segment
(.data, .bss)

Ead-only segmeﬂ
0x00400000 (text
n unused

0x10000000

loaded from the
executable file

Answer: Yes using Separate Address Spaces Per

Program

* (Each program has its own virtual address space and o :

— Addresses 0x400000 from(different pro

or same location|as desired

ferent programsai(ap 6 different locations )

— 0S control how virtual pages as assigned to physical memory

Me mo.
Pages . . 4’ |
Virtual 0 Address Translation Physical
Address VP1 — s PP2 Address
Space for Lz ~ Page Space
- Table (DRAM)
Process 1: ]
N-1
\ 557 2 - .5’44/[2.0\ , rccn'lmd'

: r_' s—‘ﬁ' €.q.
Virtual 0 TYanB library code)
Address VP2 st PP 10
Space for_| Ptje

\ Process 2: » ] Teble M-1

Pages




I'v got page table isstIes
--- Where are the page tables, physically?
===> memory? SRAM? Hardware?
--- If in memory, how many memory accesses to read one data item (ignore cache)?
--- If page tables are read/write
===> Can my program rewrite your page table (or my own, accidentally)?
--- If page tables are not read/write, how do they get pointer values?

===> Need protection bits per page: R/W, User Mode 1: no R/'W
===> Where do protection bits go? How are they accessed?

--- It's nice to share memory, but why bother?

===> Principle of interleaving: long latency task? Go find other work to do.
===> OS has work to do, too.

--- What about I/O?

===> |s that done using virtual addresses? Memory mapped I/O device registers?
--- Speaking of I/O, what about long, slow I/O for disk blocks (pages)?
PROC febch & page Dur Blocksige

R&} o Memory (C"C(w) 1, M‘VMMB +| DSKSK

MEM-TO 2- Recd WIRD frm DkR
- 3. wiite .
'BVS il wory ¥ Men Yl)
MAR

— - Mem-10
Bug
PRrRoC
BYS .} ‘il
MASTER ,_J MEM-I0 1, Command + c«u»‘t + dreces A bl
Bys 2.DMA ctl processor does as shoun above
‘ —_— -
DM mew . DMA is a processor, just does what PROC would have done.
rL bloc PROC does other work (interleaving).

BUS-MASTER interleaves PROC and DMA requests



Protection through|Access Permissions 4dd wore bits
h Fage Table Ev(\'r«/\ (PTE)

* Page table entry contains access rights information

— RW (read-write) permissions, enforced during translation
Page Tables Memory

Process i:

3
N
Q
Q.
(¢ )

m‘[’ Nr',%ec[?ln

Process j:

C. Kozyrakis

Translation: High-level View gfo pAJCS @ b

o (Fixed-size p@(e.g., 4K) ; oﬂﬂlf ixcto

20 bits K\‘b;;"h:’.

VM “? /'ﬂem Virtual addres! K_M yAB Pa’ae
Virtual addresses P“‘J‘ Physical addresses 3130292827 --overveeiins 15141312111098 -veevvens 3210
E%E;MHZ L Virtual page number Page offset AI VM AR
— 32- bit
. .
L— e PTE Translation 0"»{5‘ (* Mdb
S Sy /
v Frame I r\,/\j 4B frame
Disk addresses g 98 27 ..o N 151413 12 11 109 --------- 3 D
[ e | oo |PMAR
Phys dress 30 ] b‘T

* Physical page sometimes called a frame |8-bit M[IICL() frome  humber

Bigyer space’ 41-bt I P B = (16) 6B % '8 fremes @ Y4B



Translation: Process

VMAR 20— —q2— = 32_}5\-{— 4 KB Pages
Virtual address
Page Table | ~ Page Table
Base Register | T 18-L+
- v‘ﬁ\c_ces - //
Valid bit to dﬁ'ght |
!ndlcate if i PMAR
virtual page | 30 = 5 12
is currently  Access rights to/ | | - .
mapped i Physical address

( Table located in l

physical memory

e N vt p’"(sica\

0x 00000000 \—1
PTBR
USER PT,
SPACE
“ — After mapping, PTZ. k
fT, page tables can be
(B anywhere.
|PT2 | spate. PTBR set by OS,
fast lookup of PTEs ,-\

All User's have OS in same virtual area.
All virtual OS space is mapped identically for all users.
OS can turn off virtual addressing to access physical memory.

PTBR holds physical address of PT for fast access.



f\e\ola(emm\T sl ‘.sz l

LRW o.‘aqrox}w\g‘\‘\'a“’ 05

PT

Gi\"]‘«a \ﬁ
aecessed

Set dirty bit on write.
Set accessed bit on read or write.
Clear all accessed bits every k ticks.

Page Miss:
--- evict page (ordered by preference):
---- 1. dirty == 0, accessed == 0
---- 2. dirty == 0, accessed ==
---- 3. dirty == 1, accessed ==
---- 4. dirty == 1, accessed ==

VM: Issues with Unaligned Accesses Page boum‘dﬂa..

Memory access might be aligned or unali nﬂ/
Y g g ! g

| | | AL\'jneA 4B Werd

0 4 8

0

12 16

| |4 T |12 |16 | Uu-altjneA Y8 Wory

I&— Pageq -——>je——— Page. 1 ,__\,\

What happens if unaligned address access straddles a page boundary?

~ What ifGne paggigpresentind the(other is noy?

— Or, what if neither is presenﬁ?

MIPS)architecturé d@&usmligned memory access
Interesting legacy problem on 80x86 which does support unaligned access

How 'W\a.ma Memora rc{"erchcs mem
Lo §77 0500040009

[y

PT

16“\;'* ogg‘g@( <6°f kB f&}Q) C@
[

A $2 4 (#1)

. +|+ : = dc‘l’uk\ . é_b
VMAR :Q‘W“‘
L—\;] (73 [\
dowo #1 , P&:SQ,—T«LIQ- Localion- Poiafer  get addr of PT I
Speed it up:

get PTE 1. PTBR <== Page-table-location-pointer

Do this once at program startup

get data

Jw #571 (fi)

(NOTE: operations in hardware,
not instruction execution.)

2. Cache PTEs!



Fast Translation Using a TLB

M RsiC. cache EFm PTE.

= pase ¥
Physical page 729 P JL
VMA
1101 o | | MEM
. _\_ 111 ao~ Physical memo
Gssocialve i[1]1
look >4 701 ~_
%ok VP —>§010]0 ~1 |
-“%_—
Page table
Physical page
athgg ef ordi
n o -
|1 00 Ll Disk storage
mc)exed 110[0 — L
/memorvd ol —
G[0]0 :T | ]
1101
or dj ?> 1101 ~ .
( lSk' 0g|0]0 -~ Pl I |
1[1]1 [ M |
1111 il
1111 o
TLB Entries

e The TLB is a cache for page table entries (PTE)

e Theldata|for a TLB ent@{== a PTE entry)
g :
— Physical page number fLrameE)

+ Access rights (R/W bits

=+ Any other PTE information tldirty bit, LRU infm)

e The tagsm

i Virtual{page number
* Portion of it not used for indexing into the TLB { St Agm‘{\

W,
— Valid bit

— |LRU bits
e |[f TLB is associative and LRU replacement is used

—




TLB Case Study:
MIPS R2000/R3000

¢ Consider the MIPS R2000/R3000 processors
— Addresses are 32 bits with 4 KB pages (12 bit offset)

— TLB has 64 entries, fully associative ( (F"\] \)*

— Each entry is 64 bits wide: valid Lt

TAG 20 8
| G 0
N memory address WCMN'} ’M‘f’p&) I/o :
D Dirty bit
v Valid bit aﬂqmgp ot
G ,Globall[valid regardless of PID) - a ba

M- Lo y)

red pa ikhra
S‘ha P DQ/QS,Ik VJ) m"'c,“ﬂg

TLB Misses = TLB
Read PT, ot PTE excegfion handor

. Hfpage & n memory
—fload the PTE| s TLB andEcry uws'fruc'hm]

~ Could be handled | in hardware|

¢ (Can get complex for more complicated page table structures

* Raise a special exception, with optimized handler
* This is what MIPS does using a special vectored interrupt

» If pageis not in memory, (page fault)
— 08 handleqfetching the pagefandfupdating the page table| loas PTE + TLB
— Then(restart]the faulting instruction




TLB & Memory Hierarchies

e Once address is translated, it used to access memory hierarchy
— A hierarchy of caches (L1, L2, etc)

Cache

Virtual Addr .

entry
Access page tables for

translation
(from memory!) data

Virtual address

walid Dirty Tag
—#
PAGE ¥ | FRAME X

TLB
TLE hit |

iG] B

ph ‘1 g ;C& TA&‘ CMAR Phiysical address 1agpm Cache indes \ Slock ff":aﬂ:t MA R

— 4 v
ache tmday
i _ TAG 14 Dals
Hb—.
e N | cuche

block , 14 taors

Jaz

Dala




TLB Caveats __n8_ TLB

Velid } Vi PID
T
* What happens to the TLB when/switching between programs N 3
~ The 05 must{flush the entried|in the TLB N
¢ Large number of TLB@i:sses‘af'ter every swi@ A 0R N

— Alternatively, use PIDstrocess IEQ in)eac TLB entry L ) A
* Allows entries from multiple programs to co=exi ’[/"‘L or ADD

. @'radual replacement ") warite-back? Feld

¢ Limited reach

@ ey DR e { e

— Smaller than many L2 caches in most systems

- m >(L2 miss rateD M'I - aSfoC.

— Potential solutions > = misses
-Lultilevel T@[just like multi-level caches)\ .

c@arger pages> (?) ? Bly}ef /)djc.f ?

Page Size Tradeoff

 (Larger Pages
- Advantages

* (Fewer page faults)and mormnh larger applications
* (Improved TLB coverag% b’~2 payL
Disadvantages

* Higher(nternal fragmentation y— —~

» (Smaller Pages

Wb accessed

= wasted pAym?f men

- Advantages

* Improved time to(start up small processesjwith fewer pages
* Internal fragmentation is low)(important for small programs)

Disadvantages

* High overheadi
* General trend|toward|larger pages
— 1978:512 B, 1984: 4 KB, 1990: 16 KB, 2000:




Multiple Page Sizes

e Many machines support@ltiple page;sizE
64KB, 1 MB,@

e Page size dependent upon application

- uses{ large pages) 08§ /)@')Lg MM U

* |[ssues

—@tware complexitD
— (TLB complexity )
* How do you do match if not sure about the page size?

'Userlapplications use@maller pages

Final

Page Table Problem: Its Size

. Pag@is!pmportional[gsize ofladdress space """02‘/ _,N.L',-l- ‘JJn@U
. ———

e Example: Intel 80x86/Page Tables

2"". —D’—M\—-
L B p&; ¢

Virtual(addresses are 32 bits|(pages are 4 KB

= 1”-)" emfries

Total(number of pages) 232 / 212 3%, 22°
Page Table Entry (PTE) are\‘f%[.

¢ 20 bit Frame address, dirty bit, accessed bit, valid bit, access bits...

Totallpage ta

sizelis therefore 22° X 4 bytes m
s But, only a\small fraction|of those pages arelactually used!

e Why is this a problem? /‘MLF 4 afisk/ w,&i.(/...

The|page table

must belresident in memory|(why?)
— What happens for the|64-bit version of x867 | N-m b4-12 52
2 2{ b)\'l'rl"(.f

— What about running multiple programs?

N M
(22°)(2®) = MG efeies |



Solution: Multi-Level Page Tables

* Use a hierarchical page table structure A 5
- rwo levels are typically suf‘ficierﬂ ? éL[%’A’J 128-b\T AJ ress sPdCC’.
. I First level: directory entrie_s]

-J—E;cond level: actual page table entries| + '?V)m Ms? =3 lﬂ‘t"fdieé Paje. TQ[)le

— Only top level must be resident in memory i“f)w(i/n 3 h L
— Remaining levels can be in memory, on disk, or unallocated e fi's "’\d
n
* Unallocated if the corresponding ranges of the virtual address space are frame ‘:‘72'
not used 0| (hse NS |’_
|
2
a1
Addveg of P

PDE imdu PTE isdey Offset

S,ow?
- s ke ?
ABIR 4 PT where is pase

Page Directory
-Disadvantages
—Multiple page faults

*Accessing a PTE page table|can cause a page fault

*Accessing the actual page can cause a second page fault L —J
—TLB plays an even more important role

Page Table

qus\k\u\ um,“océlffé p«Jes



Real Example: Intel P6

Internal Designation for Successor to Pentium
— Which had internal designation P5

Fundamentally Different from Pentium

Out-of-order, superscalarjoperation

— Designed to handle
* Requires high performance memory system
Resulting Processors
— PentiumPro 200 MHz (1996)
— Pentium Il (1997

¢ |ncorporated MMX instructions
¢ |2 cache on same chip

— Pentium 111 (1999)
. IncorporateagStreaming SIMD Extensions&

Pentium M 1.6 GHz (2003)

. for mobile

Adapted from Computer Systems: APP

— The base for Intel Core and Core 2

Bryant and O’Halloraon

P6 memory system

external

system bus
PCl

bus interface unit

instruction
fetch unit

L1
i-cache

processor package

#| 32 bit address|space

-|4 KB page}size

|1, 12, and TLBs
* 4-way set associative

slinst TLB *\

* 32 entries
sets s 1-wiY
s[data TLB
* 64 entries
* 16 sets H- e
L1li-cacheland d-cache
» 16 KB
* 32 B line size, 8 w"rJS
e 128 sets, Fwin
L2 cache

*128 KB —2 MB, #-way_ |

data

TLB _
d-cache

k



* Components of the virtual address (VA)

(
(

TLBI:TLBindex} [n sel-assoc. TLB
TLBT: TLB tag

VPO: virtual page offset
VPN: virtual page number

e Components of the physical address (PA)

(
E

PPO: physical page offset (same as VPO)
PPN: physical page number

CO: byte offset within cache line

Cl: cache index

CT: cache tag

P6 2-level page table structure

Page director

Up to
— 1024 4-byte page directory entries (PDEs) 1024
that point to page tables page
—I One page directory per process. tables
— Page directory must be in memory when 1024
its process is running PTEs
- Always[pointed to by PDBR
* (Page tables?)
. _ _ . 1024
— 1024 4-byte page table entries (PTEs) PT
thaq point to pages) Es

- Pagé tables can belpaged in and out.

Overview of P6 address translation

D 4']' / w\s" r0c+|'on

3 'Da'|'4

L2 and DRAM [==

¥-way SA TAG

TLB (16 sets,
4 entrles!set)

PAGE TABLE

L1 “Ll'
miss
Data
@ L1 (128 sets, 4 lines/set)
‘ _c«.lt(.
| lLl{_l |4 | Index

TAG o
:SN E‘PPDS s \f@ co|
; physical

PlE

L i

address (PA)

EE108b Lecture 15 12



P6 pageﬁrectory‘e;wt\nf)(PDE) one 32-bit k)oré
&____\_/'

31 12 11 9 8 7 6 5 4 3 .
. lfP=1

Page table physical base addr]| Avail |(G @T ursligwip=1

X Right 3ere edended t 32 bits

Page table physical base address: 20 most significant bits of physical
page table address (forces page tables to be 4KB aligned)

Avail: available for system programmers

G: global page (don’t evict from TLB on task switch)

PS| page|size{4K (0) or 4M (1)

31 B 1 0 .
) — — - , P=Q
Available for OS IEage tablellc:-catlon in secondary storage) ‘ =0

P6 page tablelentry| (PTE)  one 32-k} Word

)

31 __ 12 11 9 8 7 6 5 4 3 2 1 0
“Page physical base address ||  Avail G < D * A |[CD|WT|U/S HfWE=1 -|.p p, 1
& "{‘f}tﬂ~ 3ere ctended T 32 bits Peqe sige et used ?

Page base address: 20 most significant bits of physical page
address (forces pages to be 4 KB aligned)

Avail: available for system programmers

G: global page (don’t evict from TLB on task switch)
D:[dirty|(set by MMU on writes)

5:'accessed (set by MMU on reads and writes)

CD: cache disabled or enabled

WT: write-through or write-back cache policy for this page
U/S: user/supervisor

R/W: read/write

P: page is present in physical memory (1) or not (0)

Available for OS (page location in secondary storage) P=0




ch.\o‘)o} NS \’”N\&Hﬁ"\ p&jes

Representation of Virtual Address Space

Vl'f"'ud-l Spo.ce

age 13

P=0, M=1 N%k.}_ v - -

Page

*
.%%'-’-- i
Fﬂ--- e9

Page Directory

pTo LP=0Msl ~ Page 8
P=0, M=1
N Page 7
bis P=0, M=0 [® blSK ¢
- Page 6
P=O.M=0 e ] [y <R g
. - age
¢ Simplified Example
: Page 4
— 16 page virtual address space 9
Page 3
o CFla
~ : : Page 2
—(P)1s entrfin physical memoryk 9
Page 1

— M) Has this part of VA space been

Page 0

'EEEIIEEE':EEr-.----!l!j!’|iiiiiiiiii'FHg!?1!p-------......
PT3 [P=0.M=0[e
= Page 14 P

hysical) Mem

]

frame 0

frame 1

frame

— Mem Addr

~—» Disk Addr

In Mem

On Disk

Ao
[ ] unmapped ALLOCATED



20 12
VPN vPOd s Case 1/1: page table and
VMAKF | . page present.
20 12 * MMU Action:
{Tpnilyenz MAR[ Fen__JPro)- — MMU build physical
; address and fetch data
M word.
em . :
QME iy sl | |* OSaction
— none
PDBR
Page Page Data
directory table page

data.

20 12 e (ase 1;’0:Eage table prese‘n?lbut[p)age missing
| _ven  [vpPo] + MMU Action: o
— l_page fault exception l

y — handler receives the following args:
VPN1|VPN2
[ * VA that caused fault

- * fault caused by non-present page or page-
level protection violation

e read/write
s user/supervisor

re4d Prom

disk

:

Mem

Case
que Teble page
n 'me\vnoru,
Ddta page
O Memrg

— Check for a legal virtual
address.

— | Read PTEIthrough PDE.

Find free physical@\
(swapping out current page if
necessary)

— (Read}virtual pag{from disk
and copy to physical page

- Restart,faulting instruction by

returning from exception

handler.

Check for a legal virtual
address.

Read PTE through PDE.

Find free physical page
(swapping out current page if
necessary)

. data
| Disk
C. Kozyrakis EE108b Lecn.page 23
0OS Action:
vicrlq V1P20 s Case 0/1: page table _
[missing but

* Introduces consistency
Epm issue. -
— potentially every page -

out requires update of
Mem ‘ML@—‘ reab data disk page table.

4 Linux disallows this _

— if a page tableis
swapped out, then swap
out its data pages too.

Read PDE,
Restart;
(after restart: becomes Case 1/1)

find PT disk address;

Read virtual page from disk
and copy to physical page
Restart faulting instruction by

returning from exception
handler.

Read PT page from disk;



20 12

[, VPN [vpo] e (S action:
, — swap in page table.
¥ ¢ (Case 0/0: page table
2 .
E and page missing. — restart faulting
- ab * MMU Action: instruction by
Mem -[PDE[p=0 e — page fault returning from
| exception handler
PDBR :
Page e Like case 0/1 from here
. directory
= %‘ ----- on.
i =l ata
Disk B
Page Data
C. Kozyrakis tableE10a Lecpage 26

Page fault for PT as in case 0/1;
Restart;

(after restart, becomes Case 1/0)



Virtwal Caches l E.G. Simple DM cache

BLMK offge"t ---Use part of virtual address as tag
- (Page No. + or - some bits)
v l , . ,
VMA 8 o1 ---Use other bits for index into cache
MAR _ "3 N LY c.l L1 (remainder is block offset)

ndex Cqe ‘\C

--- Include PID, Accessed and Dirty bits, etc., in cache

TAG _
TAG --- Only translate on misses
--- L2 is a physical cache
20% 7w 06w
0.4%
18% -
16% -
1 1o O Purge
14% - e BPIDs
0.5% B Uniprocess
. 12%
wiss
’1' <. 1.8%
10% - w
rale g o s, e— “"“"é PID w/ Pur &
8% -
% w/ U N
6% 1o 2.7% ? P :3 5
| /_) +
— o M"
1 process 4% - B 500, M cones
1 41%| 43%  43%  43% 50_,;{’(,0\
2% 39%
27 IUq“ 0.3% 0.3% 0.3 0.3%
o %o Y 3%
0% , | 0.0% 0% Mo 2o Mose: MO3

2K 4K BK 16K 32K 64K 128K 258K 512K 1024K

Cache size P(m
16 B blocks , DM Cache S'l}e —> k&P

wed PID



. g s Shared page
QQIASQS ; 3“°“3“‘ PT1: Mapped from V-Page x1234

PT2: Mapped from V-Page xFFFF
Both Map to frame x5678
(Cache data blocks are pages)

™ewm

PT1 | \
T2 Crocess 2

VMRMZU’——' FTET]VMAR
5,76 xF ; MA
— :ecb..‘&\“* J

Process 1

L WXYZ
Vt'r'l'utl C&c‘\e 0
TAG
[ 239 TARC . YALL

Process 1 writes TFFFF [AsC.. vz 12|

Process 2 reads -
Goal Invariant: (Could also be multiple mappings
--- Never allow this to happen :-) in same page table.)

--- Shared data only appears once, at most.

Sel v+|°on A

?a’\ce collision : S‘:rkfumn_o. msuwuan, U S«p\aﬂ.@-é Pa@% «QMC Same Wc/W

DM caclle.
VMAR ne BT A PT

( TAG1 i"}éﬂf;m’ DM (,'LCLIQ Page N2 frame N* Mew,

'\_—
TAG2 TAGA ;indx il
| / _
TAGL !y




Solotien Zq‘\

DM Cache

Tag Da."\'q,

12345 |

]
VMAR. | Page N* | dfiat-
TLB
Use some page offset bits R o
as index to DM cache. . fiﬂi“’ FRAME N
Compare Page# in TLB in 3 P41 (1234
parallel w/ cache access. k__:; [
23
Form physical address using
frame# + offset. ‘._,_.___‘
Compare tag portion of CMAR [ 234 5‘@7 |
CMAR. L/—’—' o, § bt
"Virtually Indexed, Physically
Tagged"
inJex
—
1 L
CMAR 1234, 5¢7)
INCREASE ASSOCIATIVITY L TAG Y bits
1. Fixed Cache Size
--- fewer index bits
--- more tag bits
inJex 25¢
2. Increase Cache Size — S
--- same index bits CMAR [ 234, 5‘27 !
--- same tag bits —
— !
‘AG 9 bty

1
12345 89A8C
£L— ) ey —

ﬁzqnﬂ gIARC 67 j




Se TM“‘\'Q d Wewer ‘\

\ TA-32 /%8¢

‘\ MAR

«— 20 bifs =

Originally

No limit checking
-- can overrun segment

No protection
----- can write segment registers

Segment registers implicit

----- instruction fetch: uses CS
----- data access: uses DS
----- stack operation: uses SS

Programmer's perspective:

-- Segments address from 0
-- Offset is address

NexT Level

Too Slow:

-- extend Seg Regs

-- cache Descriptor

in Seg Reg

-- Check limit and R/W ...
Also:

-- Special Segs for Calls

- "conforming" ==> change mode

-- 8k segments @ 4GB ’

Se § w\evﬁ Rec, offeet Req

Mew

e

pk\igu'c»? cddress

Flat Addressing:
-- set all Descriptors: <s

-- BASE == x000000000 DS
~LIMIT == xFFFFFFFF ¢ ¢
- 1-to-1 w/ 32-bit MAR

Mom
Sey Regs ’
CsS — Cong
DS -~
SS — STAck
ES
I
DATA
13- Bl'f' ZZ_LH,
Sey Selet  0ffectRe mem
| GOTR
Seqment
DeJSC‘:IPor
Teb[e
fej lnu;/_



Seg Selects CS, DS, SS can be written (change segments like original).
Descriptor table is OS controlled.

Also available in 1A-32 (x86)
---- Paging mode (2-level and 3-level)

---- "Real" mode (acts like original)
---- Paged Segments (paging + segmentation: Segment Descriptor points to Page Directory)



Vn'r'hul W\‘CMV\CS l Aefrou\\ I

—

General TM

Sfmu\ Q:\.I.O“ ! CPU

---- Simulated machine is arbitrary (HW, ISA)

--- Virtual Machine (VM) is defined by
simulation program.

--- VM's resources are in
simulator program's data structures.

--- Interaction with host is through
simulator's actions.

--- OS provides
--- 10 services
--- isolation, protection

]

Jud m mo{imwﬁ Process

T 0§ abe Jo ok /prefed?
- CJ»np‘ex'z'('\J , Bq;_g

- EM AAMM.ME) bmfm[%a rveguires

Af‘ ( M.c.\\
Winima| *g*
--- Small monitor provides
Mapping to partitioned resources
--- Monitor is small, simple, reliable

--- Each guest runs in its own VM

--- VM is only virtual in the mapping
Guest instructions run w/o emulation

--- Guest has same ISA as HW

--- Each VM has its own OS
manages its own resources

— ;V’Mg ot f/Vls?L/(/c?Lm'y, 5

Paritione) Resaurce s

)

coun

L

o mew; _T
A
OSs A




Some advantages

-- Monitor-1 and Monitor-2 present
identical virtual machines to guests

-- Guest migration is possible:
uptime, bulk efficiencies

-- Multiple guests share pool of
computing resources

-- Isolation between guests (?)

-- HW architecture can be different
between hosts (degree?)

-- Run legacy apps on legacy VM.

-- Guest OS configuration specific to
guest's apps.

Guest

exetY

wlaﬂofw\ 1 F KW Plidform 1

imﬁv( Y ’

hadlb

pr) Vi !eég eé
bnsz'ruJAm

W)ﬁ\ndfb’l, uwms - W WAROR
CueF s i WAL Wrodo:
& pimiledged nfedioms

bwp o wmenita

OR

priviled 9(5

im'{'r oction

fll e,

Binary translation (static or runtime):
-- Replace problematic instructions

Guest >

OR bjhmfc Trahsla:h'm
New hardware modes of execution. 6 uest Guts{' s coé(
HW |
ETP
. W\u'flu‘we
cheek Por ro“cm&lﬁ( code

imstro d‘(ons rePIace Hem

hasic Llocl(

V/V\N\ [rm\s

Whet preblem inslructions cant we trap all of them ?

x 86 v:'r+va_‘t‘34\‘['fm l

‘<

A]L(on l)uﬁ/cr

ac"‘ud
PC



x86 EFLAGS register, a
larger version of our LC3's

CC codes:
--N,Z, P
--- Qverflow
--- Carry

--- Interrupt

EFLAGS

T

POPF

Enable

Guest 05 n r\».mim& VSER \nokcl

- Does sl Cavse @ T(&P
—> Doees wnat ok c«(rec"\v]

METHODS

vmkernel:

--- boot loader

--- x86 abstraction

--- 10 stacks (storage, network)
--- memory scheduler

--- cpu scheduler

VMM (vmkernel priviledged process):
--- Trapping, translation

--- one per VM
guest guest auest
application application apphication

gligst upel'ming SYSIEIL

virtnal-tmachine momnitor (VMM)

host hardware

Typel VMM

<— ESP

All 32-bits written
User wmode

IE bit not written

s X?é : m‘ﬁl /kUU")CO
com cSfen 57§7Lem f/a/r

Linux 052 Win 7 BSD

|\’MM| |‘+-'MM| \-’MM| |‘-.-'MM \

vmkernel

Figure 1: The ESX hypervisor: one vmkernel per host,

and one VMM per virtual machine.

)crom The Evolution of an x86 Virtual Machine Monitor
Ole Agesen, Alex Garthwaite, Jeffrey Sheldon, Pratap Subrahmanyam
{acesen alexta_ieffshel nratanl@vmware com

vmware
— Server Versim

For cxample, VMware's vSphere ESX hypervisor is com-
prised of the vmkemel and a VMM, The vimkernel contains
a boot loader, an x36 hardware abstraction laver, [/0 stacks
for storage and networking, as well as memory and CFU
schedulers. To run a VAL the vmkernel loads the VAL
which encapsulates the details of virtualizing the x86 archi-
tecture, including all 16 and 32 bit legacy modes s well
a5 64 bit long mode. The VM executes directly on top of
the VMM touching the hypervisor only through the VMM
surface area

guest guest guest
application application application

gliest operating system

virial-machine monitor (VMM)

host operating system

host hardware

Type T VMM



Type | Type I [/O Virtualization

O Issue: lots of I/O devices
Fully-virtualized

O Problem: Writing device drivers for all I/O device in
the VMM layer is not a feasible option

O Insight: Device drniver already written for popular

Para-virtualized Operating Systems

O Solution: Present virfual 1/O devices to guest VMs
and channel I/O requests to a trusted host VM

running popular OS

121500 Fiuezynski-- es318

“ { [ } 0S
13\mosnemnm] i
( \VMM + Device Drivers ]] Drivéy 0S
e Prwr.nlm T &\Prw:dimf\ ]
Par- v‘;‘-hk“Q \) a-.\' von
/
% 86 ! |
Channgs. the :osf .
XEN

x 86 I1SA par«*x% Para x 82 Vmm R

1SA
x9¢ RW
Poe ¢
E? Load r'“gs Have to rewrite the OS
--- use new ISA
===> more runs w/ VMM
===> faster

But
--- can't run original OS binaries
===> keeping up w/ the Joneses?




V.’r‘f’u& N\emwg % VMM

Trap references to page tables vsed by RW
--- write protect guest PT

=3
Adjust physical frame number PT BR E

--- use shadow page table

OR Guest PT ——
et V7 -

Add HW second layer translation
(1960's IBM 370 solution)

- Virtul Mew R-Physical Mew

I ] vem |
Rost, PT
—
TRANSIATE
G-PT 5-Vic+u| Mew, G-Recd Mewm
C N 6T N7k
— |
— |
Lfi G-I’ec|

How much overhead in a page miss?

G-0OS: page fault, context switches, 100s of cycles
VMM: examine G-PT (find G-PA), 100s of cycles
VMM: find H-Phys-Addr, 100s of cycles
VMM: allocate/fill shadow PT 100s of cycles

we must examine what happens when the guest accesses
a particular gVA. First, the memory access canscs a page
fault (several hundred eveles in the cirea 2002 processors)
Then, the VMM walks the guest’s page tables in software to
determine the gPA backing that gVA (again costing a few
hundred cyeles). Next, the VMA determines the hPA that
bocks that gFA. Often, this step is fast, but upon first touch
it requires the host OS5 to allocate a backing page. Finally,
the VMM allocates a shadow page table for the mapping
and wires it into the shadow page table tree. The page fanlt
and the subsequent shadow page table update are anslogous
to a normal TLE fill in that they are invisible to the suest,



I/o0 + caches

C ac.\Nl

Bk, @ 10 '\'0 MQW\

@) 1o * cadu

--- kicks out needed data from cache
--- stalls processor

--- Cache data may be stale
Fix it:

---- Make buffer pages non-cacheable
Too restrictive?

---- Invalidate cache blocks belonging to
buffer just before 107 Lock pages to
memory temporarily.



Cac,r\e Cokerenﬂ mudki-core , Muﬂx-(’m&SSofj Jiﬂrilx‘]'eé

ceui Cpog
axec i “ecstion
Read X Read X
X<==X+5 X<==X+3
Write X Write X

CPU-1 | F CPU-2 \ Tt\fs OK.

cache <==2 REVQ\”SC I§ OK
cache <==7 ’
X  <==7 I"\mefemeé?

cache <==7

;;(ache::::(()) L\)l'm{'j{ WPOSQA WLa J\W‘DP@A\?

.






