Progressive Partial Memory LearningA Dissertation Submitted to the Graduate Facultyof George Mason Universityin Partial Fulfillment of the Requirementsfor the Degree of Doctor of Philosophy,Information TechnologyByMarcus A. MaloofBachelor of ScienceUniversity of Georgia, 1989Master of ScienceUniversity of Georgia, 1992Director: Ryszard S. Michalski, PRC Chaired ProfessorDepartments of Computer Science and Systems EngineeringFall 1996George Mason UniversityFairfax, Virginia iiCopyright 1996 Marcus A. MaloofAll Rights Reserved iiiDEDICATIONTo Giddie: Nassir �Louis� Ackle Maloof1894—1994 ivACKNOWLEDGMENTSMany friends and colleagues have contributed significantly to this work. I thank myDissertation Director, Ryszard Michalski, for overseeing this research and contributingideas, while providing the environment and freedom to develop and follow my own. Iappreciate the support, ideas, and comments of my committee members: Ophir Frieder,Gheorghe Tecuci, and David Schum. Thanks to Bob Holt and Wayne Gray of theDepartment of Psychology for discussions about experimental design and analysis.Thanks to Gerhard Widmer of the Austrian Research Institute for Artificial Intelligence forrunning the experiments and providing the data points necessary to produce Figure 25.Thanks to Jayshree Sarma for pointers to papers on concept change in the genetic algorithmliterature. Thanks to Zoran Duric for helping with the mathematical derivation in Section4.4 and for many educational discussions about computer vision, especially as it relates tomachine learning. Thanks to Azriel Rosenfeld of the Center for Automation Research,University of Maryland, College Park, for discussions about modern day computer visionsystems, especially as they relate to the blasting cap detection problem. Thanks to GaryJackson of Psychological Assessment Resources, Inc. for many fruitful discussions aboutmachine learning, statistical validation and for supporting me in all aspects of this pursuit.Eric Bloedorn provided the email learning agent data set and has been a friend and closecollaborator throughout this process. His discussions helped shape many of the ideaspresented here. Thank you. Thanks to Ken Kaufman for invaluable insights into AQinternals. Thanks to other members of the Machine Learning and Inference Laboratory,past and present, for help along the way: Jerzy Bala, Janusz Wnek, Qi Zhang, and Ibrahim vImam. Thanks to the School of Information Technology and Engineering for the supportof three doctoral fellowship awards. Finally, I want to thank my family and friends fortheir support, understanding, and counsel throughout this process.This research was conducted in the Machine Learning and Inference Laboratory atGeorge Mason University. The Laboratory�s research is supported in part by theAdvanced Research Projects Agency under Grant No. N00014-91-J-1854, administered bythe Office of Naval Research, and Grant No. F49620-92-J-0549, administered by the AirForce Office of Scientific Research, in part by the Office of Naval Research under GrantNo. N00014-91-J-1351, and in part by the National Science Foundation under Grants No.IRI-9020266 and DMI-9496192.

viTABLE OF CONTENTSPageAbstract............................................................................................. xiiChapter 1:Introduction........................................................................... 1Chapter 2:Problem Statement................................................................... 52.1Assumptions............................................................................. 62.2Representation Language............................................................... 8Chapter 3:Related Research..................................................................... 103.1Progressive Learning................................................................... 103.2Partial Memory Models................................................................. 133.3Representative Examples............................................................... 133.4Concept Change......................................................................... 153.5Aging and Forgetting................................................................... 18Chapter 4:Methodology......................................................................... 214.1Baseline Progressive Learning......................................................... 214.2Model of Time........................................................................... 234.3Methodology Overview................................................................. 234.4Representative Example Selection..................................................... 264.5Aging Mechanisms...................................................................... 334.6Inductive Support Mechanisms........................................................ 354.7Forgetting Mechanisms................................................................. 36Chapter 5:AQ-PM System Description........................................................ 375.1Invoking Partial Memory Learning.................................................... 375.2Selecting Representative Examples.................................................... 385.3Updating Representative Examples................................................... 385.4Using Input Hypotheses as Events.................................................... 395.5Ambiguous Examples................................................................... 405.6What Time is it?......................................................................... 415.7Forgetting................................................................................ 415.8Inductive Support....................................................................... 425.9Aging..................................................................................... 425.10Weighting Representative Examples.................................................. 43 viiChapter 6:Experimental Results................................................................ 456.1Experimental Design and Analysis.................................................... 466.2Computer Intrusion Detection Problem............................................... 486.3Email Learning Agent................................................................... 546.4Detection of Blasting Caps in X-Ray Images........................................ 596.5Changing Concepts: The STAGGER Concepts..................................... 666.6Comparison of AQ-PM to AQ11 and GEM.......................................... 736.7Partial Memory Incremental Learning using AQ11 and GEM..................... 836.8Summary of Experimental Results.................................................... 93Chapter 7:Discussion............................................................................ 947.1On Parameter Settings.................................................................. 947.2Corners versus Borders................................................................ 967.3Catastrophic Forgetting................................................................. 987.4On Concept Complexity................................................................ 100Chapter 8:Conclusions.......................................................................... 1038.1Contributions............................................................................ 1048.2Weaknesses.............................................................................. 1048.3Future Work............................................................................. 105Bibliography....................................................................................... 108Appendices......................................................................................... 116Appendix A:Learning Parameters for the Computer Intrusion Detection Problem. . . . . 117Appendix B: Learning Parameters for the Email Learning Agent (ELA) Problem...... 118Appendix C: Learning Parameters for the Blasting Cap Detection Problem............. 119Appendix D: Learning Parameters for the STAGGER Concepts.......................... 120Curriculum Vitae.................................................................................. 121 viiiLIST OF TABLESTablePage1.Selection of past progressive learning research.......................................... 122.Experimental results for the computer security problem................................ 503.Experimental results for the email learning agent........................................ 564.Attributes used to represent blasting caps................................................. 625.Experimental results for the blasting cap detection problem............................ 636.Experimental results for the blasting cap detection problem............................ 767.Experimental results for the computer intrusion detection problem.................... 818.Experimental results for the blasting cap detection problem............................ 869.Experimental results for the intrusion detection problem................................ 90 ixLIST OF FIGURESFigurePage1.PPML Architecture.......................................................................... 252.Visualization of the setosa and versicolor training examples........................... 293.Visualization of the setosa and versicolor concept descriptions with overlaintraining examples............................................................................ 304.Visualization of the setosa and versicolor representative examples.................... 305.Predictive accuracy for the intrusion detection problem................................. 516.Learning times for the intrusion detection problem...................................... 527.Memory requirements for the intrusion detection problem.............................. 528.Concept complexity for the intrusion detection problem................................ 529.Examples of AQ-PM rules for daffy and coyote�s computing behavior............... 5410.Predictive accuracy for the email learning agent.......................................... 5611.Learning times for the email learning agent............................................... 5712.Memory requirements for the email learning agent...................................... 5713.Concept complexity for the email learning agent......................................... 5714.Examples of ELA rules for uninteresting emails......................................... 5915.Examples of x-ray images of luggage containing blasting caps and clutter........... 6016.Detailed x-ray of a blasting cap............................................................. 6117.Predictive accuracy for the blasting cap detection problem............................. 6418.Learning times for the blasting cap detection problem................................... 6419.Memory requirements for the blasting cap detection problem.......................... 6420.Concept complexity for the blasting cap detection problem............................. 6521.Examples of AQ-PM rules for blasting caps and non-blasting caps................... 6622.Visualization of the STAGGER concepts................................................. 6823.Tracking concept drift using the STAGGER concepts.................................. 6824.Results from the second experiment using the STAGGER concepts.................. 7025.FLORA results using the STAGGER concepts.......................................... 7126.Memory requirements for AQ-PM and FLORA2 for the STAGGERexperiment.................................................................................... 7227.Examples of AQ-PM rules for the STAGGER concepts at time step 39.............. 7428.Examples of AQ-PM rules for the STAGGER concepts at time step 79.............. 7429.Examples of AQ-PM rules for the STAGGER concepts at time step 120............. 7430.Predictive accuracy for the blasting cap detection problem............................. 7731.Learning times for the blasting cap detection problem................................... 7732.Memory requirements for the blasting cap detection problem.......................... 7733.Concept complexity for the blasting cap detection problem............................. 7834.Examples of GEM rules for blasting caps................................................ 7935.Examples of AQ11 rules for blasting caps................................................ 7936.Predictive accuracy for the intrusion detection problem................................. 8137.Learning times for the computer detection problem...................................... 8238.Memory requirements for the computer detection problem............................. 8239.Concept complexity for the intrusion detection problem................................ 82 x40.Examples of GEM rules for coyote�s computing behavior............................. 8341.Examples of AQ11 rules for coyote�s computing behavior............................. 8342.Predictive accuracy for the blasting cap detection problem............................. 8743.Learning times for the blasting cap detection problem................................... 8844.Concept complexity for the blasting cap detection problem............................. 8845.Examples of GEM-PM rules for blasting caps........................................... 8846.Example of an AQ11-PM rule for blasting caps.......................................... 8947.Predictive accuracy for the intrusion detection problem................................. 9148.Learning times for the intrusion detection problem...................................... 9249.Concept complexity for the intrusion detection problem................................ 9250.Examples of GEM-PM rules for coyote�s computing behavior........................ 9251.Example of an AQ11-PM rule for coyote�s computing behavior....................... 9352.Borders versus corners comparison using predictive accuracy for the blastingcap detection problem....................................................................... 9753.Borders versus corners comparison using learning times for the blasting capdetection problem............................................................................ 9754.Borders versus corners comparison using memory requirements for theblasting cap detection problem............................................................. 9855.Borders versus corners comparison using concept complexity for the blastingcap detection problem....................................................................... 9856.An example of concept instability from an AQ11 experiment.......................... 101 xiLIST OF ALGORITHMSAlgorithmPage1.Baseline Progressive Learner (BPL)...................................................... 212.Progressive Partial Memory Learning..................................................... 263.FindRepresentatives......................................................................... 274.PPML (Accum updating)................................................................... 39

ABSTRACTPROGRESSIVE PARTIAL MEMORY LEARNINGMarcus A. MaloofGeorge Mason University, 1996Dissertation Director: Ryszard S. MichalskiA learning methodology called Progressive Partial Memory Learning (PPML) is presented.PPML takes a partial memory approach to progressive inductive learning problems inwhich training examples are distributed over time. The partial memory approach retainsand uses representative examples and induced concept descriptions for future learning.Representative examples are those training examples that maximally expand and constrainconcept descriptions in the representation space. Mechanisms such as the selection ofrepresentative examples, forgetting, and aging allow the system to efficiently learn conceptsover time and to track changing concepts through a representation space. Key componentsof the methodology are implemented in an experimental system called AQ-Partial Memory(AQ-PM), which is based on the AQ15c inductive learning system. AQ-PM isexperimentally validated against a baseline AQ15c learning algorithm using both syntheticand real-world data sets. Synthetic data sets include problems in which concepts change ordrift in the representation space. Real-world problems include applications to dynamicknowledge bases (i.e., computer intrusion detection), intelligent agents (i.e., emailsorting), and computer vision (i.e., blasting cap detection in x-ray images). Resultsdemonstrate that the methodology is able to perform well on a variety of problems.Specifically, the method considerably improves memory requirements and learning timewith slight decreases in predictive accuracy when compared to the baseline learner.

Furthermore, the method is also able to track concept drift. Results are presented for theSTAGGER concepts in which AQ-PM achieves predictive accuracies comparable to theFLORA systems, but requires much less memory. Comparisons are made to the AQ11 andGEM incremental learning systems using the blasting cap detection and computer intrusiondetection problems in which they learned more predictive, but more complex conceptdescriptions than AQ-PM. Partial memory learning is also conducted using the incrementallearning algorithms of AQ11 and GEM for the blasting cap detection and computerintrusion detection problems. Results for the partial memory versions of these learners,when compared to the unmodified versions, show slight decreases in predictive accuracyand concept complexity with considerable decreases in learning time.

1Chapter 1: IntroductionTwo years ago during a research meeting, we were discussing an incident in which ahacker broke into a university administrator�s account. The hacker�s activity wascharacterized by late night logins and intense usage of computing resources. In short, thehacker was doing things the true owner of the account would have never done. As astudent in machine learning, it seemed natural to use machine learning to developbehavioral profiles of the various users of a computing system, and if a given user did notmatch a historical profile, then either the actual user was not the true user, or the systemneeded more training.After gathering three weeks of audit records, the odyssey of finding an appropriaterepresentation space for learning began. It took a while � about a year of repeatedlyleaving the problem and coming back to it � but once it was found, the learning resultswere quite good. Naturally, the next step was to make several comparisons among variouslearning methods and report how well each did on this problem.Yet, the engineering question is, How would one build a system to do intrusiondetection? The system must constantly learn and classify. It must be able to incorporatefeedback from the system administrator in the event of an erroneous classification. Itshould use little computing and storage resources, meaning fast learning and recognitionand low memory requirements, since it would be nice not to have to buy a computingsystem to protect a computing system.Learning over time means progressive learning (Michalski 1996). By progressivelearning, we mean a learning process of building hypotheses from consecutively obtained

2sets of training data. Learning over time is an important special case of progressivelearning. After looking at the current literature on intrusion detection and on systems thatlearn over time, under the influence of current course work, readings, and lengthy chatswith colleagues, a design for a progressive learning system began to materialize. Initially,experimentation with the progressive partial memory learning system was not fullyautomated, which provided the opportunity to truly look at what was happening with theproblem. As time progressed and the system received more and more training examples,the examples retained in earlier steps of learning were either in conflict with examplesretained in later learning steps or produced rules covering few examples. It was apparentthat what was expressed by the earlier training examples was not present in the laterexamples. In other words, the concepts were changing.Other applications, not just the computer intrusion detection problem, have similarproperties. These applications include intelligent agents (Maes 1994) and a variety ofvision problems, such as active vision (Aloimonos et al. 1988) and learning to track objectsin video sequences (Blake et al. 1995). Thus the research question is, What are theproperties of a learning methodology that would allow us to build learning systems for thisclass of problems?We present a learning methodology called Progressive Partial Memory Learning, orPPML (Maloof and Michalski 1995c). PPML takes a partial memory approach toprogressive learning in which training examples are distributed over time. The partialmemory approach retains and uses representative examples and induced conceptdescriptions for future learning. Representative examples are those training examples thatmaximally expand and constrain concept descriptions in the representation space.Mechanisms such as the selection of representative examples, forgetting, and aging allowthe system to efficiently learn concepts over time and to track changing concepts through arepresentation space.

3Key components of the methodology are implemented in an experimental systemcalled AQ-Partial Memory (AQ-PM), which is based on the AQ15c inductive learningsystem (Wnek et al. 1995). AQ-PM is experimentally validated against a baseline AQ15clearning algorithm using both synthetic and real-world data sets. Real-world problemsinclude applications to computer intrusion detection (Maloof and Michalski 1995a), emailsorting (Bloedorn and Michalski 1996), and detecting blasting caps in x-ray images(Maloof and Michalski 1995d, 1996; Maloof et al. 1996). Experimental resultsdemonstrate that the methodology is able to perform well on a variety of problems.Specifically, the method considerably improves memory requirements and learning timewith slight decreases in predictive accuracy when compared to the AQ15c baseline learner.The baseline system learned as much as 113% slower, maintained as much as 256% moredata, and performed as little as 4% better on testing data than the AQ partial memorylearner. A synthetic problem is considered in which concepts change or drift in therepresentation space. Experimental results are presented for the STAGGER concepts(Schlimmer and Granger 1986) in which AQ-PM achieves predictive accuracies comparableto the FLORA systems (Widmer and Kubat 1996), with the FLORA systems requiring, onaverage, 116% more memory.Comparisons are also made to two incremental learning versions of the AQalgorithm (Michalski 1969): AQ11 (Michalski and Larson 1983), for no memoryincremental learning, and GEM (Reinke and Michalski 1988), for full memory learning.For the blasting cap detection problem and the computer intrusion detection problem,experimental results show that AQ11 and GEM learned more predictive (3—7% morepredictive), but more complex (as much as 187% more selectors) concept descriptions thanAQ-PM.

4Finally, progressive partial memory learning is also conducted using theincremental learning algorithms of AQ11 (Michalski and Larson 1983) and GEM (Reinkeand Michalski 1988) for the blasting caps detection problem and the computer intrusiondetection problem. Results for the unmodified versions of these learners, when comparedto the partial memory versions, show slight increases in predictive accuracy (1—4%),considerable increases in learning time (as much as 485%), and slight increases in conceptcomplexity (as much as 50% more complex rules). The partial memory approach alsoreduced or eliminated fluctuations in concept complexity of the AQ11 incremental learner, aproblem recognized by other researchers (O�Rorke 1982; Becker 1985).

5Chapter 2: Problem StatementThe research problem addressed by this dissertation is the inductive learning of conceptsfrom examples distributed over time. A related problem is that of inductively learning asymbolic concept description of a changing concept. It is assumed that change occurs overtime, so training examples are distributed over time. In general, a learner cannotempirically differentiate between these two problems because of the uncertainty of inductiveinference. That is, because inductive inference is uncertain, without assumptions, a learnercannot determine if it is receiving more information about a static concept or about achanging concept.The study of these problems is important and relevant for several reasons. From anapplied perspective, several applications, such as dynamic knowledge-bases and intelligentagents, operate in a dynamic and changing environment. Learning systems for theseapplications must be able to learn quickly with low memory requirements. Furthermore,they must learn changing concepts. Assume, for example, we have an email sorting agentthat �watches over the shoulder� of a user associating attributes of various emails (e.g.,sender and subject keywords) with user actions (e.g., such as reading and deleting). Aftera period of training and when the agent can reliably predict its user�s actions, the agent mayrequest to automate various email sorting tasks for the user. If the user accepts the agent�srequest, then the agent may automatically prioritize the user�s mail queue, delete unwantedjunk emails, and the like.If the user is a university professor, then the concept of which emails are importantis likely to change from semester to semester. That is, the emails from students currently

6enrolled in the professor�s class are likely to be more important than those emails fromstudents who are not currently enrolled. Yet, when the semester changes, although we stillhave the concept of important emails, the concept has changed because the students in theprofessor�s class are no longer the same. A learning system for this application must learnover time, since emails are continually arriving, and learn a changing concept, since theconcept itself changes.From a theoretical perspective, partial memory models are interesting because wecan investigate the rates of growth for the number of training examples maintained duringlearning. Other issues relate to the compromises and gains in predictive accuracy, learningtimes, and concept complexity when taking a partial memory approach. One can also studythe change in these measures as different schemes of computing partial memory areemployed in which differing portions of the original training set are retained for learning.In the AQ legacy of learning systems, O�Rorke (1982) noted that AQ11 (Michalskiand Larson 1983), a no memory incremental learning system, exhibited cyclic instability inwhich there would be wide and unwarranted variations in concept complexity from onelearning step to the next. One empirical observation made in this dissertation is thatmaintaining a set of representative examples eliminates this instability of conceptcomplexity.2 . 1 AssumptionsThe methodology of progressive partial memory learning makes few assumptions about thetype of inductive learner involved. It is necessary, however, for the learner to formconcept descriptions so that representative examples can be found. Naturally, the specificway in which representative examples are found will vary among learning systems,depending on their concept representation, but the idea of representative examples is not

7specific to any one learning system. Furthermore, mechanisms of aging, forgetting, andinductive support are also non-specific.The methodology assumes a static representation space; that is, constructiveinduction (Michalski 1980) is not considered. The methodology also assumes a stationarycontext (cf. Widmer 1996a). Note however that both constructive induction and non-stationary contexts would be fruitful areas for further research.Assumptions are also made with respect to the implementation of the experimentalsystem, AQ-PM. By using AQ15c (Wnek et al. 1995) as the underlying learning system,we assume that training examples can be represented in a discrete attributionalrepresentation space and that concepts can be represented by one or more axis-parallelhyper-rectangles. That is, it is assumed that domain concepts can be represented by adisjunction of conditions involving attributes but not relations. This is our representationalbias. Consequently, the system cannot learn structural or recursive concepts. Noise is notconsidered since other studies have dealt with this problem (Aha et al. 1991; Widmer andKubat 1996).With regard to experimental design, the assumption is made for the problemsinvolving real-world data sets that training examples, while distributed over time, are notdependent with respect to time. This assumption is made for practical reasons. By makingthis assumption, the data sets can be partitioned randomly over time to simulate a time-distributed problem. For each of these partitions, we can then use a validationmethodology suggested by Weiss and Kulikowski (1992). Ultimately, this assumptionreduces our data requirements. If we were not able to make this assumption, thengathering experimental data would be impractical, if not impossible. For example, considerthe computer intrusion detection domain as a learning problem (Maloof and Michalski1995a). Given the data set used in the study and based on the minimum number ofexamples per class, we should use a validation methodology of 100 iterations of 2-fold

8cross validation. If we cannot make the time independence assumption, we would have tocollect data from 100 independent periods of time. The original data set for this problemwas collected over a three week period. Thus, we would have to collect data for 300independent weeks of activity. Similar collection periods would be required for theintelligent agent and computer vision domains. Clearly, this is an unrealistic data collectionrequirement, hence the assumption.This assumption, however, is not made for the synthetic data set involvingchanging concepts. The STAGGER concepts (Schlimmer and Granger 1986) weregenerated by an algorithm, so data collection is not a problem. Furthermore, the conceptsfor the synthetic data experiment were constructed to be time dependent.2 . 2 Representation LanguageA representation language is needed to express algorithms and concept descriptions. Forthis purpose we will use a simplified version of the Variable-Valued Logic System 1 (VL1),as described by Michalski (1973), to represent training examples, representative examples,domain knowledge, and concept descriptions. VL1 decision rules are of the form:Di <:: Cjfor i = 1..n, j = 1..mwhereDiis the decision part of the rule and assigns a class label to a decision variable,Cjis the condition part of the rule (i.e., a complex), and consists of a conjunctionof elementary conditions, and<::is the decision assignment operator and is logically equivalent to implication.An elementary condition, or a selector, is of the form:�[� <referee> <relation> <referent> �]�where<referee>is a member of the finite set of attributes,

9<relation>is the relational operator =, and<referent>is a subset of the domain of <referee>.A referent is of the form:<referent> ::= <value> [ <list> | <range> ]<list> ::= � <value> [ <list> | <range> ]<range> ::= �..� <value> [ <list> ]where <value> is from the domain of <referee>. For example, [length = 2mm], [color =red � blue], and [area = 1..5 � 7 pixels] are elementary conditions.In a strict matching mode, an elementary condition is satisfied by an object, if thevalue of the attribute stated in the condition for this object satisfies the <relation> betweenthe <referee> and the <referent>. A complex is true if all of its selectors are true. Adecision variable is assigned its associated class label if its complex is true.Training examples and representative examples are represented using decision rulesunder the restrictions that a selector must be present for each attribute in the finite set ofattributes and that the cardinality of the referent is singular, i.e., consists of one value fromthe domain of the attribute. See (Michalski 1973) for a complete description of VL1.

10Chapter 3: Related Research3 . 1 Progressive LearningProgressive learning is a process in which hypotheses are formed from consecutive sets oftraining data (Michalski 1996). Incremental learning, or on-line learning (Littlestone andWarmuth 1994), and temporal batch learning are types of progressive learning.Incremental learning is a process of concept description modification using newly obtainedtraining examples. Temporal batch learning is a process of re-learning from some or all ofthe past training examples with any newly obtained training examples.Progressive learning differs from atemporal batch learning in that it is assumed thattraining examples are distributed over time. There are many motivations for making thisassumption. The obvious one is that the particular problem to which inductive learning isapplied necessitates learning over time. Such problems include computer intrusiondetection (Denning 1987), intelligent agents (Maes 1994), and robot learning (Salganicoffet al. 1996).A second motivation is that the computational demands of the domain exceedcurrent computational capabilities. Large training sets can be divided and processedincrementally providing gains in processing speed, since we need not process trainingexamples already covered by current hypotheses, and in memory requirements, since weneed not load the entire data set into memory. Early work in incremental learning stemmedfrom this motivation (Michalski and Larson, 1978, 1983; Reinke and Michalski 1988).Others have observed that incremental learning can lead to improved predictive accuracyand smaller concepts versus batch learning (Utgoff 1989). Finally, some have been

11motivated by more cognitive ambitions, since humans and other biological organisms areinherently incremental learners (Feigenbaum 1963).Michalski (1985) observed that learning over time can be carried out using twomechanisms: revolutionary or evolutionary. With the former case, old concepts arediscarded and new concepts are induced from a set of training examples. AQ-PM (Maloofand Michalski 1995c) is an example of a system that operates in a revolutionary, ortemporal batch mode. With the latter case, existing concepts are modified in light of newtraining examples. AQ11 (Michalski and Larson 1983), STAGGER (Schlimmer 1987b),and Winnow (Littlestone 1991) are examples of systems that take an evolutionaryapproach. GEM (Reinke and Michalski 1988) and CAP (Mitchell et al. 1994) are examplesof hybrid incremental learning systems. GEM uses a set of training examples to form aninitial set of concepts, and then specializes or generalizes those concepts using new trainingexamples. CAP, on the other hand, learns new rules from new training examples, andintegrates these new rules into the existing set of rules, deleting obsolete rules, ifnecessary.Progressive learning systems must have a memory model, which determines howthe system treats past training examples (Reinke and Michalski 1988). With a no memorymodel, all training examples are forgotten after they are used to update the system�sconcepts. AQ11 (Michalski and Larson 1983), STAGGER (Schlimmer 1987b),DISCIPLE (Tecuci and Kodratoff 1990), and Winnow (Littlestone 1991) are systems thatuse a no memory model. With a partial memory model, some of the past training examplesare retained. IB2 (Aha et al. 1991) is one such system that use a partial memory model.With a full memory model, all past training examples are kept. HILLARY (Iba et al.1988), GEM (Reinke and Michalski 1988), and IB1 (Aha et al., 1991) are examples ofsystems that use a full memory model. Table 1 lists many of the progressive learningsystems developed over the years classified by representation scheme and memory model.

12Table 1: Selection of past progressive learning research.System/Researcher(s)RepresentationMemoryModel

EPAM (Feigenbaum 1963)Decision TreesNo

Arch (Winston 1975)Semantic NetsNo

AQ11 (Michalski and Larson 1978, 1983)Decision RulesNo

GEM (Reinke 1984)Decision RulesFull

Split (Becker 1985)Decision RulesFull

AQ15 (Hong et al. 1986)Decision RulesFull

ID4 (Schlimmer and Fisher 1986)Decision TreesNo

INDUCE 4 (Mehler et al. 1986)Decision RulesFull

PRG (Lee and Ray 1986)Decision RulesNo

UNIMEM (Lebowitz 1986)Decision TreesNo

COBWEB (Fisher 1987)HierarchyNo

LAIR (Wantanabe and Elio 1987)Decision RulesPartial

STAGGER (Schlimmer 1987a)MultistrategyNo

Gross (1988)Decision RulesNo

HILLARY (Iba et al. 1988)Decision RulesFull

ID5 (Utgoff 1988)Decision TreesNo

CLASSIT (Gennari et al. 1989)HierarchyNo

Incremental ILS (Widmer 1989)Version SpacesNo

Weighted Majority (Littlestone 1989)PerceptronNo

Winnow (Littlestone 1989)PerceptronNo

DISCIPLE (Tecuci & Kodratoff 1990)Version SpacesNo

IB1 (Aha et al. 1991)Instance-basedFull

IB2 (Aha et al. 1991)Instance-basedPartial

IB3 (Aha et al. 1991)Instance-basedPartial

Bhandaru and Murty (1991)Decision TreesFull

Dasgupta and McGregor (1992)Genetic AlgorithmNo

FAVORIT (Krizakova and Kubat 1992)HierarchyNo

Grefenstette (1992)Genetic AlgorithmNo

Lim et al. (1992)ConnectionistPartial

PRAX (Bala 1992)Decision RulesNo

PRORULES (Pitas et al. 1992)Decision RulesNo

Weiss and Kulikowski (1992)ConnectionistFull

Cobb and Grefenstette (1993)Genetic AlgorithmNo

DARLING (Salganicoff 1993)Decision TreesNo

YAILS (Torgo 1993)Decision RulesNo

CAP (Mitchell et al. 1994)Decision TreesNo

IVSM (Hirsh 1994)Version SpacesPartial

IA-EBL (Cohen 1994)Decision RulesNo

IVS (Sablon et al. 1994)Version SpacesNo

EBNN (Thrun and Mitchell 1995)MultistrategyNo

HIERARCH (Nevins 1995)HierarchyNo

VOTE (Clyde et al. 1995)Weighted IBLFull

FLORA (Widmer and Kubat 1996)Decision RulesPartial

MetaL(B) (Widmer 1996a)Naive BayesPartial

MetaL(IB) (Widmer 1996a)Instance-basedPartial

133 . 2 Partial Memory ModelsLittle research has been conducted in an effort to better understand the performance gainsand compromises by progressively learning using different memory models. The majorityof progressive learning systems are incremental learning systems that use a no memorymodel, while most others use a full memory model. IB2 and IB3 (Aha et al. 1992) appearto be two of the first systems to use a partial memory model, but these learning systems donot form generalized concept descriptions. New training examples are kept only if they aremisclassified by the system. IB3 uses a similar scheme, but uses additional processes tofilter noisy examples.LAIR (Wantanabe and Elio 1987) uses a minimal partial memory model in whichonly the last positive example is kept. Incremental learning uses the last positive trainingexample and the new training example when updating the current set of concepts byapplying an inductive generalization rule (i.e., climbing a generalization hierarchy).The FLORA learning systems (Widmer and Kubat 1996), MetaL(B), andMetaL(IB) (Widmer 1996a) use a partial memory model in which the most recently seentraining examples are kept. The quantity of kept examples varies based on the size of anadaptive forgetting window. Although these examples are kept, once the examples areused for learning when they first arrive to the system, they are not used in subsequentinductive learning processes. Rather, retained positive and negative examples are used toforget and manage the use of learned concept descriptions.3 . 3 Representative ExamplesTwo studies, in particular, discuss representative examples. The first, by Michalski andLarson (1988), uses incremental learning as a method for processing large volumes of data.Representative examples are selected and used for learning to reduce processingrequirements. In this approach, training examples are ranked as a function of their

14syntactic distance from a standard reference point in n-dimensional space. The range ofdistances is uniformly scaled into a set of r bins, which will likely contain differentnumbers of examples. The set of representative examples is computed by taking thetraining examples in each of the r bins and finding those examples that are maximallydistant from each other. Incremental learning is performed on each reduced bin. Theimportant aspects of this approach is that it is a pre-learning process and representativeexamples are selected by a syntactic distance measure.The second study, by Kibler and Aha (1987), discusses representative examples inthe context of memory-based or exemplar-based learning. Two algorithms are discussedfor selecting a representative set of examples: the growth algorithm and the shrinkalgorithm. With former algorithm, during learning (i.e., example memorization), onlythose misclassified examples are kept. This process results in ordering effects whereby theorder in which examples arrive affects classification performance. Note that the growthalgorithm is used in IB2 and IB3 (Aha et al. 1991).Regarding the latter algorithm, the shrink algorithm, all training examples arememorized. Then, each training example is tested to see if it would be classified correctlyby the remaining examples. If it is classified correctly, it is removed; otherwise, it isretained. As with the growth algorithm, the shrink algorithm is susceptible to orderingeffects.Experimental results are presented using the thyroid data set with a standardmemory-based learning algorithm (i.e., the proximity algorithm) as a control andcomparing using predictive accuracy, memory requirements, and learning time. Althoughthe growth algorithm stored slightly more training examples than the shrink algorithm, thegrowth algorithm had higher predictive accuracies for this data set. Furthermore, bothalgorithms achieved predictive accuracies less than the control algorithm. Computationalcost was evaluated formally. If n is the total number of training examples, and m is the

15number of retained training examples, then the control algorithm has a constant update costof O(1), the growth algorithm requires O(mn), and the shrink algorithm requires O(n2).For Kibler and Aha�s work, the important point is that representative exampleselection is a post-learning process. Also, memory-based learning techniques do not formgeneralized concept descriptions, and selection of representative examples producesordering effects.3 . 4 Concept ChangeIf a concept changes, then a natural assumption is that this change, whether gradual orabrupt, occurs over time. Evidence of the change in a concept will be communicated bytraining examples of that concept, which are distributed over time. So not only is aprogressive learning system required, but one is required that is capable of learning aconcept or function that is changing, evolving (Maloof and Michalski 1995c), shifting(Littlestone and Warmuth 1994), drifting (Schlimmer and Granger 1986), or is non-stationary (Grefenstette 1992; Salganicoff 1993).STAGGER (Schlimmer 1987a, b) is a multistrategy incremental learning system forcoping with changing concepts. STAGGER uses a connectionist representation schemeusing nodes to represent Boolean attributes (e.g., color = green) and Bayesian-weightedconnections to associate attribute nodes to a concept node. STAGGER learns and trackschanging concepts by adding new attribute nodes or adjusting the connection weights forthe concept�s connections.The Weighted-Majority and Winnow algorithms (Littlestone 1989), althoughstudied formally for mistake bounds (i.e., the number of mistakes made during training),were proposed as learning algorithms for tracking concept change (Littlestone andWarmuth 1994). The basic idea behind these algorithms is that a classification problem canbe cast into a smaller subset of a representation space that is linearly separable. The

16algorithms thus generate all possible couplings, for example, of the attributes, producingsome number of linear classifiers, which are then trained by weight adjustment.Classification involves polling the classifiers and returning the class label that achieves thegreatest weighted majority of predictions. Unfortunately, these algorithms have not beenwell-studied empirically. Blum (1995) produced the only known empirical study using asubset of a calendar scheduling domain (Mitchell et al. 1994), but is more of a study of theincremental learning properties of these algorithms than a study of their ability to trackchanging concepts.The FLORA systems (Widmer and Kubat 1996) are a collection of inductive rulelearning systems for tracking concept change. FLORA2 uses an adaptive memory-basedforgetting scheme to implement a partial memory model, which is discussed further inSection 3.5. FLORA3 extends FLORA2 and is capable of handling changing contexts bystoring and retrieving past concept descriptions. An example of a changing context is theseasons. While we may have the concept of warm, this concept changes from season toseason. That is, what we consider warm during the summer months is different during thewinter months. FLORA4 extends FLORA3 by using mechanisms for coping with noisethat are similar to those in IB3 (Aha et al. 1991).Extensive experiments were conducted using the FLORA systems on the�STAGGER concepts� (Schlimmer and Granger 1986). FLORA2 performs comparably toSTAGGER in terms of predictive accuracy and convergence, but is not as sensitive to over-training as STAGGER, because of FLORA�s adaptive forgetting policy. As a contextreoccurrence experiment, three sets of STAGGER concepts were repeated in order.Comparisons were made between FLORA2 and FLORA3. FLORA3 achieved higherpredictive accuracy when contexts reappeared because of its ability to store and retrieve pastconcept descriptions.

17Experiments were also conducted between FLORA2, FLORA3, and FLORA4 withvarying amounts of random noise, varying rates of change, varying extents of change, andirrelevant attributes. To summarize, FLORA4 initially converges more slowly than its twopredecessors, FLORA2 and FLORA3, on the noise-less STAGGER concepts because ofthe noise handling mechanisms. Eventually however, FLORA4 achieves the highestpredictive accuracy. In the presence of 10, 20, and 40% random noise, FLORA4 onceagain converges more slowly than the other two, but eventually achieves a higher predictiveaccuracy.These learners were also compared with varying rates of drift (slow, medium, andfast). Rates of drift represent how quickly transitions occur from one concept to the next.For example, the slower the rate of drift, the longer the period of uncertainty betweenconcept change. During this period of uncertainty, a given training example couldprobabilistically belong to either the old concept or the new concept. All three performedcomparably on slow moving concepts, with FLORA4 performing the best at higher rates ofchange.The FLORA systems were tested for their sensitivity to the extent of concept drift.The extent of concept drift is a measure of dissimilarity between two concepts learned atdifferent times. Again, FLORA4 proved to be the best learner. The final set ofexperiments involved repeating the previous experiments, but adding irrelevant attributes.These learners did show degradation of performance due to irrelevant attributes. Thisdegradation is a result of FLORA�s concept formation process in which conjunctivedescriptions are generalized minimally to cover a training example.Finally, Widmer (1996a) examines how a system can learn and track changingcontexts. The main idea is best illustrated with an example. A system may have theconcept of warm, but in reality, the concept of warm is dependent on the time of the year,the location, and the like. The seasons are an example of a cyclic context. The learning

18systems MetaL(B) and MetaL(IB) are able to discover the attributes that are contextuallydependent. Assuming the seasons are the context, then perhaps a contextual attribute is themean daily temperature. As the context changes, these learners are able to adjust to contextchange by monitoring the context dependent attributes. Concepts are then either adjusted ifthe context is new, or simply retrieved and modified if the context is recurrent.3 . 5 Aging and ForgettingLittle work has been reported in the machine learning literature on aging and forgettingmechanisms. Aging is a process in which time is used to affect the influence of trainingexamples and concept descriptions in learning or decision processes. Forgetting, on theother hand, is a learning process that explicitly removes training examples or conceptdescriptions, although others have proposed broader definitions (Markovitch and Scott1988). This equates to a deductive deletion transmutation, as defined by the InferentialTheory of Learning (Michalski 1994). Forgetting techniques can be memory-based, time-based, proximity-based, frequency-based, or some combination of these. Memory-basedforgetting techniques are those that limit the number of examples kept and remove exampleswhen the limit is surpassed. Time-based forgetting involves removing examples that areolder than a certain age. Proximity-based techniques delete examples based on theirproximity to other examples in the representation space. Finally, frequency-basedtechniques remove examples based on counting metrics, such as the frequency ofoccurrence of an example.Given the restriction of forgetting defined as a removal process, aging andforgetting have not been the subject of many research studies, although in some, forgettingis present, but not focused upon. Freivalds et al. (1995), for example, formally examinethe impact of forgetting on learning. Using a formal learning model called Inductive

19Inference Machines (IIM), they prove that any function can be learned with a memorymodel having a linear space complexity (i.e., memory can grow only linearly). If the classof functions is restricted to those computable by finite automata, then a constant amount ofmemory is sufficient for learning.More empirical studies have also been conducted. The FAVORIT system(Krizakova and Kubat 1991; Kubat and Krizakova 1992), which uses a decision treerepresentation, is an extension of EPAM (Feigenbaum 1963). FAVORIT can positively ornegatively reinforce training examples with respect to time (i.e., the older an example, themore important, and vice versa). Two types of forgetting are present. The first is apruning mechanism that is present in UNIMEM (Gennari et al. 1989) in which low-valuednodes are removed. The second is a process in which aging weakens unused knowledge toa point that it contributes little to learning. Experiments were conducted using the Soybeandata set (Michalski and Chilausky 1980) with varying amounts of random noise (i.e., 0, 5,10, and 20%) and measuring how different �intensities� of forgetting affected conceptcomplexity, recognition time, and predictive accuracy. Experimental results show thatincreased forgetting leads to smaller concept descriptions and lower recognition times, forall levels of noise. Predictive accuracy is unaffected for low intensity forgetting, but asforgetting becomes more intense, predictive accuracy drops to unacceptable levels (< 60%).The DARLING system (Salganicoff 1993), a memory-based learning system, usesaging and forgetting mechanisms to track changing concepts. Each training example isassigned a weight that is decremented at a rate dependent on the number and proximity ofnew training examples within an m-nearest neighborhood. Experimental results show howthe system is able adapt to malfunction (i.e., a finger jam) in a robot grasping domain, butno comparisons are made to the learning system with forgetting disabled.Sablon and De Raedt (1995) extend Iterative Version Spaces (Sablon et al. 1994),or ITVS, using compacting and forgetting mechanisms to remove redundant instances in

20the sets of generalizations and specializations. Theorems are presented showing thatextended Iterative Version Spaces preserve the worst case time and space complexities ofthe original ITVS algorithm. No empirical results are presented.The FLORA systems (Widmer and Kubat 1996), which are also systems for copingwith concept drift, use a memory-based forgetting technique with an adaptive window size.The size of the window is heuristically set based on system performance. If the system isperforming well, then the window is decreased to a lower bound. On the other hand, if thesystem is performing poorly, it is assumed that this poor performance is due to conceptchange, and the window size is enlarged. Performance is measured using predictiveaccuracy, the size of the current concept description, and the number of training examplescovered by the current concept description. Experimental results for the FLORA systemswere discussed in Section 3.4.

21Chapter 4: Methodology4 . 1 Baseline Progressive LearningBefore discussing the PPML methodology, it is useful to introduce the notion of a baselineprogressive learning algorithm. Virtually any batch machine learning algorithm can bemade to learn over time (i.e., progressively). We therefore define Algorithm 1 as theBaseline Progressive Learning Algorithm.Although simple and perhaps obvious, the Baseline Progressive Learner (BPL) hasseveral desirable properties, the most important of which is that the algorithm is, in a fewaspects, a worst-case algorithm for a given learner. The algorithm will have the worst-casememory requirements and learning times. On the other hand, if we can assume a perfectdata source and learner, the predictive accuracy of this algorithm will be optimal.Unfortunately, we cannot say much about concept complexity in this case since complexityis related more to the distribution of examples in the representation space and the conceptrepresentation language rather than the number of examples in the space (Thrun et al.1991).Algorithm 1: Baseline Progressive Learner (BPL)Given data sets Datat, for t = 1..¥1.TrainingSet0 = ˘2.for t = 1 to ¥ do3.TrainingSett = TrainingSett-1 ¨ Datat4.Conceptst = Learn(TrainingSett)5.end

22The motivation for introducing the notion of a baseline progressive learner is two-fold. First, for a given learning algorithm (step 4), any progressive version of thealgorithm must be an improvement over the BPL in terms of predictive accuracy, memoryrequirements, learning time, concept complexity, or other measures. Second, experimentalcomparisons of the progressive version of the learning algorithm can be made to itsbaseline counterpart. In effect, the BPL is the progressive version of the learning algorithmwith its added progressive extensions disabled. This is the comparison approach taken byAha and Kibler (1987) and Reinke and Michalski (1988).From an experimental point of view, the baseline learner has an additional importantproperty. It is common in the literature to find comparisons between two different learningsystems demonstrating that one rivaled the other in terms of predictive accuracy. Yet to alarge extent, such comparisons might be unfair since each learner has representational andinductive biases that could account for the difference in performance. Consequently, itseems that any performance evaluation of a progressive learning system should be madefirst to its baseline algorithm counterpart. This way, we have, in some sense, controlledfor unwanted variability and interactions.This is of course not to say that comparisons between various learners are notinteresting. It ultimately depends on what one is attempting to demonstrate. For the mostpart, we are empirically examining the effect and or lack of effect of certain mechanismsthat appear to be important for learning concepts over time. It therefore seems sensible tomake comparisons to the learner without the added mechanisms. For the STAGGERconcepts (Schlimmer and Granger 1986), however, comparisons are made to the FLORAsystems (Widmer and Kubat 1996). We also compare AQ-PM to AQ11 (Michalski andLarson 1983) and GEM (Reinke and Michalski 1988) using their original memory models(no and full memory models, respectively) and using a partial memory model.

234 . 2 Model of TimeFew progressive learning systems have an explicitly stated model of time. Admittedly, amodel of time is not as important in systems such as STAGGER (Schlimmer and Granger1986) and Winnow (Littlestone 1991), since they are predominantly reactive, weightlearning algorithms and do not explicitly forget aged examples or concepts. Yet forsystems that are expressly designed to deal with temporal phenomena, such details shouldbe considered.This methodology espouses a linear, discrete model of time. Temporal events arerepresented using intervals, during which the system can receive zero or more new trainingexamples. This clarification is important because the system can have a richerunderstanding of time than other systems that restrict themselves to receiving one exampleper time interval (e.g., STAGGER, Winnow, and FLORA). Because one or more trainingexamples can arrive during an interval of time, we can use the intervals to model arbitraryperiods of time, such as days or weeks, without having these periods of time explicitly tiedto the arrival of a certain number of new training events. Furthermore, because we allowthat no training events might arrive during a time interval, the system is able to track thepassage of time.4 . 3 Methodology OverviewThe main objective of the Progressive Partial Memory Learning Methodology is to learnconcepts over time quickly and efficiently. Although one may argue that all progressivelearning algorithms learn over time, many of these systems view time simply as a conduitfor receiving new training examples, instead of using time to gain potential performanceadvantages by using mechanisms such as aging, forgetting, and inductive support.

24The architecture for PPML, shown in Figure 1, consists of integrated modules forlearning and reasoning. Note that learning can be performed by either incremental ortemporal batch learning methods. Training examples (i.e., attribute value vectors withclass labels) and observations (i.e., attribute value vectors without class labels) flow fromthe environment to the learning and decision modules (arc 1), and to the teacher (arc 2).The teacher could be a domain expert, the system�s user, the system itself, or somecombination of these. Since the system operates over time, the teacher may be a differententity during different periods of time. The teacher may or may not give feedback to thelearning module about an observation coming from the environment or a decision comingfrom the decision module (arc 3). Without feedback from the teacher, the system mustassume that it is performing properly.On the other hand, the teacher may choose to classify an observation or providefeedback for a correct or incorrect decision. If the teacher classifies an observation, thesystem uses its current set of concepts or hypotheses to classify the training example. Ifthe example is classified correctly, then the system may strengthen its beliefs for its currentconcepts (arc 4), representative examples (arc 5), or both. If the example is not classifiedcorrectly, then the system learns from the example and updates the current concepts andrepresentative examples.The teacher also may decide to provide feedback after the system makes a decision.If the teacher indicates that the system performed correctly, then it may strengthen itsbeliefs in the concepts that produced the decision or in the representative examples fromwhich the concepts were induced. If the teacher indicates that the system performedincorrectly, then the system behaves as if it receives a newly classified example andmodifies its current concepts and representative examples accordingly.

25RepresentativeExamplesConceptDescriptions1Teacher/CriticEnvironment/Source of Data

2345Progressive Learning ModuleDecision Module

Figure 1: PPML Architecture.Algorithm 2 is the high-level PPML algorithm that implements the architecturepictured in Figure 1. Hiding within the blocks of the PPML Architecture are variousmechanisms and models that manage the selection of the representative examples, the rolethe current concepts play in induction, if and how representative examples are aged andforgotten, and the like. These ideas are discussed in further detail in the followingsections.Referring to Algorithm 2, the system begins with no concepts and no representativeexamples, although it may possess an arbitrary amount of background knowledge(Michalski 1983). The variable t functions as a temporal counter. No restrictions areplaced on the set Datat: its cardinality can be greater than or equal to zero. Note that this is adeviation from traditional thinking in the machine learning community. Many stipulate thatthe set Datat must contain only one example and view learning from more than one examplein a time step as a type of batch learning. We do not adopt this convention here becausesuch a conception of time is too restrictive.When the temporal counter t is equal to 1, the system will have no concepts orrepresentative examples. Consequently, the first learning step will be from the first data

26partition Data1 (steps 4—6). The concepts induced during this learning step will be used todetermine which of the examples in the set TrainingSet1 are representative (step 7), usingthe method described in Section 4.4.Algorithm 2: Progressive Partial Memory LearningGiven data sets Datat, for t = 1..¥1.Concepts0 = ˘2.Representatives0 = ˘3.for t = 1 to ¥ do4.Missedt = FindMissedExamples(Conceptst-1, Datat)5.TrainingSett = Representativest-1 ¨ Missedt6.Conceptst = Learn(TrainingSett, Conceptst-1)7.Representativest = FindRepresentativeExamples(Conceptst,TrainingSett)8.endFor time steps t > 2, the system determines if its concepts require updating bycomparing the decisions made by the decision module with those provided by the teacher.If one of the system�s decisions does not match the teacher-provided decision, the trainingexample is added to the set of misclassified training examples Missedt (step 4). The missedexamples are unioned with the current set of representative examples, although these setswill be disjoint, to form the new training set (step 5). This new training set and the currentset of concepts are then used for learning (step 6).The new concepts induced by the learning algorithm are used to selectrepresentative examples from the training set (step 7). This selection procedure isdiscussed in detail in Section 4.4. The learning process repeats indefinitely.4 . 4 Representative Example SelectionBy taking a partial memory approach, we commit to maintaining some of the seen trainingexamples. The key question is, Which examples should be kept? Ultimately, we wouldlike to keep the training examples that best represent a concept. A representative example isdefined as a training example that maximally expands or constrains the characteristic

27description induced from a set of training examples. Based on the discussion in Section3.3, the nature of representative examples as they are considered here differs from thatdiscussed by Michalski and Larson (1983) and by Kibler and Aha (1987). The methoddescribed here is a post-learning process (cf. Michalski and Larson 1983), and sinceconcept descriptions are used to compute representative examples, then for a given trainingset presented during a single time interval, there are no ordering effects (cf. Kibler and Aha1987). PPML is susceptible to ordering effects across time intervals, as are mostprogressive learning methods, but not within time intervals.Algorithm 3 computes the set of representative examples from a characteristicconcept description and a set of training examples. Specifically, the algorithm returns thetraining examples that lie on the edges of the hyper-rectangle formed by each decision rule.Variants of this algorithm will compute the sets of representative examples that lie on thecorners or surfaces of the hyper-rectangles formed by each decision rule.Algorithm 3: FindRepresentativesGiven a set of characteristic concept descriptions Conceptst and a set of trainingexamples Traint from which Conceptst were induced.1.Representativest = ˘2.removeRanges(Conceptst)3.for each rule ˛ Conceptst do4.for each selector ˛ rule do5.newRule = extendRange(selector, rule)6.Representativest = Representativest ¨ strictMatch(newRule, Traint)7.end8.endWhile Algorithm 3 easily handles linear, continuous, and cyclic attributes, nominalattributes present a problem because of their unordered nature. If we have a representationspace consisting entirely of nominal attributes and a set of characteristic conceptdescriptions induced from a set of training examples, a set of representative examples can

28be easily found. The problem that arises as a result of the unordered nature of nominaldomains is there exists some projection of the representation space for which any removedtraining example is representative. To handle this situation, selectors containing nominalattributes are skipped by the removeRanges (step 2) and the extendRange (step 5)functions.The function removeRanges (step 2) simply removes intermediate attribute valuesfrom each selector of the concept description. Given the characteristic concept description[x1 = 1 � 2..5 � 7] & [x2 = 1 � 3 � 5], removeRanges produces [x1 = 1 � 7] & [x2 = 1 �5].The function extendRange (step 5) extends the interval for the given selector in therule. For instance, given the first selector of the rule [x1 = 1 � 7] & [x2 = 1 � 5],extendRange produces [x1 = 1..7] & [x2 = 1 � 5].At this point, we have created syntactically a rule that will match the trainingexamples that lie on the hyper-rectangle edge produced by the current selector, in this case[x1 = 1..7]. The function strictMatch (step 6) simply returns those training examples thatmatch the syntactically modified rule.Figure 2 is a diagrammatic visualization of the setosa class and a portion of theversicolor class from a the Iris data (Fisher 1936) taken from the University of California,Irvine machine learning repository (Merz and Murphy 1996). The original data set wasdiscretized using the SCALE implementation (Bloedorn et al. 1993) of the ChiMergealgorithm (Kerber 1992). Each example of an iris is expressed using four attributes: petallength (pl), petal width (pw), sepal length (sl), and sepal width (sw). The characteristicconcept descriptions induced from these training examples are:setosa<::[sl = 0..3] & [sw = 0 � 2..4] &[pl = 0] & [pw = 0]versicolor<::[sl = 1..6] & [pl = 1] & [pw = 1..2]

29These concepts are visualized in Figure 3. Note that the training examples are overlaid onthe concept descriptions. After the FindRepresentatives algorithm is applied to the conceptdescriptions and training examples in Figure 3, those training examples that lie on theborders of the concept descriptions are kept as representative examples. Figure 4 showsthe corresponding representative examples computed for the two classes. Note that rulesare matched to training examples in n-dimensional space, which is why the followingexample is judged representative:versicolor<::[sl = 3] & [sw = 0] &[pl = 1] & [pw = 2]1230123456704 swslplpw12010104231230412345670setosa exampleversicolor exampleFigure 2: Visualization of the setosa and versicolor training examples.

301230123456704 swslplpw120101042312304

12345670 setosa exampleversicolor example setosa conceptversicolor concept

Figure 3:Visualization of the setosa and versicolor conceptdescriptions with overlain training examples.1230123456704 swslplpw12010104231230412345670setosa exampleversicolor exampleFigure 4: Visualization of the setosa and versicolor representative examples.

31Although the characteristic concept description is used for judging representative examples,other types of descriptions (e.g., discriminant descriptions) can be used for reasoning. Theoperation of finding representative examples is a deductive selection knowledgetransmutation, as defined by the Inferential Theory of Learning (Michalski 1994).In general, using this method, the number of representative examples retained willbe as follows. Assume Di <:: Cj is a characteristic decision rule induced from the trainingset Traint for some time step t over the n-dimensional discrete representation space ´. Bydefinition, the following are equivalent:1. The dimensionality n of the representation space ´.2. The number of selectors sk ˛ Cj, and3. The number of attributes forming the representation space ´.For the baseline progressive learner, each attribute value of a training example in Traint willmap to a corresponding referent value in a selector sk ˛ Cj. For a set of training examplesTraint, each attribute will result in a selector sk ˛ Cj such that the size of the selector�sreferent is equivalent to the number of the attribute�s values. Therefore, the number oftraining examples, i.e., |Traint|, will be equal to:

referentk k=1 n∏

(1)For the partial memory learner, each selector sk ˛ Cj w i l l m a t c h w i t h a t m o s t |referent| training examples, since each referent value in a selector maps to one trainingexample. Further, each selector sk ˛ Cj corresponds to 2n - 1 edges of a hyper-rectanglerealized by the complex Cj. Therefore, the number of training examples matched by oneselector sk ˛ Cj is

2n− 1 referentk

32If we were to compute this number for each selector sk in the complex Cj, for k = 1..|Cj| , t h e n w e w o u l d o v e r - c o u n t t h e t r a i n i n g e x a m p l e s t h a t l i e a t t h e c o r n e r s o f t h e h y p e r - rectangle.Therefore,weshouldsubtractthetwotrainingexamplesthatlieattheendpointsofeachedgeofthehyper-rectangle:

2n− 1(referentk − 2)

Now we can compute this term for each selector in the complex Cj (i.e., each dimension ofthehyper-rectangle):

2n− 1(referentk − 2) k=1n∑

But this under-counts the number of training examples matched because we excluded thecorners. Since there are 2n corners in an n-dimensional hyper-rectangle, the total numberofexamplesmatchedforan-dimensional representation space ´ is:

2n− 1(referentk − 2) [ ] k=1n∑ +2n, for referentk ≥ 2

(2)As one can see by examining formulae 1 and 2, for the worst case, the partial memorylearner will retain fewer training examples (by a multiplicative factor of |referent|) than thetemporal batch learner.As an example, refer to Figure 2, which is a visualization of the Iris data set (Fisher1936). The setosa class consists of 8 examples, while the versicolor class consists of 23.The characteristic concept description for the setosa class is:setosa<::[sl = 0..3] & [sw = 0 � 2..4] &[pl = 0] & [pw = 0]The size of the referents (sl, sw, pl, and pw) for the setosa characteristic description is 4,5, 1, and 1. From formula 1, the worst case size of the training set is 20.

33For the partial memory learner, the size of referents greater than 2 are sl and sw andhave a domain size of 4 and 5, respectively. Therefore, n = 2. From formula 2, the worstcase size of the number of training examples judged representative is 14.For the versicolor class, the characteristic concept description is:versicolor<::[sl = 1..6] & [pl = 1] & [pw = 1..2]The selector for the setosa width (sw) is not shown in the characteristic description becauseall values for the selector are present. The size of the referents (sl, sw, pl, and pw) is 6, 5,1, and 2. The worst case number of examples for this class is 60, computed by formula 1.For the partial memory learner, the referents greater than 1 are the referents for thesl, sw, and pw attributes. Therefore, n = 3. From formula 2, the worst case number oftraining examples judged representative is 36.4.5Aging MechanismsIn the progressive partial memory learning methodology, aging mechanisms are thoseprocedures and policies that determine how the ages of representative and training examplesinfluence the selection of concept descriptions. If the training example is judged to berepresentative, then the example and its age will be used in subsequent learning steps(given appropriate parameter settings). Various policies exist for assigning or updating theage of a representative example, which is necessary since representative examples may bere-evaluated at each learning step. In addition, new training examples may arrive to thesystem that are duplicates of existing representative examples. One policy is to keep arepresentative example�s initial age. Another is to re-assign the representative example�sage if a new training event arrives that matches the representative example. Finally, therepresentative example�s age may be updated each time it is re-evaluated and deemed yetagain representative.

34The ages of representative and training examples influences rule selection by anevaluation of criterion from a lexicographic evaluation function, or LEF (Michalski 1983).This function is a set of criterion-tolerance pairs and is used to select one of many validinductive assertions generated by a learner. A set of valid inductive assertions is reducedby evaluating the assertions according to a criterion and keeping those that are within aspecified tolerance. This process continues until the set of assertions is a singleton, or untilthe set of criterion-tolerance pairs has been exhausted, in which case all assertions areequally preferable with respect to the LEF.The aging criterion for the LEF are the sums of functions that take an example�s ageas their argument and monotonically increase or decrease into the past (Maloof andMichalski 1995c). Monotonically increasing functions with respect to the past are usefulfor selecting concept descriptions that are induced from older examples rather than newerones. Conversely, monotonically decreasing functions with respect to the past are usefulfor selecting concept descriptions that are induced from newer examples rather than olderones. That is, the cost cj for the complex Cj is

cj = f(age(ei )) i=1n∑

(3)wheren is the number of representative and training examples covered by complex Cj,eiistheithtrainingexample,age(x) is a relation that returns the age of a training example, andf(x) is a monotonic function.f(x), for instance, can be a constant function in which all examples contribute equally to aconcept description regardless of their age. On the other hand, it could be exp(-x), inwhich case, there will be a strong preference toward concept descriptions that cover oldtraining examples. Alternatively, the aging function f(x) could be learned.

354.6Inductive Support MechanismsIn the methodology of progressive partial memory learning, inductive support mechanismsare those methods that augment representative examples with frequency counts and the ruleselection methods that use these counts. In atemporal batch learning, the opportunity orperhaps the need for inductive support mechanisms is not as great as it is when learningover time. Over time, the system may make repeated observations. Perhaps the email fromthe Dean is always read first. What types of weights and mechanisms are appropriate andcan be leveraged to enhance rule learning?Although many conceptions of probability for inductive support exist (Cohen 1989;Schum 1994), a Pascalian conception is appropriate for many machine learning contexts,especially those that involve static representation spaces. Such a conception is appropriatefor situations in which one can apply counting arguments to derive the probability that acertain event may occur. This follows from the assumption of a static representation space.Consequently, the PPML methodology uses a simple frequentistic count to augmentrepresentative examples.The number of training examples covered by a rule is often used as a metric of rulestrength. Another dimension is how often the system has seen the various trainingexamples. The system can measure rule strength not only as a measure of how manytraining examples the rules cover, but also as a measure of how often those coveredtraining examples have been seen. Mechanisms exist, much like those for aging, that selectrules based on their coverage of frequently or infrequently seen examples. These ruleselection criteria are implemented using the LEF and can be used alone or in conjunctionwith other rule selection criteria, such as those for aging.

364.7Forgetting MechanismsThree primary types of forgetting mechanisms are espoused by the PPML Methodology:memory-based, time-based, and frequency-based. Memory-based forgetting mechanismskeep a specified number of representative examples in memory. A secondary forgettingpolicy is used to remove undesirable examples as new ones are remembered. For example,the system may always forget the oldest examples. Alternatively, it may forget examplescovered by hypotheses of low weight (i.e., hypotheses that cover few examples).Time-based forgetting policies use the age of an example as the main determinantfor removal. Although time-based forgetting is straightforward since examples older than acertain time are removed, such policies become more complex if the system adapts thisthreshold. As discussed previously, Widmer and Kubat (1996) take this approach.Frequency-based approaches use some measure of the example�s weight todetermine whether it is kept or removed. Assume an example�s weight is simply a count ofthe number of times the system has observed the example. Therefore, representativeexamples of low weight may be candidates for removal. The inherent problem withfrequency-based schemes is that some mechanism must keep new examples for a period oftime so they have the opportunity to achieve a level of certainty. In other words, if ourpolicy is to forget examples of low weight, then all new examples will be forgotten in thenext learning step since they invariably will be of low weight. Therefore, some time-basedpolicy must be enacted to ensure that new examples have an opportunity to accumulateweight. Again, the frequentistic threshold at which examples are forgotten or the durationfor which examples are kept before they are candidates for removal could be determinedadaptively.

37Chapter 5: AQ-PM System DescriptionTo validate the PPML Methodology, selected components of the methodology wereimplemented in an experimental system, called AQ-PM, which is an extension of theinductive learning system AQ15c (Wnek et al. 1995). The elements of the PPMLMethodology that were integrated into AQ15c are accessed by setting various learningparameters. The following sections provide a brief description of the AQ-PM learningsystem.5.1Invoking Partial Memory LearningThe most important parameter is the one that invokes partial memory learning. This isaccomplished by setting the learning parameter to partial. The other valid learningparameter is batch, the default, which invokes AQ15c batch learning (see Wnek et al.1995).Inductive learning (i.e., the Learn function on line 6 of Algorithm 2) is carried outby determining the cover C(e1 / e0)ofasete1againste0usingtheAQalgorithm(Michalski1969). A training set is formed by the union of the representative examples and any new,misclassified training examples. Specifically, a positive concept description is induced byextendingthepositivetrainingsetagainstthenegativeset.Thatis,

Conceptst+ = C(TrainingSett+ / TrainingSett− )

Negative concept descriptions are computed in a similar manner. In a multiple classlearning situation, a cover is computed for each class with the set of negative trainingexamples consisting of the training examples from classes other than the current one.

385.2Selecting Representative ExamplesOnce partial memory learning has been selected using the learning parameter, twoschemes are available for representative example selection. This is set using theintersect parameter. Presently, the valid settings are borders, which is the default, andcorners. The borders selection method behaves as described in Section 4.4. Thismethod returns the training examples that lie on the borders of the hyper-rectangleexpressed by a set of characteristic concept descriptions.The second setting, corners, is a simplification of the borders method and returnsthose training examples that lie on the corners of the hyper-rectangle expressed by a set ofcharacteristic concept descriptions. An alternative method, an extension of the bordersmethod, is to return the training examples that lie on the surfaces of the hyper-rectangleexpressed by a set of characteristic concept descriptions. The surfaces method was notimplemented.The AQ-PM system, which is an extension of the AQ15c system (Wnek et al.1996) uses an attributional language. Continuous attributes are handled by abstractingattribute values into a discrete, linear domain. Linear and cyclic attributes are handledeasily by the representative example selection mechanisms. Nominal attribute values,including structured attributes, are difficult to handle from a representative exampleselection standpoint, but not an inductive learning standpoint. These difficulties werediscussed in Section 4.4. Consequently, selectors involving nominal or structuredattributes are matched directly to training examples without modifying the selector�sreferent.5.3Updating Representative ExamplesOnce representative examples have been selected, there are various ways these newrepresentative examples can be added to the current set of representative examples. Two

39methods have been implemented using the update parameter: reeval, the default, andaccum. The reeval update parameter re-evaluates the old representative examples andany new, misclassified training examples. Therefore, at each time step, each representativeexample is evaluated and is a candidate for removal. This method appears in the originalprogressive partial memory learning algorithm (Algorithm 2).The accum update parameter accumulates new representative examples into the setof current representative examples. With this method, once an example becomes arepresentative example, it will remain so, unless removed by some explicit forgettingprocess. Algorithmically, instead of computing the new set of representative examplesfrom the current set and any missed examples, as is the case with the reeval updateparameter, with the accum update parameter, we compute the new portion of therepresentative examples from those examples that were originally missed and add these tothe current set of representative examples. This is expressed below in Algorithm 4. Notethat Algorithm 2 and Algorithm 4 differ only on line 7.Algorithm 4: PPML (Accum updating)Given data sets Datat, for t = 1..¥1.Concepts0 = ˘2.Representatives0 = ˘3.for t = 1 to ¥ do4 . Missedt =FindMissedExamples(Conceptst-1, Datat)5 . TrainingSet =Representativest-1 ¨Missedt6.Conceptst = Learn(TrainingSett, Conceptst-1)7 . Representativest =Representativest-1 ¨FindRepresentativeExamples(Conceptst,Missedt)8 . end5.4Using Input Hypotheses as EventsIn the default mode, AQ-PM converts input hypotheses into training events and learns fromthese events, representative examples, and misclassified training examples. This takesadvantage of a procedure present in the AQ15c learning system (Wnek et al. 1995) for

40optimizing input hypotheses. AQ-PM can also learn without converting input hypothesesinto events. This function is set in AQ-PM using the useinhypos parameter, which takesthe values yes, the default, or no.5.5Ambiguous ExamplesAn ambiguous example is one that belongs to more than one class. Although the AQsystems have the ambig parameter for dealing with ambiguous examples, learning overtime introduces additional problems that are not present in atemporal batch learning. Forexample, suppose we have a two class learning problem in which concepts are changingover time. Depending on the rate of change and the size of the representation space, itmight be likely that an example that was positive at time tiisnownegativeattimetj, for i<j. Suppose further that the example is a representative example in the positive class and anew training example in the negative class. Which example should be used for learning?Ultimately the answer to this question depends on the problem being addressed.Consequently, the system should allow the designer to configure the learning system tohandle the situation properly. This illustration, however, outlines the need for a time-basedambig parameter. The setting for this new ambig parameter is recent. If one is learningchanging concepts and assumptions cannot be made about noisy examples or the speed atwhich concepts change, then a reasonable heuristic is to focus on the most recent trainingexamples. This heuristic is observed by most, if not all, progressive learning systems thatcope with changing concepts. The recent ambig parameter, therefore, simply givespreference to the example that is newest. Referring to the previous illustration, the newnegative training example would be used for learning, and the older positive representativeexample would be discarded for that learning step (i.e., not forgotten).˚

415.6What Time is it?It has been stressed that the PPML Methodology, and hence AQ-PM, has an explicit modelof time. Since AQ-PM is invoked at each time interval, the current time must appear as aparameter. Time is an integer in the range [0, 150]. The limit of 150 is arbitrary and canbe extended to the maximum integer allowed on any given machine. The number 0therefore marks the beginning of time. This parameter is used by the aging and forgettingmechanisms.Time is specified using the time parameter. Usually, the time parameter is not setdirectly by the user. AQ-PM initializes the time parameter to 0 when it receives an inputfile that specifies partial memory learning, has only training examples, no representativeexamples, and no input hypotheses. After learning, the time parameter is incremented andoutput. These output parameter settings are intended to be used as input parameter settingsfor the next learning step.5.7ForgettingForgetting involves removing representative examples that meet some user-specifiedcriterion. This function is implemented using the forget parameter. Presently, its settingsare off, which is the default, and t<n>, where n is some integer. If the forget parameteris set to ff, then intuitively, no forgetting mechanisms are active.The t-parameter specifies a time-based forgetting function in which representativeexamples older than n time steps are forgotten. This is implemented by simply removingan example if its age is less than the current system time minus n. Memory-based andfrequency-based forgetting functions have not been implemented.

425.8Inductive SupportInductive support mechanisms are similar to aging mechanisms. While aging mechanismsare time-based, inductive support mechanisms are frequency-based. The implementedfunctions for inductive support deal with rule selection using the LEF. Frequency-basedflexible matching schemes were not implemented.Using the criterion table, which implements the LEF in AQ15c (Wnek et al. 1995),two methods were implemented for taking advantage of the frequency of an event�soccurrence. The maxseen setting gives preference to rules that cover the most frequentlyseen examples. Conversely, the minseen setting gives preference to rules that cover theleast frequently seen examples.The frequency of an example is updated when new training examples areprocessed. For each representative example that is present in the set of new trainingexamples, a counter is incremented that indicates the number of times that representativeexample has been observed since the beginning of time.5.9AgingAging involves how the age of an example affects matching and rule selection. Four agingfunctions have been implemented: constant, linear, exponential, and logarithmic. These arespecified using the aging parameter in conjunction with the criterion table. Time-basedflexible matching routines were not implemented.The aging parameter takes three values: off, the default, exp, and log. The offsetting disables nonlinear aging, exp uses an exponential aging function, and log invokes alogarithmic aging function. The new criterion table settings can be either maxold, in whichrules covering the most old examples are preferred, and minold, in which rules coveringthe fewest old examples are preferred. The aging policy is set using a combination of theaging parameter and the time-based criterion settings. For example, to set a constant or

43uniform aging policy in which all examples are treated the same regardless of their age,then the aging parameter would be set to ff, and no criterion table would be used. Thisis the default. On the other hand, to specify a policy in which rules covering olderexamples are preferred and these examples are aged linearly, then the aging parameterwould be set to off, and the criterion table would be set to maxold. Finally, to specify apolicy that prefers rules covering new examples and the age of the examples are weightedexponentially, then the aging parameter would be set to exp and the criterion table wouldbe set to minold.Presently, an example�s age (i.e., the time at which it arrives) is set when theexample first arrives to the system and remains this age as long as the example is kept as arepresentative example. New training examples arriving to the system are assigned acreation time that is equal to the system�s current time. An example�s age is thereforecomputed by subtracting an example�s creation time from the current system time.Representative examples that are re-evaluated or match new training examples keep theiroriginal ages. An interesting area of investigation might be to see if various policies forsetting an example�s age yields some change in performance and in what situations thisoccurs.5.10Weighting Representative ExamplesApplications may arise in which it is necessary to give more or less strength torepresentative examples versus the newly acquired training examples. While aging weightsrepresentative examples in the temporal case, and inductive support mechanisms weightrepresentative examples in the frequentistic case, AQ-PM also provides an atemporalweighting mechanism for representative examples. This function is accessed using theinput parameter epfactor and the criterion table entries maxrep and minrep.

44The input parameter repfactor must be an integer and is an additive weight factorassociated with each representative example. The default value for epfactor is 1. Thatis, representative examples and new training examples are of the same weight. If themaxrep criterion table entry is used and repfactor is equal to 1, then using the LEF, therule induction process will prefer rules that cover the maximum number of representativeexamples. If the repfactor is 2, then representative examples count twice as much astraining examples, and so on. Now, if the maxrep criterion is used, the LEF will selectrules that have a representative/training example coverage ratio of 1:2. The minrepcriterion table entry functions similarly, except that a rule�s coverage of the representativeexamples is minimized.

45Chapter 6: Experimental ResultsTo validate the Progressive Partial Memory Learning Methodology, the AQ-PM inductivelearning system was experimentally studied using several problems. The first problem isfrom the computer intrusion detection domain in which a dynamic knowledge-base systemmust detect use by illegitimate users and misuse by legitimate users of a computer systemby comparing a user�s short-term behavior to historical behavior. The second is an emailsorting problem in which an intelligent agent must sort a user�s email into categories, suchas important and unimportant. The third is an object recognition problem in which asystem acquires a concept description of a visual object that is present in a set of images.The fourth problem is synthetic and involves a changing concept. The real-world problemswere selected because they require progressive learning of a changing concept and arerelevant to current scientific and societal issues. The synthetic problem was selectedbecause of its use by other researchers investigating methods for learning changingconcepts. To place AQ-PM in a context with other progressive learners, comparisons aremade to AQ11 (Michalski and Larson 1983) and GEM (Reinke and Michalski 1988) for theblasting cap detection problem and the computer intrusion detection problem. Finally, theAQ11 and GEM incremental learning algorithms are used as the learning function in thePPML Algorithm (Algorithm 2) for the blasting cap detection problem and the computerintrusion detection problem.

466.1Experimental Design and AnalysisFor the data sets used for experimentation, each was partitioned randomly over time. Thenumber of partitions depended on the size of the data set. A partition is analogous to a timestep in Algorithm 2. Furthermore, each partition represents a percentage of the originaltraining data. Consequently, if we speak of learning on the second partition of a 10partition experiment, then the system is learning from 20% of the data. For each partition,a percentage of the original data was selected randomly and used for training. Testing wasthen conducted using the original data set. For most problems, two learning systems werecompared: AQ-PM and the baseline progressive learner using AQ15c. We can view thebaseline progressive learner using AQ15c as AQ-PM with all partial memory mechanismsinactive. Henceforth, we will refer to the baseline learning algorithm (Algorithm 1) usingAQ15c as AQ-BPL to distinguish it from AQ15c running in other modes, such as batchmode.Parameters common to AQ-PM and AQ-BPL were set and held constant for allexperiments. Initial experiments were conducted over most, if not all, parameter settingsthat were particular to AQ-PM to find a near-optimal set of parameters for the givenproblem. The parameter settings for each of the experiments are shown in Appendices A—D.For each learning and recognition run, both learners were given the same trainingand testing data, which is a single-factor, repeated-measures experimental design (Keppelet al. 1992). Several measures were accumulated and computed during the learning runs,depending on the problem. Experimental results are presented for each partition, or timestep. For each partition, a random percentage of the original data was randomly selectedand used for learning. Testing was then conducted using the original data. This procedurewas repeated 100 times for each partition. Each measure presented for a partition istherefore the average of that measure over the number of learning runs dictated by the

47validation methodology (i.e., 100 iterations). As an example, if for a partition of the dataset (i.e., a time step), a validation methodology of 100 learning and testing runs were used,then the reported predictive accuracy for that partition is the average of the predictiveaccuracy from each of the 100 iterations.Comparisons of recognition times for the evaluated methods were not notable andare therefore not reported. Recognition times are virtually identical because both methodsuse the same matching algorithms on the same testing data. Any difference in recognitiontime is therefore attributable to concept complexity. Although the concept complexity diddiffer between the two methods, these differences were not enough to significantly affectrecognition rates for the amounts of testing data used.The best experimental results are presented below, although the results of otherexperiments are discussed in Section 7. An analysis of variance (Keppel et al. 1992) wasconducted for each of the best experiments to determine if the predictive accuracy resultsare statistically significant and at what level. The particulars of each experimental designand analysis are discussed in greater detail below. Note that statistical significance was notachieved for the first partition of any experiment. The reason for this is simple. For thefirst partition, AQ-BPL and AQ-PM behave identically. Consequently, there is no, or verylittle, difference in their performance, statistically or otherwise.In mapping the experimental design and analysis of a single factor, repeated-measures experiment (Keppel et al. 1992) to a machine learning context, a slight adjustmentwas made. The statistical analysis is designed to examine the interaction betweentreatments among subjects. Intuitively, we would assume that the machine learningalgorithms would correspond to subjects and each trial of the experiment would correspondto treatments. The statistical analysis is designed to differentiate between treatments of anexperiment, and we wish to differentiate between learning algorithms on a specific data set.

48Consequently, it is necessary to view each learning algorithm as a treatment and each trialof the experiment as a subject.6.2Computer Intrusion Detection ProblemComputer intrusion detection is the detection of computing system use by illegitimate usersand misuse by legitimate users (Denning 1988). Typically this is accomplished bycomparing a user�s short term behavior to a historical profile. Detecting anomalous userbehavior is an ideal domain for machine learning because user profiles are formed fromlow-level computing resource metrics, such as CPU usage. It would be difficult, if notimpossible, for anyone to form profiles for a group of users using such low-levelmeasures. Other experiments in this domain have been reported by Maloof and Michalski(1995a, b).6.2.1Problem DescriptionTo study this problem, three weeks of computing activity was gathered using the Unixacctcom command (Frisch 1991), which resulted in over 11,200 audit records. Thenumeric metrics of an audit trail form a multivariate time series. Davis (1981) characterizeda time series for symbolic machine learning by computing the average, minimum, andmaximum values of a series over a window. A session is analogous to a window and isdefined as a period of continuous computing activity bounded by either a logout or twentyor more minutes of idle time.Nine of the computing system�s most active users were selected for the study. Theaudit trail was parsed into sessions for each user and the average, minimum, and maximumwere computed for the metrics real time, CPU time, user time, characters transferred,

49blocks read and written, CPU factor, and hog factor.1 This resulted in 21 real or integerattributes. The SCALE (Bloedorn et al. 1993) implementation of the ChiMerge algorithm( K e r b e r 1 9 8 2 ) w a s u s e d t o a b s t r a c t t h e r e p r e s e n t a t i o n s p a c e . T h e P R O M I S E m e t h o d ( B a i m 1 9 8 8 ) w a s u s e d t o s e l e c t t h e 1 3 m o s t r e l e v a n t a t t r i b u t e s ( i . e . , t h o s e a t t r i b u t e s achieving a score greater than 0.9). The representation space for this problem consisted ofnine classes, corresponding to the nine users, 238 examples, and 13 linear attributes withlevels ranging from 5 to 76. The size of the representation space was 6.7 · 1016 with thetraining examples representing 3.6 · 10-13% of the space. The 13 linear attributes formingthefinalrepresentationspacewereaverageandmaximumrealtime,averageandmaximums y s t e m t i m e , a v e r a g e a n d m a x i m u m u s e r t i m e , a v e r a g e a n d m a x i m u m c h a r a c t e r s transferred, average blocks transferred, average and maximum CPU factor, and averageand maximum hog factor. For the experiments presented, the training set was partitionedi n t o 1 0 p a r t i t i o n s . F o r e a c h p a r t i t i o n , 1 0 0 l e a r n i n g a n d t e s t i n g r u n s w e r e c o n d u c t e d , measuring predictive accuracy, learning time, concept complexity, and the number ofexamplesmaintained.AppendixAshowsthelearningparametersforthisproblem.6.2.2Experimental ResultsThe numerical results for the computer intrusion detection experiments are presented inTable 2. The table shows for each partition and learning method the average predictiveaccuracy with a 95% confidence interval, learning time in seconds, the number of examplesmaintained, and the concept complexity in both rules and selectors. The predictiveaccuracy results are statistically significant at p < .01. These numeric results aresummarized graphically in Figures 5—8.

1 P r e v i o u s e x p e r i m e n t a t i o n i n c l u d e d t h e s t a n d a r d d e v i a t i o n o f t h e s e m e a s u r e s , w h i c h p r o d u c e d s l i g h t increases in predictive accuracy and significant increases in learning time. Consequently, these attributeswere not computed for this set of experiments.

50Table 2: Experimental results for the computer security problem.PartitionLearningSystemPredictiveAccuracy –95% CI (%)*LearningTimes (sec)ExamplesMaintainedConceptComplexity(rules/selectors)

1AQ-PM75.68 – 1.1414.9727.09.06/10.55

AQ-BPL75.68 – 1.1414.8527.09.06/10.55

2AQ-PM83.30 – 1.0718.5534.619.77/14.61

AQ-BPL86.02 – 0.7921.3954.010.31/15.47

3AQ-PM86.45 – 0.9421.5540.8910.52/17.75

AQ-BPL91.26 – 0.5127.6481.011.49/19.18

4AQ-PM87.92 – 0.7924.5145.9511.36/20.53

AQ-BPL93.65 – 0.3232.47106.012.38/22.31

5AQ-PM90.20 – 0.6127.0450.8712.16/23.14

AQ-BPL95.56 – 0.2937.28131.013.2/25.01

6AQ-PM91.51 – 0.6829.6855.0313.0/25.58

AQ-BPL96.82 – 0.2741.63154.013.95/26.98

7AQ-PM93.12 – 0.5531.4658.4913.62/27.47

AQ-BPL98.01 – 0.1645.47176.014.66/28.59

8AQ-PM93.92 – 0.5633.3761.5314.18/29.48

AQ-BPL98.78 – 0.1248.89197.015.41/29.86

9AQ-PM94.73 – 0.5635.3764.2814.72/30.84

AQ-BPL99.44 – 0.0952.79218.015.99/30.94

10AQ-PM96.02 – 0.4336.6766.8515.08/32.47

AQ-BPL100.00 – 0.0055.64238.016.62/31.94

* p < .01Figure 5 shows how the predictive accuracy increases with increasing amounts oftraining data for AQ-BPL and AQ-PM for the computer intrusion detection problem. Asexpected, the predictive accuracies for both learners increase as they process more trainingdata. The predictive accuracy performance of AQ-PM is not as high as AQ-BPL, which isto be expected, since AQ-PM uses fewer training examples at each learning step. Whenlearning stops at partition 10, however, AQ-PM is within 4% of AQ-BPL�s performance(96.02% vs. 100%).

51Portion of Training Data (%)

Predictive Accuracy (%)7580859095100102030405060708090100

AQ-BPL

AQ-PMFigure 5: Predictive accuracy for the intrusion detection problem.Although AQ-PM�s predictive accuracy was slightly less than AQ-BPL�s, thedifference in learning time was greater, as shown in Figure 6. At the end of theexperiment, the learning time for partition 10 for AQ-BPL was 52% slower than AQ-PM(55.64s vs. 36.67s). A learning speedup is expected, since AQ-PM learns concepts fromfewer examples than the baseline progressive learner AQ-BPL.A more impressive performance gain can be seen in the number of examplesmaintained, as shown in Figure 7. For partition 10, AQ-BPL maintained 256% moretraining examples than AQ-PM (238 vs. 66.85).Finally, Figure 8 shows the comparison between the two learning methods forconcept complexity using selectors. For this problem, the concept complexities for thelearning methods were similar for both the number of rules and number of selectors.

52Portion of Training Data (%)

Learning time (sec)102030405060102030405060708090100

AQ-BPL

AQ-PMFigure 6: Learning times for the intrusion detection problem.

Portion of Training Data (%)

Examples maintained2060100140180220102030405060708090100

AQ-BPL

AQ-PMFigure 7: Memory requirements for the intrusion detection problem.

Portion of Training Data (%)

Number of Selectors101520253035102030405060708090100

AQ-BPL

AQ-PMFigure 8: Concept complexity for the intrusion detection problem.

53Figure 9 shows examples of rules induced by AQ-PM for two computer users:daffy and coyote. Note that the rules have been written to show the original real ranges.The rule for daffy consists of one selector (or condition) using the average system timeattribute. The rule is accompanied by two weights that indicate the strength of the rule.The t-weight, which is 10, indicates how many total representative and training examplesare covered by the rule. The u-weight, which is also 10, indicates how many of the totalexamples covered are covered uniquely by this rule. Rules can potentially overlap;therefore, for a given class, one example may be covered by more than one rule. Daffy�scomputing behavior is characterized by intense use of the system. This is easy to inferfrom the single selector rule consisting of a relatively high range for theaverageSystemTime attribute.The concept description for coyote is more complex than daffy�s. It consists of twodecision rules, each consisting of two selectors. Coyote�s computing behavior is quitedifferent than daffy�s in that it is characterized by a comparative lack of computer use.Coyote�s averageSystemTime is much less than daffy�s, while other measures, such asaverageCharactersTransferred and averageBlocks, also consist of low ranges.Referring to Table 2, the average number of rules and selectors used to representconcepts for partition 10 is roughly 16 rules and 32 selectors, but this is for 9 classes. Theaverages per class are about 2 rules and 3 selectors. Therefore, daffy�s rule is an exampleof simple rule for this domain, while coyote�s rules are examples of complex rules.To summarize, for the computer intrusion detection problem, AQ-PM achievedsignificantly faster learning times (AQ-BPL was 52% slower) and used considerably lessmemory (AQ-BPL required 256% more memory) with slightly decreased predictiveaccuracy (4% less). The concept complexity for both methods was comparable.

54daffy<::[averageSystemTime = 25352.53..63914.66](t-weight: 10, u-weight: 10)coyote<::[averageSystemTime = 3676.80..4579.19] &[averageCharactersTransferred = 0.0..0.20](t-weight: 7, u-weight: 6)coyote<::[averageRealTime = 44.75..404.84] &[averageBlocks = 0.0..0.39](t-weight: 4, u-weight: 3)Figure 9: Examples of AQ-PM rules for daffy and coyote�s computing behavior.6.3Email Learning AgentIntelligent agents are personalized software systems that assist users (Maes 1994). Theyare knowledge-based systems, but differ from traditional systems in that intelligent agentspossess a model of their user�s preferences instead of a model of a domain expert. Thesemodels can be either pre-programmed or acquired through learning. Several agents havebeen constructed for a variety of tasks, such as email sorting (Maes 1994), news selection(Bloedorn et al. 1996), and meeting scheduling (Chen et al. 1996). The task consideredhere is an email sorting task using the email learning agent (ELA) data set (Bloedorn andMichalski 1996).6.3.1Problem DescriptionFor this study, three of the original four classes were chosen for one user. One of theclasses had too few examples for learning over time, so it was eliminated. The threeclasses used were immediate attention (IA), read sometime (RS), and unimportant (UI).The domain consisted of eight attributes including the sender�s name, the subject, thelength of the email, whether it was a reply to a previous email, and so on.After abstracting the representation space using the SCALE implementation(Bloedorn et al. 1993) of the ChiMerge algorithm (Kerber 1982), the number of levels for

55the attributes ranged between 2 and 142. The training set consisted of 223 examples withmost of the examples (88%) classified as needing immediate attention (IA). The remaining12% of the training data was split evenly between the RS and UI classes. The size of therepresentation space was 1.4 · 1011 with the training examples representing 1.6 · 10-7% ofthe space. For the experiments presented, the data was partitioned into 5 partitions or timeintervals. For each partition, 100 learning and testing runs were conducted. Measurescomputed were predictive accuracy, learning time, concept complexity, and the number ofexamples maintained. The parameters used for this problem appear in Appendix˚B.6.3.2Experimental ResultsTable 3 summarizes the numerical results from experiments with the ELA data set. AQ-BPL and AQ-PM were compared using average predictive accuracy, learning time,examples maintained, and concept complexity. Note that an analysis of variance showedthat the predictive accuracy results are statistically significant at p < .01.With regards to predictive accuracy (Figure 10), both learning systems achievedhigh predictive accuracy rates. Looking at the results from the last learning step, Partition5, the final predictive accuracies are within 4% of each other: 95.98% for AQ-PM and99.01% for AQ-BPL.Referring to Figure 11, the learning time comparison for the email learning agent,AQ-PM demonstrated a lower growth rate with respect to learning time than did AQ-BPL.The learning times for AQ-BPL were 66% longer than those for AQ-PM (10.42s vs.6.29s). Again, this is due primarily to the fact that at each learning step, AQ-PM islearning from fewer examples.

56Table 3: Experimental results for the email learning agent.PartitionLearningSystemPredictiveAccuracy –95% CI (%)*LearningTimes (sec)ExamplesMaintainedConceptComplexity(rules/selectors)

1AQ-PM90.20 – 1.012.7245.225.41/7.39

AQ-BPL90.75 – 0.922.5746.05.32/7.16

2AQ-PM91.40 – 0.703.651.376.92/11.16

AQ-BPL94.76 – 0.424.5592.07.0/11.41

3AQ-PM93.35 – 0.694.4158.957.94/13.27

AQ-BPL96.92 – 0.206.5137.08.12/14.16

4AQ-PM94.75 – 0.545.2766.118.78/14.88

AQ-BPL98.16 – 0.138.23180.09.17/16.44

5AQ-PM95.98 – 0.346.2973.119.97/17.25

AQ-BPL99.01 – 0.0410.42223.010.49/19.46

* p < .01Portion of Training Data (%)

Predictive Accuracy (%)909294969810020406080100

AQ-BPL

AQ-PMFigure 10: Predictive accuracy for the email learning agent.The actual memory requirements for each learner can be seen in a comparison of thenumber of examples maintained (Figure 12). As with the computer intrusion detectionproblem, the number of training examples maintained by the partial memory approach wasnotably fewer than the number maintained by the baseline progressive learner.Specifically, AQ-BPL at partition 5 maintained 205% more training examples than AQ-PM(223 vs. 73.11).

57Portion of Training Data (%)

Learning time (sec)02468101220406080100

AQ-BPL

AQ-PMFigure 11: Learning times for the email learning agent.

Portion of Training Data (%)

Examples maintained408012016020024020406080100

AQ-BPL

AQ-PMFigure 12: Memory requirements for the email learning agent.

Portion of Training Data (%)

Number of Selectors510152020406080100

AQ-BPL

AQ-PMFigure 13: Concept complexity for the email learning agent.

58The final comparison between these two learning methods for the email learningagent problem is using concept complexity. AQ-PM produced slightly less complexconcepts than did AQ-BPL, as shown in Figure 13.Figure 14 shows the rules induced for the uninteresting email class (UI). The firstrule states that an email is uninteresting if it is sent by either maloof or jsmith, the email wasa reply, and the email is short (i.e., the number of lines is less than 12). This rule makesintuitive sense. The agent�s owner, who happens to be the author, finds his own emailsuninteresting, especially if they are short replies. This rule handles cases in which the usercarbon copied himself on a reply.The presence of jsmith in the first uninteresting rule is the result of an exampleincorrectly classified by the user. The remaining rules are as intuitive, although there mayhave been additional incorrectly classified examples that crept into the training set. Forexample, one would hope that most people would find emails with the subject �Request�interesting and honor the request, if reasonable. But for some reason, this subject has beendeemed uninteresting. This, however, illustrates one of the advantages of rule learningsystems. Because the rules produced by AQ-PM are easily understood, it would be easyfor anyone to read the rules and remove any unwanted rule conditions or training examplesthat produced those rule conditions.The last rule in this concept description is very light, since it covers only 1 trainingexample. The user may decide to remove this rule from the agent�s knowledge-base.Learning systems that do not produce concept descriptions, such as k-nn (Aha et al. 1991),or produce nonsymbolic concept descriptions, such as neural networks (Rumelhart et al.1986), make such post-learning analysis of the concepts difficult, if not impossible.

59uninteresting<::[senderName = maloof@aic.gmu.edu � jsmith@dais.com] &[reply = 1] & [numberOfLines = 0..12](t-weight: 6, u-weight: 6)uninteresting<::[subject = �Request� � �Colloquium Time� � �US� � �Away from my Mail� � �Are you getting this� � �returned mail for colloquium� � �returned mail user unknown� � �cs shutdown reminder�](t-weight: 4, u-weight: 3)uninteresting<::[subject = �Tuesday Lunch� � �Mac Printer Name Change�](t-weight: 1, u-weight: 1)Figure 14: Examples of ELA rules for uninteresting emails.6.4Detection of Blasting Caps in X-Ray ImagesProgressive learning is important for computer vision in a variety of contexts. From asystems development standpoint, an progressive learning system can acquire and graduallyrefine object descriptions through interaction with an expert. From an active visionperspective (Aloimonos et al. 1988), as an agent moves through an environment, it willcontinually perceive new views of known objects and will need to update its current set ofconcepts to accommodate these new views. From a video surveillance perspective,learning over time can be used to learn to track contours in an image sequence (Blake et al.1995). Alternatively, the system may need to learn what motions are interesting versusthose that are not (Duric et al. 1996).6.4.1Problem DescriptionConsider the problem of detecting blasting caps in x-ray images of airport luggage (Maloofand Michalski 1995d, 1996; Maloof et al. 1996). Although there will be a period of initialtraining before system deployment, it is doubtful that this period of training will besufficient for the life of the system. Consequently, the system must possess the ability tocontinually learn once it is deployed.

60).Thetraining set consisted of 66 examples divided among two classes corresponding to blasting

61 1012 with thetraining examples representing 2.5 · 10-9% of the space. Learning was conducted using10 partitions of the data. For each partition, 100 learning and testing runs were conducted.Measures computed were predictive accuracy, learning time, concept complexity, and thenumber of examples maintained. The parameter settings used for this problem appear inAppendix C.6.4.2Experimental ResultsThe numerical results from the experiments for the blasting cap detection problem appear inTable 5. As before, AQ-PM and AQ-BPL, the baseline progressive learner, werecompared using predictive accuracy, learning time, the number of examples maintained,and concept complexity.The graphical summary of the predictive accuracy comparison, pictured in Figure17, shows that AQ-PM performed well, achieving 93.13%, but not as well as AQ-BPL,which achieved 100%. The gap between the predictive accuracies for the learners in

62Table 4: Attributes used to represent blasting caps.AttributeDescription

blobMinimumMinimum Blob Intensity�blobMaximumMaximum Blob Intensity�blobAverageAverage Blob Intensity�blobLengthBlob LengthblobWidthBlob WidthblobAreaBlob AreablobPerimeterBlob Perimeter�blobCompactness1(4p * blobArea) / blobPerimeter2�blobCompactness2blobAverage /(max(blobLength, blobWidth) + 1)�blobCompactness3blobCompactness1 * blobAverageblobIntensitySDStandard Deviation of Blob IntensityrectangleMinimumMinimum Rectangle IntensityrectangleMaximumMaximum Rectangle IntensityrectangleAverageAverage Rectangle Intensity�rectangleLengthRectangle Length�rectangleWidthRectangle Width�rectangleAreaRectangle ArearectanglePerimeterRectangle Perimeter�rectangleCompactness1(4p * rectangleArea) / rectanglePerimeter2�rectangleCompactness2rectangleAverage /(max(rectangleLength, rectangleWidth) + 1)�rectangleCompactness3rectangleCompactness1 * rectangleAverage�rectangleIntensitySDStandard Deviation of Rectangle Intensity�centroidDistancesDistances between blob and rectangle centroids�verticalCentroidDistanceVertical component of centroidDistanceshorizontalCentroidDistanceHorizontal component of centroidDistances�Denotes relevant attribute

partition 10 is greater for this problem (i.e., a 7% gap) than for the previous two problems.The possible causes for this drop in performance, comparing to the two previousexperiments, is discussed in Section 7.4.As in previous experiments, AQ-PM yielded faster learning times than AQ-BPL, asshown in Figure 18. For partition 10, AQ-BPL ran about 113% slower than AQ-PM(2.45s vs. 1.15s). Again, this increase in learning speed is due to the partial memorylearning approach.

63Table 5: Experimental results for the blasting cap detection problem.PartitionLearningSystemPredictiveAccuracy –95% CI (%)*LearningTimes (sec)ExamplesMaintainedConceptComplexity(rules/selectors)

1AQ-PM67.36 – 2.400.37.02.01/2.09

AQ-BPL67.36 – 2.400.297.02.01/2.09

2AQ-PM80.38 – 1.580.399.62.05/3.0

AQ-BPL83.73 – 1.390.4814.02.15/3.69

3AQ-PM84.65 – 1.280.4811.212.25/3.78

AQ-BPL89.14 – 0.960.6921.02.51/5.09

4AQ-PM86.03 – 1.380.5512.682.41/4.47

AQ-BPL92.56 – 0.640.9928.02.99/6.36

5AQ-PM87.45 – 1.500.6714.062.65/5.18

AQ-BPL95.19 – 0.501.2735.03.44/7.63

6AQ-PM88.77 – 1.260.7715.252.82/5.61

AQ-BPL95.95 – 0.461.5142.03.73/8.6

7AQ-PM90.22 – 1.200.8616.433.01/6.33

AQ-BPL97.36 – 0.321.849.04.08/9.61

8AQ-PM90.80 – 1.111.017.463.26/6.84

AQ-BPL98.10 – 0.302.0455.04.38/10.67

9AQ-PM91.33 – 0.981.0918.293.41/7.25

AQ-BPL99.24 – 0.212.2861.04.72/11.78

10AQ-PM93.13 – 0.961.1519.03.55/7.64

AQ-BPL100.00 – 0.002.4566.05.0/12.33

* p < .01With regards to memory requirements, Figure 19 shows the improved memoryrequirements of AQ-PM over AQ-BPL for the blasting cap recognition problem. Forpartition 10, AQ-PM maintained 19 representative examples, while AQ-BPL maintained 66training examples, on average. At this point in learning, AQ-BPL maintained roughly247% more examples than AQ-PM.The final comparison between AQ-PM and AQ-15c for the blasting cap detectionproblem is concept complexity. In previous experiments, the difference in conceptcomplexity between AQ-PM and AQ-BPL has been negligible. For this experiment,however, concepts produced by AQ-PM were noticeably simpler than the conceptsproduced by AQ-BPL, as shown in Figure 20. The possible causes for this are discussedin Section 7.4.

64Portion of Training Data (%)

Predictive Accuracy (%)65707580859095100102030405060708090100

AQ-BPL

AQ-PMFigure 17: Predictive accuracy for the blasting cap detection problem.

Portion of Training Data (%)

Learning time (sec)00.511.522.5102030405060708090100

AQ-BPL

AQ-PMFigure 18: Learning times for the blasting cap detection problem.

Portion of Training Data (%)

Examples maintained010203040506070102030405060708090100

AQ-BPL

AQ-PMFigure 19: Memory requirements for the blasting cap detection problem.

65Portion of Training Data (%)

Number of Selectors051015102030405060708090100

AQ-BPL

AQ-PMFigure 20: Concept complexity for the blasting cap detection problem.Figure 21 shows concept descriptions for a blasting cap and a non-blasting cap.The more intuitive and interesting concept description is for the blasting cap. Recall fromFigure 16 the components of an x-rayed blasting cap. The first rule for a blasting cap statesthat the blasting cap length (i.e., rectangleLength) is between 18 and 51 pixels long, thewidth (i.e., rectangleWidth) is between 0 and 8 pixels wide, and the center of the blob islocated roughly near the center of the rectangular region (i.e., centroidDistances).Alternatively, the standard deviation of the intensities within the rectangular region (i.e.,rectangleIntensitySD) is between 28.03 and 31.87. The first rule for the blasting capconcept is intuitive and descriptive of blasting caps. It expresses the salient characteristicsof an x-rayed blasting cap: its length, its width, and the presence of the characteristic blobnear the center of the body. This illustrates the importance and benefit of learning systemsthat produce comprehensible and understandable concept descriptions.

66cap<::[rectangleLength = 18.0..51.0] &[rectangleWidth = 0.0..7.99] &[centroidDistances = 0.0..8.49](t-weight: 8, u-weight: 5)cap<::[rectangleIntensitySD = 28.03..31.87](t-weight: 5, u-weight: 2)noncap<::[rectangleWidth = 5.0..91.0] &[rectangleCompactness1 = 3.89..26.95](t-weight: 15, u-weight: 11)noncap<::[blobCompactness2 = 31.68..40.31](t-weight: 6, u-weight: 2)noncap<::[rectangleArea = 8.0..135.99] &[rectangleCompactness2 = 22.61..39.82](t-weight: 2, u-weight: 2)Figure 21: Examples of AQ-PM rules for blasting caps and non-blasting caps.6.5Changing Concepts: The STAGGER ConceptsThe next set of experiments involves learning a changing concept. Although elements ofchange are certainly present in the other problems, because these problems were taken fromthe real world, it is difficult to quantify and understand the types of change present.Therefore, this section presents experiments with the STAGGER concepts (Schlimmer andGranger 1986; Widmer and Kubat 1996), a synthetic problem domain.6.5.1Problem DescriptionThe representation space for the STAGGER concepts (Schlimmer and Granger 1986)consists of three attributes: shape, size, and color. Each attribute has three levels. Shapecan be either square, circular, or triangular. Size can be either small, medium, or large.Color can be either red, green, or blue. The training set is randomly generated over a timeperiod of 120 steps. One training example is presented each time step. For the first 40time steps, the concept to be learned is [size = small] & [color = red], diagrammed inFigure 22a. For the next 40 time steps, the concept is [color = green] � [shape = circular]

67(Figure 22b). For the remaining time steps, the concept is [size = medium � large] (Figure22c).At each time step, the current set of concepts is validated against a 100 event testset, also randomly generated using the appropriate concepts for the current time step. Oneslight modification was made to Widmer and Kubat�s (1996) experimental protocol. Forthe first time step, both AQ-PM and AQ-BPL were permitted to learn from two examples,one from each class. The reason for this was that the AQ15c system (Wnek et al. 1995) ispresently configured to learn from one or more training examples in each class. Although itis possible for AQ to learn from one or more examples from one class using the refunionoperator, we chose to provide AQ with an extra training example. The 120 time stepexperiment was repeated 10 times. Only predictive accuracy results are presented. Thisexperimental design is the same used by Widmer and Kubat (1996). The parameters usedfor this problem appear in Appendix D.6.5.2Experimental ResultsFigure 23 shows how AQ-PM learns a changing concept. The first 40 time steps looksmuch like previous learning curves with AQ-BPL performing slightly better than AQ-PM.At the 40th time step, however, the concept changes and the predictive accuracy of bothsystems plummets. Another concept change occurs at time step 80 which results in anotherdrop in predictive accuracy. AQ-PM is able to recover more readily than AQ-BPL toconcept change because it is not burdened with past examples.The AQ-PM results presented for the STAGGER concepts are comparable to theperformance of STAGGER (Schlimmer 1987a) and the FLORA systems (Widmer andKubat 1996). It is difficult to directly compare AQ-PM�s performance to STAGGER,since Schlimmer and Granger (1986) used a slightly different experimental design.

68MLSCRT

SizeRedBlueGreenCRT

CRTShapeColorMLSCRT

CRTShapeColor(a) Target concept fortime steps 1—39.(b) Target concept fortime steps 40—79.(c) Target concept fortime steps 80—120.Figure 22: Visualization of the STAGGER concepts.

Time Step

Predictive Accuracy (%)30405060708090100120406080100120

AQ-BPL

AQ-PMFigure 23: Tracking concept drift using the STAGGER concepts.

69Widmer and Kubat�s (1996) design was preferred and used because it was more recent andprovided enough details for replication.Unfortunately, this experimental design, i.e., presentation of the STAGGERconcepts repeated 10 times, did not produce statistically significant results for many of thetime steps. Consequently, a second experiment was conducted using the STAGGERconcepts in which 120 presentations were performed. The results for this experiment areplotted in Figure 24. For all time steps, with the exception of time steps 1, 7, 8, 9, and 10,results are statistically significant at p < .05.The reasons for the difficulty in achieving statistical significance for these runs isdue to several factors. Notice in Figure 24 that at time steps 7—10 the predictive accuracycurves for AQ-BPL and AQ-PM intermingle and cross. The performances of these twosimilar algorithms, AQ-PM and AQ-BPL, are essentially the same at these points. Thefactors that influence statistical significance are the algorithms being evaluated, the amountof data used in each learning run, and the number of learning runs at each time step.Statistical significance is difficult to achieve for the STAGGER experiments because we arecomparing virtually the same algorithm (i.e., AQ15c with and without modifications),using very little data (i.e., at each time step only one new training example is presented).Therefore our only variable is the number of learning runs. In spite of numerous repeatedlearning runs, statistically, we cannot that say that for time steps 7—10 that the performancedifferences between AQ-BPL and AQ-PM are not due to other causes of variation. Whenwe look at the experiment as a whole, however, and recognize that statistical significancewas achieved during all other runs, then it is easy to infer that the inability to achievestatistical significance for time steps 7—10 is not due to outside factors, but it is due to aperiod of similar performance by the two algorithms. Note also that a result that is notstatistically significant does not imply that it is insignificant (Keppel et al. 1992).

70Time Step

Predictive Accuracy (%)30405060708090100120406080100120

AQ-BPL

AQ-PMFigure 24: Results from the second experiment using the STAGGER concepts.Comparing more precisely to Widmer and Kubat�s (1996) results, shown in Figure25 (Widmer 1996b), AQ-PM�s performance is comparable to the performances of theFLORA systems with a few exceptions. In the first time period (i.e., 1—40), the FLORAsystems were able to converge to the target concept more quickly than AQ-PM. At timestep 39, the predictive accuracies for FLORA2, 3, and 4, and AQ-PM were 97, 97, 100,and 97%, respectively. After the concept shift at time step 40, the performance of theFLORA learning systems drops to 47% with AQ-PM�s performance slightly lower at 44%.For time steps 40—80, FLORA4�s predictive accuracy climbed more quickly thanthe other systems. At time step 79, just before another concept shift, the predictiveaccuracies for FLORA2, 3, and 4, and AQ-PM were 98, 99, 98, and 90%, respectively.After the concept shift at time step 80, the predictive accuracies of the four algorithms dropsagain to 55, 56, 55, and 58% for FLORA2, 3, and 4, and AQ-PM.

71Time Step

Predictive Accuracy (%)30405060708090100120406080100120

FLORA2

FLORA3

FLORA4Figure 25: FLORA results using the STAGGER concepts (Widmer 1996b).For time steps 80—120, as before, FLORA4 was able to converge more quickly tothe target concept than the other learning systems. At time step 120, the predictiveaccuracies for the four algorithms are nearly the same: FLORA2 achieved 94%, FLORA394%, FLORA4 96%, and AQ-PM 95%.Comparing predictive accuracy performance, AQ-PM did not, perhaps, do quite aswell as the FLORA systems. It converged more slowly during time steps 1—40, and didnot achieve as high predictive accuracies during time steps 40—80. On the other hand, fortime steps 80—120, the performance of all systems were comparable. These results,however, are best examined in the context of memory requirements.Figure 26 illustrates the number of examples maintained by AQ-PM and FLORA2for the STAGGER experiment. Overall, FLORA2 maintained, on average, over a 120 timestep experiment, 116% more examples than AQ-PM. Note that results for memoryrequirements were presented only for FLORA2 (Widmer and Kubat 1996). Nevertheless,FLORA3 and 4 use the same memory management mechanisms as FLORA2, so it isanticipated that the memory requirements for FLORA3 and 4 were similar. In time steps 1—

7240, as each system�s predictive accuracy reached a high level of performance, the numberof examples maintained by the system stabilized. At time step 39, FLORA2 maintained 15examples, while AQ-PM maintained roughly 6 examples. Once the shift in concept hadoccurred at time step 40, both systems reacted by increasing the number of examplesmaintained. At time step 50, FLORA2 rose to a level of 24 examples and AQ-PM rose to alevel of 9 examples. Notice that after both systems had increased the number of examplesmaintained, both forgot the older examples. During the time period 50—80, FLORA2�smemory requirements fluctuate, while AQ-PM stabilizes at roughly 7 examples. Anotherconcept shift occurs at time step 80 and again, both systems react. This time, AQ-PMincreased the number of examples maintained, as in time step 40, but FLORA2 forgetsseveral examples, before increasing its memory size to 22 examples and then dropping to21 examples. After time step 90, AQ-PM�s memory size decreases until the experimentstops, which is a result of the time-based forgetting parameter (see Appendix D).

Time Step

Examples Maintained0510152025120406080100120

AQ-PM

FLORA2Figure 26:Memory requirements for AQ-PM and FLORA2for the STAGGER experiment.

73Figure 27 shows the set of concept descriptions produced by AQ-PM at time step39, which is before the first concept change occurs. The target concept for this time periodis [size = small] & [color = red], which AQ-PM learned.For the next time period, from time step 40 to 79, the target concept is [color =green] � [shape = circular]. Again, AQ-PM was able to learn the target concept. As shownin Figure 28, which is the concept description at time step 79, again just before the secondconcept shift. Notice that there are remnants of the previous concept description stillpresent in the negative concept description, specifically, the selector [size = small �medium].For the final time period, from time step 80 to 120, the target concept is [size =medium � large]. As shown in Figure 29, which is the concept description at the final timestep 120, AQ-PM again learned the correct concept for the positive class.6.6Comparison of AQ-PM to AQ11 and GEMTo place the AQ-PM experimental results within the context of past incremental learningwork, experimental comparisons were made to AQ11 (Michalski and Larson 1983) andGEM (Reinke and Michalski 1988). The features of these learning systems are integratedinto the AQ15 inductive learning system (Hong et al. 1986). Recall from Chapter 3 onrelated research that AQ11 is an incremental learning variant of the AQ algorithm (Michalski1969) using a no memory model, while GEM is an AQ-variant using a full memory model.For this comparison, the blasting cap detection problem and a reduced version of theintrusion detection problem were repeated using 50 learning and testing runs for each 10%partition of the original data set. Testing was conducted on the entire data set. Again, themeasures computed were predictive accuracy, learning time, concept complexity, and thenumber of examples maintained.

74pos<::[size = small] & [color = red](t-weight: 1, u-weight: 1)neg<::[size = medium � large](t-weight: 4, u-weight: 3)neg<::[color = blue � green](t-weight: 2, u-weight: 1)Figure 27: Examples of AQ-PM rules for the STAGGER concepts at time step 39.pos<::[color = green](t-weight: 3, u-weight: 3)pos<::[shape = circular](t-weight: 2, u-weight: 2)neg<::[size = small] & [color = red](t-weight: 2, u-weight: 2)neg<::[color = blue] &[shape = triangular](t-weight: 1, u-weight: 1)neg<::[size = small � medium] &[color = blue](t-weight: 1, u-weight: 1)Figure 28: Examples of AQ-PM rules for the STAGGER concepts at time step 79.pos<::[size = medium � large](t-weight: 3, u-weight: 3)neg<::[size = small](t-weight: 2, u-weight: 2)neg<::[size = large] &[color = blue � green](t-weight: 1, u-weight: 1)Figure 29: Examples of AQ-PM rules for the STAGGER concepts at time step 120.

75The intrusion detection data set was reduced by removing three attributes (averagereal time, average CPU time, and maximum hog factor) that had more than 58 attributevalues. AQ11 and GEM, which are integrated in the AQ15 system (Hong et al. 1986),have an upper limit of 58 attribute values due to a limitation in the Pascal compiler. Thislimitation is not present in AQ15c (Wnek et al. 1995), the C implementation of AQ15. SeeSection 6.2 for complete details about the computer intrusion detection problem. SeeSection 6.4 for details about the blasting cap detection problem.6.6.1Experimental Results for the Blasting Cap Data SetThe numerical results from the experiments comparing AQ-PM, AQ11, and GEM for theblasting cap detection problem appear in Table 6. AQ-PM, AQ11, and GEM werecompared using predictive accuracy, learning time, the number of examples maintained,and concept complexity.The graphical summary of the predictive accuracy comparison, pictured in Figure30, shows that AQ-PM performed well, achieving 93%, but not as well as AQ11 andGEM. AQ11 achieved 100%, while GEM achieved 99%. For this problem, the predictiveaccuracy performance of AQ11 and GEM resembles the predictive accuracy performance ofthe AQ15c baseline progressive learner (see Figure 17). The difference in predictiveaccuracy between AQ-PM and the other the learners in partition 10 is 6—7%, for thisproblem. Note that, in terms of predictive accuracy, this was the worst problem for AQ-PM.Figure 31 shows the learning times for the three learners. AQ-PM shows a steadyincrease in learning time as more training data is processed. The learning times of bothAQ11 and GEM are similar to AQ-PM�s learning time after 40% of the data has beenpresented. The learning times of AQ11 and GEM fall as concept descriptions are refinedtoward the target concept. Note also that much of the variation in the learning time is likely

76Table 6: Experimental results for the blasting cap detection problem.PartitionLearningSystemPredictiveAccuracy –95% CI (%)LearningTimes (sec)ExamplesMaintainedConceptComplexity(rules/selectors)

1AQ-PM67.36 – 2.400.37.02.01/2.09

GEM68.68 – 1.633.427.02.0/2.0

AQ1165.75 – 1.643.5502.0/2.0

2AQ-PM80.38 – 1.580.399.62.05/3.0

GEM83.01 – 1.231.4414.02.69/3.87

AQ1182.35 – 1.031.602.7/3.72

3AQ-PM84.65 – 1.280.4811.212.25/3.78

GEM87.57 – 0.910.721.03.54/5.67

AQ1188.05 – 0.790.9503.8/6.6

4AQ-PM86.03 – 1.380.5512.682.41/4.47

GEM90.17 – 0.70.5628.04.14/7.1

AQ1190.41 – 0.690.604.5/8.3

5AQ-PM87.45 – 1.500.6714.062.65/5.18

GEM92.38 – 0.670.6935.04.6/8.51

AQ1192.73 – 0.590.806.11/13.17

6AQ-PM88.77 – 1.260.7715.252.82/5.61

GEM94.24 – 0.590.5742.04.99/9.88

AQ1194.35 – 0.520.7605.2/10.4

7AQ-PM90.22 – 1.200.8616.433.01/6.33

GEM95.84 – 0.540.8749.05.87/11.6

AQ1195.82 – 0.420.9606.7/15.5

8AQ-PM90.80 – 1.111.017.463.26/6.84

GEM97.05 – 0.410.7755.05.87/12.63

AQ1197.35 – 0.31.3508.12/19.66

9AQ-PM91.33 – 0.981.0918.293.41/7.25

GEM98.3 – 0.280.9661.06.4/14.5

AQ1198.64 – 0.221.3207.78/18.41

10AQ-PM93.13 – 0.961.1519.03.55/7.64

GEM99.14 – 0.240.8266.06.63/15.56

AQ11100.0 – 0.01.3708.4/21.99

due to implementation. Both AQ11 and GEM are written in Pascal, while AQ-PM, whichis based on AQ15c (Wnek et al. 1995), is written in C. Although AQ11 and GEM arepredecessors of AQ15c, AQ15c has undergone several iterations of performanceoptimizations which could account for differences in performance.

77Portion of Training Data (%)

Predictive Accuracy (%)65707580859095100102030405060708090100

AQ11 GEM AQ-PMFigure 30: Predictive accuracy for the blasting cap detection problem.

Portion of Training Data (%)

Learning time (sec)00.511.522.533.5102030405060708090100

AQ11 GEM AQ-PMFigure 31: Learning times for the blasting cap detection problem.

Portion of Training Data (%)

Examples maintained010203040506070102030405060708090100 GEM AQ-PMFigure 32: Memory requirements for the blasting cap detection problem.

78Figure 32 shows the memory requirements for GEM and AQ-PM. Since GEM is afull memory incremental learner, it maintains the same number of examples as the baselineprogressive learner, which is substantially more than the AQ-PM maintains. On the otherhand, since AQ11 is a no memory incremental learner, it maintains no examples. This iswhy no line for AQ11 appears in Figure 32. When learning ended at partition 10, GEMmaintained roughly 247% more examples than AQ-PM (66 vs. 19).The final comparison between AQ-PM, AQ11, and GEM is concept complexity,shown in Figure 33. AQ-PM�s concept descriptions were much less complex than bothAQ11 and GEM. GEM�s concepts, on average, consisted of 103% more selectors than didAQ-PM�s (15.56 vs. 7.64) at partition 10. AQ11�s concepts, on average, consisted of187% more selectors than did AQ-PM�s (21.99 vs. 7.64) at partition 10. Additionally,looking at how AQ11�s concept complexity varies over time, not only does the number ofselectors increase, it also fluctuates. This is evidence of concept instability (O�Rourke1982), although the effect is dampened by averaging the selector counts over 100 learningruns. The issue of concept instability is discussed further in Section 7.4. Examples ofrules for blasting caps produced by GEM and AQ11 are shown in Figures 34 and 35,respectively. Examples of rules produced by AQ-PM are shown in Figure 21.

Portion of Training Data (%)

Number of Selectors0510152025102030405060708090100

AQ11 GEM AQ-PMFigure 33: Concept complexity for the blasting cap detection problem.

79cap<::[blobMaximum <> 42.0..60.99] &[blobLength <> 7.0..9.99] &[rectangleWidth <> 8.0..91.00] &[blobCompactness2 <> 36.9..40.31 �43.73..46.02 � 47.44..58.59] &[rectangleIntensitySD <> 15.18..21.84 �24.33..28.02 � 37.53..38.49 � 44.74..54.95](t-weight: 22, u-weight: 9)cap<::[blobCompactness1 = 3.9..6.14] &[blobCompactness2 <> 36.9..40.31 �43.73..46.02](t-weight: 10, u-weight: 4)cap<::[blobAverage = 8.0..24.99] &[blobLength <> 3.0..4.99](t-weight: 7, u-weight: 2)cap<::[blobMaximum <> 42.0..60.99] &[blobCompactness2 <> 36.9..40.31 �43.73..46.02] &[rectangleArea = 157.00..172.99](t-weight: 6, u-weight: 1)Figure 34: Examples of GEM rules for blasting caps.cap<::[blobMaximum = 0.0..41.99 � 61.0..131.99] &[blobCompactness2 = 4.71..18.45 �24.86..31.67 � 36.15..36.89 � 40.32..43.72 �46.03..47.43 � 58.6..87.77](t-weight: 25, u-weight: 4)cap<::[blobCompactness2 = 4.71..18.45 �24.86..31.67 � 36.15..36.89 � 40.32..43.72 �46.03..47.43 � 58.6..87.77] &[verticalCentroidDistance <> 4.4..5.69 �8.5..100.0](t-weight: 23, u-weight: 0)cap<::[blobCompactness2 = 4.71..31.67 �36.15..36.89 � 40.32..43.72 � 46.03..47.43 �58.6..87.77] &[verticalCentroidDistance = 5.7..8.49](t-weight: 12, u-weight: 2)Figure 35: Examples of AQ11 rules for blasting caps.

806.6.2Experimental Results for Computer Intrusion Detection ProblemThe numerical results from the experiments comparing AQ-PM, AQ11, and GEM for asmaller version of the computer intrusion detection problem appear in Table 7. AQ-PM,AQ11, and GEM were compared using predictive accuracy, learning time, memoryrequirements, and concept complexity.The graphical summary of the predictive accuracy comparison is pictured in Figure36. In terms of predictive accuracy, GEM and AQ11 slightly outperformed AQ-PM. Forthe last step of learning, both GEM and AQ11 achieved 100% on testing data, while AQ-PM achieved 97%.Figure 37 shows the learning times for the three learners. As with the comparisonusing the blasting caps data set, AQ-PM shows a steady increase in learning time as moretraining data is processed. The learning times of both AQ11 and GEM are similar to AQ-PM�s learning time after about half of the data had been processed.Figure 38 shows the memory requirements for GEM and AQ-PM. GEM, the fullmemory learner, shows a steady increase in memory requirements as more and more of thedata is processed. AQ11, on the other hand, has no memory requirements, since it uses ano memory model. The memory requirements for AQ-PM are consistent with previousexperiments. When learning ended at partition 10, GEM maintained roughly 316% moreexamples than AQ-PM (238 vs. 57.1).The final comparison between AQ-PM, AQ11, and GEM is concept complexity,shown in Figure 39. Unlike the previous comparison using the blasting caps data set, theconcept complexities for the three learners are similar. AQ11 still shows signs of conceptinstability (O�Rourke 1982) at the 5th partition. This is discussed further in Section 7.4.Examples of rules for coyote�s computing behavior produced by GEM and AQ11 areshown in Figures 40 and 41. Examples of rules for coyote�s computing behavior producedby AQ-PM are shown in Figure 9.

81Table 7: Experimental results for the computer intrusion detection problem.PartitionLearningSystemPredictiveAccuracy –95% CI (%)LearningTimes (sec)ExamplesMaintainedConceptComplexity(rules/selectors)

1AQ-PM80.14 – 1.274.726.889.48/11.16

GEM76.82 – 1.2847.8424.09.0/9.0

AQ1176.22 – 1.2348.3809.0/9.0

2AQ-PM86.6 – 0.935.933.2410.44/14.62

GEM85.5 – 0.8013.3948.09.26/9.98

AQ1185.46 – 0.7513.9209.22/10.0

3AQ-PM90.0 – 0.837.038.411.54/17.44

GEM90.18 – 0.669.3772.09.68/11.56

AQ1190.3 – 0.6711.1209.64/11.62

4AQ-PM91.64 – 0.897.7342.5412.42/19.42

GEM93.04 – 0.575.7296.010.06/13.14

AQ1192.64 – 0.625.92010.44/14.52

5AQ-PM92.53 – 0.938.5246.0413.34/21.72

GEM95.7 – 0.495.55120.010.62/15.34

AQ1195.48 – 0.538.31012.28/22.8

6AQ-PM93.81 – 0.689.074914.02/23.48

GEM96.88 – 0.44.69144.011.04/16.74

AQ1196.62 – 0.516.02011.58/20.2

7AQ-PM94.75 – 0.769.5551.4414.4/24.88

GEM98.34 – 0.285.46168.011.78/19.52

AQ1197.94 – 0.327.92012.2/22.28

8AQ-PM96.19 – 0.719.8553.4414.88/25.52

GEM99.02 – 0.225.54192.012.06/21.24

AQ1199.0 – 0.228.1012.72/24.86

9AQ-PM96.45 – 0.6210.4155.5215.52/27.22

GEM99.7 – 0.146.8216.012.62/23.26

AQ1199.74 – 0.129.83013.52/27.92

10AQ-PM97.14 – 0.5910.9157.115.96/28.22

GEM100.0 – 0.07.55238.013.2/25.1

AQ11100.0 – 0.010.72014.22/30.8Portion of Training Data (%)

Predictive Accuracy (%)7580859095100102030405060708090100

AQ11 GEM AQ-PMFigure 36: Predictive accuracy for the intrusion detection problem.

82Portion of Training Data (%)

Learning time (sec)01020304050102030405060708090100

AQ11 GEM AQ-PMFigure 37: Learning times for the computer detection problem.

Portion of Training Data (%)

Examples maintained2060100140180220102030405060708090100 GEM AQ-PMFigure 38: Memory requirements for the computer detection problem.

Portion of Training Data (%)

Number of Selectors0102030102030405060708090100

AQ11 GEM AQ-PMFigure 39: Concept complexity for the intrusion detection problem.

83coyote<::[maximumSystemTime <> 0.05 � 0.15..0..0.16 �0.2..0.23 � 0.61..2.41] &[averageHogFactor = 0.0..0.84 �38520.0..49031.99 � 109504.0..142655.99 �214976.0..378687.99 � 399680.0..409727.99 �420544.0..711679.99 � 8237056.0..8347647.99� 8392704.0..8790016.0](t-weight: 18, u-weight: 10)coyote<::[averageSystemTime = 0.07..46.22 �222.53..256.79 � 402.67..418.92 �544.43..4579.19 � 5448.53..25352.52] &[averageHogFactor = 0.85..2.66 �38520.0..49031.99 � 109504.0..142655.99 �214976.0..378687.99 � 399680.0..409727.99](t-weight: 9, u-weight: 1)Figure 40: Examples of GEM rules for coyote�s computing behavior.coyote<::[averageSystemTime <> 1414.4..3676.79 �4579.2..5448.52 � 19399.47..447556.26] &[averageHogFactor = 0.0..0.84 �109504.0..142655.99 � 214976.0..378687.99 �399680.0..409727.99 � 420544.0..711679.99 �7000064.0..7196671.99 �8392704.0..8790016.0](t-weight: 19, u-weight: 19)Figure 41: Examples of AQ11 rules for coyote�s computing behavior.6.7Partial Memory Incremental Learning using AQ11 and GEMOnce a set of representative examples has been computed, we can apply a variety learningapproaches to the examples. We could apply a batch learning algorithm, as AQ-PM does,or apply an incremental learning algorithm. The final experimental comparison involvesusing the incremental learning algorithms of AQ11 (Michalski and Larson 1983) and GEM(Reinke and Michalski 1988) to learn concept descriptions from a partial memory oftraining examples. In other words, the learning function (step 6) in Algorithm 2 isperformed by AQ11 and GEM. To distinguish these algorithms from when they are

84executed in their normal modes, we will refer to them as AQ11-PM and GEM-PM,respectively.To use AQ11 and GEM, which are integrated in AQ15 (Hong et al. 1986), withAQ-PM, for the initial learning step, AQ11 and GEM were used to form a set of rules fromthe first data partition. These rules and the first data partition were then passed to the AQ-PM system which computed a set of representative training examples. For subsequentlearning steps, representative examples, past concept descriptions, and the set of newtraining examples are passed to AQ11 and GEM. Again, these programs produce sets ofconcept descriptions. These concept descriptions, the representative examples, and trainingexamples are passed to the AQ-PM system which computes the new set of representativeexamples. The process repeats for the duration of the experiment. This experiment wasmanaged by a script program that coordinated the data exchange between AQ-PM andAQ15.Incremental learning is performed using the AQ11 no memory incremental learningalgorithm (Michalski and Larson 1983) by inducing new concept descriptions from oldconcept descriptions, representative examples, and any new training examples.Conceptually, the method induces new rules (VL1 c o m p l e x e s ) f r o m p o s i t i v e t r a i n i n g examples that should be covered by the current concept description but are not. These newrulesaresubtractedfromtherulescomprisingthenegativeconceptdescriptionandaddedtothe rules comprising the positive concept description. As pointed out by Michalski andL a r s o n ( 1 9 8 3 ) , a d d i n g a n d s u b t r a c t i n g r u l e s i s d i f f i c u l t a n d d e m o n s t r a t e h o w t h e s e o p e r a t i o n s c a n b e p e r f o r m e d a s c o v e r i n g o p e r a t i o n s , p e r f o r m e d b y t h e A Q a l g o r i t h m (Michalski1969).SeeMichalskiandLarson(1983)formoredetail.IncrementallearningisperformedusingtheGEMfullmemoryincrementallearningalgorithm (Reinke and Michalski 1988) by inducing new concept descriptions from oldc o n c e p t d e s c r i p t i o n s , r e p r e s e n t a t i v e e x a m p l e s , a n d a n y n e w t r a i n i n g e x a m p l e s .

85Conceptually, the method first specializes those rules that cover any new negativeexamples. Once all rules have been specialized, they are generalized to cover any newpositive events. Once this step has been performed, the rules will be complete andconsistent with respect to the training examples accumulated thus far. See Reinke andMichalski (1988) for details.Experiments were performed on the blasting caps and the reduced computerintrusion detection data sets. For these problems, the methods are compared to AQ-PM interms of predictive accuracy, learning time, and concept complexity. Results for memoryrequirements are not presented, since the memory requirements for the algorithms are thesame as those for AQ-PM in previous experiments using the respective data sets. For eachpartition, 50 learning and testing runs were performed.6.7.1Experimental Results for the Blasting Cap Data SetThe numerical results for the experimental comparison between AQ-PM, GEM-PM, andAQ11-PM for the blasting cap detection problem appear in Table 8. These numeric resultsare summarized graphically in Figures 42—44. Combining a partial memory model withAQ11 and GEM incremental learning (AQ11-PM and GEM-PM) did not produce morepredictive rules than using AQ11 and GEM in their normal modes (i.e., no and fullmemory learning), comparing Figures 30 and 42. AQ11 and GEM achieved 100% and99% predictive accuracy at partition 10, while AQ11-PM and GEM-PM achieved 95% and97%, respectively. GEM-PM�s performance was better in terms of predictive accuracythan AQ-PM�s for this problem, as was AQ11-PM�s, illustrated in Figure 42.GEM-PM�s learning times were better than AQ-PM�s (Figure 43) and GEM�s(comparing to Figure 31). AQ-PM and GEM learned 448% and 290% slower than GEM-PM (1.15s and 0.82s vs. 0.21s) This is a result of the fact that GEM-PM is learning fromfewer examples than GEM and is not processing these examples to the same extent as AQ-

86Table 8: Experimental results for the blasting cap detection problem.PartitionLearningSystemPredictiveAccuracy –95% CI (%)LearningTimes (sec)ConceptComplexity(rules/selectors)

1AQ-PM67.36 – 2.400.32.01/2.09

GEM-PM69.14 – 2.823.352.0/2.0

AQ11-PM67.12 – 2.633.352.0/2.04

2AQ-PM80.38 – 1.580.392.05/3.0

GEM-PM81.44 – 1.791.133.04/4.3

AQ11-PM80.78 – 1.981.422.4/3.18

3AQ-PM84.65 – 1.280.482.25/3.78

GEM-PM86.68 – 1.40.713.82/6.32

AQ11-PM86.02 – 1.410.813.06/4.5

4AQ-PM86.03 – 1.380.552.41/4.47

GEM-PM87.7 – 2.00.544.16/7.74

AQ11-PM89.74 – 1.020.473.68/6.08

5AQ-PM87.45 – 1.500.672.65/5.18

GEM-PM90.32 – 2.390.534.22/8.56

AQ11-PM91.72 – 1.00.564.18/7.6

6AQ-PM88.77 – 1.260.772.82/5.61

GEM-PM90.36 – 3.10.34.26/8.88

AQ11-PM93.1 – 0.870.484.64/8.8

7AQ-PM90.22 – 1.200.863.01/6.33

GEM-PM93.26 – 1.930.434.58/10.0

AQ11-PM94.08 – 0.890.55.3/10.56

8AQ-PM90.80 – 1.111.03.26/6.84

GEM-PM92.52 – 2.340.324.52/9.86

AQ11-PM95.22 – 0.780.465.72/11.92

9AQ-PM91.33 – 0.981.093.41/7.25

GEM-PM96.16 – 0.750.414.82/10.82

AQ11-PM96.1 – 0.840.56.06/12.84

10AQ-PM93.13 – 0.961.153.55/7.64

GEM-PM95.48 – 1.050.214.52/10.48

AQ11-PM96.84 – 0.680.56.46/14.06

PM because of incremental learning. GEM�s concept descriptions (Figure 33) were 48%more complex than GEM-PM�s (Figure 44), which in turn, were 37% more complex thanAQ-PM�s (15.56 vs. 10.48 vs. 7.64 selectors). Figure 45 shows the rules induced byGEM-PM for the blasting cap class.AQ11�s rules were 3% more predictive at partition 10 (Table 6) than AQ11-PM�s(Table 8). AQ11-PM did show an improvement of 4% over AQ-PM learning (Figure 42).AQ11-PM learned more quickly than both AQ11 (Figure 31) and AQ-PM (Figure 43),

87which is a result of providing the AQ11 incremental learning algorithm with fewer trainingexamples. AQ11 learned 174% slower than AQ11-PM (1.37s vs. 0.5s), while AQ-PMlearned 130% slower (1.15s vs. 0.5s). The most interesting of these results is the conceptcomplexity results for AQ11-PM, shown in Figure 44. The previous experiment withAQ11 using the blasting caps data set showed fluctuations in concept complexity (Figure33). This phenomenon is not present in this experiment for AQ11-PM, as shown in Figure44. Apparently, the representative examples have dampened the effect of conceptinstability (O�Rourke 1982). Furthermore, the AQ11-PM concept descriptions are muchsimpler than the AQ11 concept descriptions. The AQ11-PM concept descriptions,however, are not as simple as the AQ-PM concept descriptions. AQ11 conceptdescriptions consisted of 56% more selectors than AQ11-PM (21.99 vs. 14.06), which inturn, consisted of 84% more selectors than AQ-PM (14.06 vs. 7.64). Figure 46 shows adecision rule induced by AQ11-PM for the caps class. Figure 21 shows similar rulesinduced by AQ-PM.

Portion of Training Data (%)

Predictive Accuracy (%)65707580859095100102030405060708090100

AQ11-PM

GEM-PM

AQ-PMFigure 42: Predictive accuracy for the blasting cap detection problem.

88Portion of Training Data (%)

Learning time (sec)00.511.522.533.5102030405060708090100

AQ11-PM

GEM-PM

AQ-PMFigure 43: Learning times for the blasting cap detection problem.

Portion of Training Data (%)

Number of Selectors0510152025102030405060708090100

AQ11-PM

GEM-PM

AQ-PMFigure 44: Concept complexity for the blasting cap detection problem.cap<::[blobAverage = 8.00..24.99] &[blobCompactness2 = 4.71..18.45 �46.03..47.43](t-weight: 5, u-weight: 3)cap<::[rectangleWidth = 4.0..4.99](t-weight: 5, u-weight: 1)cap<::[blobMaximum = 61.00..131.99] &[blobAverage = 25.00..42.99](t-weight: 5, u-weight: 1)cap<::[blobLength = 5.00..6.99] &[rectangleWidth = 4.0..4.99 � 5.0..7.99](t-weight: 2, u-weight: 1)Figure 45: Examples of GEM-PM rules for blasting caps.

89cap<::[blobCompactness2 = 4.71..18.45 �24.86..31.67 � 36.15..36.89 � 40.32..43.72 �46.03..47.43 � 58.6..87.77] &[rectangleIntensitySD >= 21.85..24.32](t-weight: 6, u-weight: 6)Figure 46: Example of an AQ11-PM rule for blasting caps.6.7.2Experimental Results for the Computer Intrusion Detection ProblemThe numerical results for the experimental comparison between AQ-PM, GEM-PM, andAQ11-PM for the computer intrusion detection problem appear in Table 9. These numericresults are summarized graphically in Figures 47—49. The predictive accuracy results forthe intrusion detection problem are similar to the blasting cap detection problem in thatAQ11-PM and GEM-PM did produce slightly less predictive rules than AQ11 and GEM,comparing Figures 47 and 36. Both AQ11 and GEM achieved 100% on testing data atpartition 10 (Figure 36), while AQ11-PM and GEM-PM achieved roughly 99% (Figure47).The difference in learning times between AQ11-PM and GEM-PM, and AQ-PM isgreater for the intrusion detection problem (Figure 48) than it is for the blasting capsproblem (Figure 43), although both graphs demonstrate the same trends. Using a partialmemory model with AQ11 and GEM did produce better learning times than using thesealgorithms with their usual memory models, which can be seen by comparing Figures 37and 48. Learning times for AQ-PM, and AQ11 and GEM without partial memory learningappear to increase as more and more training data is processed (Figure 37). Yet, learningtimes for AQ11-PM and GEM-PM actually decrease slightly as more training data isprogressively received (Figure 48). AQ-PM learned 290% and 746% slower than AQ11-PM (10.91s vs. 2.8s) and GEM-PM (10.91s vs. 1.29s) at partition 10. On the other hand,

90Table 9: Experimental results for the intrusion detection problem.PartitionLearningSystemPredictiveAccuracy –95% CI (%)LearningTimes (sec)ConceptComplexity(rules/selectors)

1AQ-PM80.14 – 1.274.79.48/11.16

GEM-PM78.06 – 1.2350.79.0/9.0

AQ11-PM78.7 – 1.1148.189.0/9.0

2AQ-PM86.6 – 0.935.910.44/14.62

GEM-PM87.36 – 0.7415.969.32/10.48

AQ11-PM86.58 – 0.816.19.26/10.08

3AQ-PM90.0 – 0.837.011.54/17.44

GEM-PM92.74 – 0.588.639.68/11.68

AQ11-PM91.8 – 0.679.69.68/11.62

4AQ-PM91.64 – 0.897.7312.42/19.42

GEM-PM94.86 – 0.53.669.98/13.06

AQ11-PM95.0 – 0.495.3210.18/13.16

5AQ-PM92.53 – 0.938.5213.34/21.72

GEM-PM95.72 – 0.761.9710.2/14.1

AQ11-PM96.22 – 0.463.4810.58/14.84

6AQ-PM93.81 – 0.689.0714.02/23.48

GEM-PM96.28 – 1.11.9110.62/15.72

AQ11-PM97.6 – 0.313.3111.36/17.62

7AQ-PM94.75 – 0.769.5514.4/24.88

GEM-PM97.3 – 1.01.511.04/17.36

AQ11-PM98.2 – 0.312.6511.94/19.5

8AQ-PM96.19 – 0.719.8514.88/25.52

GEM-PM97.48 – 1.141.3911.4/18.84

AQ11-PM98.76 – 0.252.6812.36/21.04

9AQ-PM96.45 – 0.6210.4115.52/27.22

GEM-PM98.08 – 1.131.4811.92/20.76

AQ11-PM99.58 – 0.172.912.84/22.7

10AQ-PM97.14 – 0.5910.9115.96/28.22

GEM-PM99.26 – 0.611.2912.22/22.04

AQ11-PM99.8 – 0.132.813.42/24.56

AQ11 learned 283% slower than AQ11-PM (10.72s vs. 2.8s), while GEM learned 485%slower than GEM-PM (7.55s vs. 1.29s) at partition 10.Finally, comparing concept complexity, the incrementally learned conceptdescriptions (AQ11-PM and GEM-PM) were slightly simpler than the temporally batchlearned concept descriptions (AQ-PM) for the intrusion detection problem (Figure 49). Atpartition 10, AQ-PM�s rules consisted of 15% more selectors than AQ11-PM�s (28.22 vs.

9124.56) and 28% more than GEM-PM�s (28.22 vs. 22.04). The concept complexity resultsfor AQ11-PM and GEM-PM were also simpler compared to AQ11 and GEM. AQ11�srules consisted of 25% more selectors than AQ11-PM (30.8 vs. 24.56), while GEM�srules consisted of 14% more (25.1 vs. 22.04). For the blasting caps detection problem,however, recall that AQ-PM produced simpler descriptions than AQ11, GEM, AQ11-PM,and GEM-PM (Figures 33 and 39). For these experiments, as with the experiments usingthe blasting caps data set, AQ11-PM shows no signs of concept instability. Again, itappears that the representative examples have stabilized fluctuations in concept instabilityfor AQ11. Figures 50 and 51 show rules for coyote�s computing behavior induced atpartition 10 by GEM-PM and AQ11-PM. Figure 9 shows rules for the same class inducedby AQ-PM.

Portion of Training Data (%)

Predictive Accuracy (%)7580859095100102030405060708090100

AQ11-PM

GEM-PM

AQ-PMFigure 47: Predictive accuracy for the intrusion detection problem.

92Portion of Training Data (%)

Learning time (sec)01020304050102030405060708090100

AQ11-PM

GEM-PM

AQ-PMFigure 48: Learning times for the intrusion detection problem.

Portion of Training Data (%)

Number of Selectors51015202530102030405060708090100

AQ11-PM

GEM-PM

AQ-PMFigure 49: Concept complexity for the intrusion detection problem.coyote<::[averageBlocks = 0.23..0.32 � 0.43..0.47 �0.48..0.56 � 1.32..1.37 � 36.11..124.0] &[averageHogFactor <> 6.57..24807.99 �38520.0..96831.99](t-weight: 5, u-weight: 5)Figure 50: Examples of GEM-PM rules for coyote�s computing behavior.

93coyote<::[averageSystemTime <> 1414.4..3676.79 �193399.47..447556.26 � 691404.8..691404.8] &[averageHogFactor = 0.0..0.84 �96832.0..109503.99 � 214976.0..378687.99 �399680.0..409727.99 � 420544.0..711679.99 �8237056.0..8347647.99 �8392704.0..8790016.0](t-weight: 7, u-weight: 7)Figure 51: Example of an AQ11-PM rule for coyote�s computing behavior.6.8Summary of Experimental ResultsThe progressive partial memory learning methodology was validated against severallearning algorithms (i.e., AQ-BPL, AQ11, GEM, and FLORA) using a variety of problems(i.e., computer intrusion detection, blasting cap detection, email sorting, and theSTAGGER concepts). For the problems considered, AQ-PM, compared to AQ-BPL,considerably reduced memory requirements and learning time, but produced slightly lesspredictive concept descriptions. On average, AQ-BPL produced concept descriptions thatwere 4.6% more predictive than AQ-PM concept descriptions, but AQ-BPL was 77%slower and maintained 236% more examples than AQ-PM. AQ-PM, compared toFLORA2 (Widmer and Kubat 1996), comparably tracked changing concepts, but usedconsiderably less memory. AQ-PM, compared to AQ11 (Michalski and Larson 1983) andGEM (Reinke and Michalski 1988), produced slightly lower predictive accuracy, lowermemory requirements than GEM, but higher memory requirements than AQ11, comparablelearning times, and comparable or simpler concept descriptions. Using a partial memoryapproach with AQ11 and GEM incremental learning was beneficial. Comparing to AQ11and GEM, although predictive accuracy was slightly decreased, learning times wereimproved and concepts were more stable and simpler.

94Chapter 7: Discussion7.1On Parameter SettingsAs with most learning systems, AQ-PM�s ability to properly learn and track concepts isdependent on its parameter settings. For each of the problems discussed, excluding theaging, forgetting, and inductive support parameters, all possible settings for the AQ-PMlearning parameters were investigated. After determining the best set of parameters, theremaining parameters were investigated to determine if an increase in performance resulted.These additional parameters included the forgetting parameter and the criterion parameters.The primary objective of the experimentation was to thoroughly understand the partialmemory mechanisms of the learning system.Experimentation showed that of the AQ-PM learning parameters, the intersectionparameter produced the greatest effect on learning performance. As shown in the nextsection, Section 7.2, the borders intersection method generally produced higher predictiveaccuracy results. This is directly related to the increased number of representative examplesmaintained � a result of selecting examples that lie on the borders of concept descriptions.It follows that maintaining more representative examples results in longer learning times.The update and useinhypos parameters should be set on the basis of the stabilityof a problem. For instance, if the update parameter were set to accumulate (accum) allrepresentative examples and the useinhypos parameter were set to use previously inducedhypotheses (yes), then the partial memory learner would use a lot of past knowledge. Themore past knowledge used for learning, the more anchored the learner will be with respectto the past. In other words, the learner will become less reactive.

95Conversely, if the learner were set to re-evaluate all representative examples(update set to reeval), disregard past hypotheses (useinhypos set to no), prefer rulesbased on new examples (criterion set to minold), and forget examples older than some age,then the partial memory learner will be very reactive. This reactivity can sometimes lead toundesirable results, such as catastrophic forgetting (see Section 7.3).Unfortunately, experimental results for the problems considered do not bear out thisintuition. This is not to say, however, that the intuition is incorrect. On the STAGGERproblem, a problem that intuitively demanded reactivity from the learner, the reevalupdate parameter did not produce better results than the accum update parameter. Duringthe first time period (i.e., time steps 1—40), the learner using the reeval parameter didconverge more quickly to the target concept than it did using the accum parameter, but afterthe concept change at time step 40, the system could never recover to an acceptable level ofperformance.In general, the update parameters will perform best (i.e., keep the rightrepresentative examples) on concepts that are either static or expanding (i.e., increasing insize or area). In this case, the set of representative examples will either remain the same, orwill be continually refreshed by those new training examples that provide evidence of theexpanding concept. On the other hand, if the concept is moving in the space (i.e.,changing location, but not necessarily changing size or shape), then the current methods ofrepresentative example selection have difficulty removing the examples that lie on thetrailing edge of the concept. Since these examples appear on the trailing edge of theconcept, then the selection methods will always consider them representative and recyclethem back into the set of representative examples. Since they are present in the set ofrepresentative examples, learning will produce a concept with these examples lying on itsborder. This process will continually repeat until these examples producing the stasis are

96removed. This is why explicit forgetting mechanisms are required: to explicitly removethose representative examples that are likely to lie on the trailing edge of moving concepts.Needing explicit forgetting techniques can be both an advantage and a disadvantagedepending on the type of changing concept the system needs to learn. Assume that aconcept is expanding along a single dimension in the representation space. If trainingexamples on the trailing edge of the concept (i.e., on the dimensions that are notexpanding) do not reoccur, then memory- or a time-based forgetting techniques willeventually remove the representative examples that establish the concept boundary resultingin the learning of the wrong concept. Ultimately, performance will suffer.Conversely, if the concept is moving in the representation space and forgettingmechanisms are not active, then the system will view the concept as if it is an expandingconcept. A potentially interesting direction for further study would be to develop ataxonomy of changing concepts (i.e., moving, expanding, shrinking, and the like) andinvestigate methods for determining the types of concept change present during learning.Such methods would provide techniques for adaptive parameter tuning.7.2Corners versus BordersExperimentation revealed that of the AQ-PM parameters the intersection parameterproduced the greatest affect on learning performance. Two of the three identified methodsfor selecting representative examples were implemented: the corners method and theborders method. The surfaces method was not. For the problems considered, the bordersmethod generally produced the highest predictive accuracies, although the corners methodresulted in lower memory requirements, and hence, faster learning times. Performancecomparisons between the borders method and the corners method for the blasting capdetection problem are shown in Figures 52—55. The curves for the email learning agent

97and STAGGER problems were similar. The difference in performance between theborders and corners method for the computer intrusion detection problem was negligible.It is anticipated, based on the findings presented, that the surfaces method, whenimplemented, would produce slightly higher predictive accuracies, higher memoryrequirements, and longer learning times than the borders method. Concept complexity isalso likely to increase.

Portion of Training Data (%)

Predictive Accuracy (%)65707580859095100102030405060708090100

Borders

CornersFigure 52:Borders versus corners comparison using predictiveaccuracy for the blasting cap detection problem.

Portion of Training Data (%)

Learning time (sec)00.20.40.60.811.2102030405060708090100

Borders

CornersFigure 53:Borders versus corners comparison using learningtimes for the blasting cap detection problem.

98Portion of Training Data (%)

Examples maintained05101520102030405060708090100

Borders

CornersFigure 54:Borders versus corners comparison using memoryrequirements for the blasting cap detection problem.

Portion of Training Data (%)

Number of Selectors0246810102030405060708090100

Borders

CornersFigure 55:Borders versus corners comparison using conceptcomplexity for the blasting cap detection problem.7.3Catastrophic ForgettingWhat happens when the system forgets all of its representative examples? Problems likethe email learning agent problem for which we assumed that more than one trainingexample is presented to the learner, such a situation rarely arises, since there is alwaysenough data contained in a partition. For the STAGGER problem, however, such aproblem is brought on by a variety of situations.

99The representation space for the STAGGER problem is small: consisting of threeattributes, each with three values. Since training examples are randomly drawn from thisspace, over the course of a 120 time step experiment, any given training example is likelyto be generated numerous times. Further, since the concepts are changing, it is also likelythat before a concept shift, a training example will belong to the positive class, and after theconcept shift, the same training example will belong to the negative class. For weightlearning systems, such as STAGGER or Winnow, such an event is hardly catastrophicsince both systems simply adjust connection weights accordingly, but for partial memorysystems, in which explicit training examples are stored in memory and used for learning,such an event causes problems.During experimentation with the STAGGER concepts, after a concept shift, therewere situations in which there were two representative examples in a class. Assume theclass is positive. A new negative training example arrives that is identical to one of thepositive representative examples. We want to learn from this new negative trainingexample. If the ambig parameter is set to prefer negative examples, then the situation ishandled correctly. That is, one of the positive representative examples is discarded. Hadthe ambig parameter been set to prefer positive examples, then the new training examplewould have been discarded. The problem is that we can never know a priori what thecorrect ambig parameter is, since it will sometimes need to be positive and sometimes needto be negative. Setting the ambig parameter to empty, so both conflicting examples areremoved is also a problem, since for that time step, the system learns nothing.Further assume that in addition to the above scenario, that the other positiverepresentative example is identical to an existing negative representative example. If theambig parameter is set to negative, then all positive representative examples will bediscarded. Catastrophic forgetting has occurred. While the above description soundsunlikely, it actually occurred frequently during experimentation.

100This was the impetus behind the recent ambig parameter. The solution was todevelop a version of the ambig parameter that is time dependent, rather than classdependent. In other words, an ambig parameter was needed that gives preference to thenewest example, whether a training example or a representative example, irrespective of itsclass label.7.4On Concept ComplexityOne surprising experimental result is that the concept complexity of the AQ-PM concepts isequal to or lower than the concept complexity of the AQ-BPL concepts. Initial experimentswith the methodology, which were not fully automated, yielded concepts that were morecomplex (Maloof and Michalski 1995a, b). Reinke and Michalski (1988) also observedthat full memory incremental learning produced more complex concept descriptions thanbatch learning. As mentioned, O�Rourke (1982) noticed wide variations in conceptcomplexity when using no memory incremental learning. Figure 56 shows how AQ11-induced concepts fluctuate wildly from one learning run to the next. At the 7th partition,when an additional 10% of the data is presented to AQ11, which represents about 6 trainingexamples, the concept complexity jumps from 13 selectors to 108. At partition 9, thenumber of selectors returns to a more acceptable level of 27. These radical jumps in thenumber of rules and the number of selectors occurred frequently.The expectation at the beginning of this study, based on past research, was thatpartial memory learning, when implemented, would also yield more complex conceptdescriptions. The experimental results presented show that concept complexity iscomparable to the batch learned concepts, as is the case with the intrusion detection andemail learning agent problem, or is less complex than the batch learned concepts, as is thecase with the blasting cap detection problem. Although for the blasting cap problem, AQ-PM�s predictive accuracy was not as close to its batch learning counterpart as it was on

101Portion of Training Data (%)

Number of Selectors020406080100102030405060708090100Figure 56: An example of concept instability from an AQ11 experiment.other problems, namely the email learning agent and computer intrusion detectionproblems. AQ-PM�s concept descriptions were much less complex than those for bothAQ11 and GEM. Combining a partial memory approach with the incremental learningmethods of AQ11 and GEM produced simpler concept descriptions than these methodsproduced with their usual memory models. Further, combining AQ11 incremental learningwith a partial memory model (AQ11-PM) eliminated much, if not all, of the conceptinstability (O�Rourke 1982) observed in the experiments involving AQ11 no memoryincremental learning.In an ideal situation, such as that shown using the Iris data set (Fisher 1936) inSection 4.4, the concept complexity of a discriminant concept description induced from alltraining examples will have the same concept complexity of a discriminant conceptdescription induced from the representative examples. Note that this statement is not truefor characteristic concept descriptions.Unfortunately, real-world representation spaces are not clean and well-defined, sowe cannot expect that for all cases, the concept complexity of concept descriptions induced

102from representative examples will be the same as that of concept descriptions induced fromall training examples, especially when learning is conducted over time. What this notiongives us, however, is a heuristic measure of the success of the representative exampleselection process. We can expect that when the concept complexity of AQ-PM-inducedconcept descriptions is close to the complexity of batch-learned concept descriptions, thatthe system is selecting the correct representative examples. If, on the other hand, conceptcomplexity of AQ-PM-induced concept descriptions is higher or lower than batch-learnedconcept descriptions, it may be in indication that the representative examples are not reallycapturing the essence of the concepts. This would explain why the difference in predictiveaccuracy was greatest on the problem in which the difference in concept complexity was thegreatest, and why the difference in predictive accuracy was lowest on problems in whichthe difference in concept complexity was the lowest. Experimentation beyond thatpresented here is needed to confirm or deny this conjecture.

103Chapter 8: ConclusionsIn this dissertation, a new learning methodology based on the idea of maintaining a partialmemory of past examples was presented. Committing to maintaining some of the pasttraining examples entails discussing mechanisms to select those examples. Learningnaturally occurs over time, so aging mechanisms appear useful. Over time, the system islikely to make several observations of the same phenomenon, so a logical question is, Whatcan inductive support mechanisms contribute? If the system operates under the assumptionthat concepts may change or drift, then the system needs mechanisms to remove useless orout-dated knowledge, such as forgetting processes.Key components of the methodology were implemented in an experimental systemso these ideas could be investigated and validated. Experimental results on a variety ofdifferent problems using various learning algorithms soundly demonstrated that thesemechanisms for selecting, maintaining, and forgetting training examples are important.Real-world applications, such as intelligent agents, dynamic knowledge-bases, andcomputer vision systems, require fast learning systems that operate with low memoryrequirements and most importantly, cope with concept change. Finally, if humans expectto use machine learning algorithms to better understand the problems to which they areapplied, simple, comprehensible concept descriptions are also necessary.

1048.1ContributionsThe key contributions of the work presented in this dissertation to the field of machinelearning are as follows:¥development of novel inductive learning methodology¥development of novel schemes for selecting representative examples¥implementation of an experimental system (AQ-PM) based on the methodology¥statistically and methodologically sound validation of the experimental system¥application of the experimental system to a variety of relevant real-world problems¥demonstration that the method produces considerable improvements in memoryrequirements and learning time with slight decreases in predictive accuracy¥demonstration that the method can be used across a variety of learning methods¥comparison to and considerable improvement over existing progressive learningmethods and methods for tracking concept drift8.2WeaknessesAside from the weaknesses stemming from the assumptions made in Section 2.1 (e.g.,static representation space, stationary contexts, representational assumptions, and the like),weaknesses exist in the methodology, the AQ-PM implementation, and theexperimentation. With regards to the methodology, a primary weakness is that themethodology is vague with respect to periods of time in which there is no user feedback.Realistically, we cannot expect that systems will always have the benefit of feedback. Alogical assumption is that no feedback implies correct behavior on the part of the system,which is not necessarily problematic. The difficulty arises when feedback does occur andthe system realizes that many of its past decisions which were not accompanied withfeedback were wrong. The simplest approach is to simply do nothing and forget the past.There may be applications in which this memoryless approach is unacceptable and more

105sophisticated schemes will be required to backtrack, review, and reprocess pastobservations.A related problem is when feedback is available for a period of time, but at somepoint, the system realizes that the feedback for this period was wrong. We have a similarproblem as above, except that phenomena were accompanied by feedback. Again, themethodology is vague with respect to this point in that we assumed that feedback wascorrect. Future work will allow us to relax this assumption.With regards to the implementation of the methodology, AQ-PM, small portions ofthe methodology were not implemented. These small portions include the surfacesrepresentative example selection, which was actually not conceived as a selection methoduntil late in this study, memory-based forgetting, since this is a well-studied form offorgetting, and frequency-based forgetting, since, for the problems considered,experimental results did not firmly establish the necessity for inductive supportmechanisms.With regards to the experimentation of the AQ-PM system, broader and deeperexperimentation is needed. The objective of the experimentation was to show that the ideaspresented in this dissertation are valuable and deserve continued investigation. Hopefullythis objective was achieved. If so, then AQ-PM needs to be tested on additional problems,real and synthetic, to better understand its abilities and weaknesses. Furthermore, the valueof various parameters of the system needs to be better explored. For example, it would beinteresting to investigate the effect of various aging functions for a class of problems.More direct comparisons to other systems would also be worthy of study.8.3Future WorkFuture work in this area can take place on many different levels. At the methodologicallevel, weakening the assumptions made and investigating how, for example, constructive

106induction applies in this context. For a given problem, perhaps constructive induction isnot a good idea for a certain period of time, but an event occurs, such as feedback orconcept change, that necessitates modifying the representation space. The methodologyalso has an implicit assumption that feedback was always available. An interesting area ofinquiry would be to better understand how a progressive learning system copes withperiods without the benefit of feedback and how it should behave once feedback arrives,especially if that feedback contradicts past decisions.One of the objectives of this work was to build a research platform so that ideas forrepresentative example selection, aging mechanisms, and forgetting mechanisms could beexplored and tested. Even so, a few elements of the methodology remain unimplemented,such as the surfaces method for finding representatives examples and frequency-basedforgetting. The implementation of the surfaces selection method would provide additionalopportunities for experimentation and comparison with the corners and borders methods.Incorporating additional ideas from other researchers would also be fruitful. Noisewas not explicitly handled, but the mechanisms for handling noise proposed by Aha et al.(1992) and used by Widmer and Kubat (1996) could be easily incorporated. Furthermore,Widmer and Kubat�s (1996) notion of adaptive forgetting schemes could be used.Currently, the window size for time-based forgetting is static. The heuristics used by theFLORA systems could be adapted and incorporated into AQ-PM.With regards to experimental data, it would be useful if a real-world data set couldbe generated in which the characteristics of changing concepts could be documented andunderstood. We can intuitively think about a problem, such as the email learning agent,and rationalize that, yes, there is the possibility of concept change. We can collect data forthe problem, but for a sufficiently complex problem, it is difficult to analyze the data andprecisely understand what types of change are occurring and the times at which that changeoccurs. The machine learning research community would benefit greatly from a data set

107collected over a period when concept change was highly probable, like the period at the endof one semester and the beginning of the next.Another interesting area of application of the progressive partial memory learningmethodology, proposed by Wnek (1996), is to the problem of learning with large data sets.In some sense, we have come full circle, since much of the early work in incrementallearning expressly dealt with this problem, although it was not an explicit target of thisstudy. PPML could be applied to this problem by splitting a large data set into severalsmall partitions and running AQ-PM on each partition. It is not clear, however, especiallyfrom the experimental results presented, if the total time required for AQ-PM to learn fromeach partition would be less than the time required for AQ15c to learn from the entire dataset. Of course this point becomes moot if the entire data set is too large to load intomemory. A partial memory approach, especially if combined with an incremental learningmethod like AQ11, becomes an obvious alternative.

108Bibliography

109Aha, D.W.; Kibler, D.; and, Albert, M.K. (1991) Instance-based learning algorithms.Machine Learning 6:37—66.Aloimonos, Y.; Weiss, I.; and Bandopadhay, A. (1988) Active vision. InternationalJournal of Computer Vision 7:333—356.Bala, J.W. (1992) Incremental learning of a large number of noisy texture classes bysimilarity measure. Proceedings of the International Conference on ImageProcessing and its Applications, 594—597.Becker, J.M. (1985) Topics in incremental learning of discriminant descriptions. TechnicalReport UIUCDCS-F-85-935, Department of Computer Science, University ofIllinois, Urbana, IL.Baim, P.W. (1988) A method for attribute selection in inductive learning system. IEEETransactions on Pattern Analysis and Machine Intelligence 10.6:888—896.Ballard, D., and Brown, C. (1993) Principles of animate vision. In Aloimonos, Y., ed.,Active Perception. 245—282. Hillsdale, NJ: Lawrence Erlbaum Associates.Bhandaru, M.K., and Murty, M.N. (1991) Incremental learning from examples using HC-expressions. Pattern Recognition 24.4:273—282.Blake, A.; Isard, M.; and Reynard, D. (1995) Learning to track the visual motion ofcontours. Artificial Intelligence 78:179—192.Bloedorn, E.; Wnek, J.; Michalski, R.S.; and Kaufman, K. (1993) AQ17 � Amultistrategy learning system: the method and user�s guide. Reports of the MachineLearning and Inference Laboratory, MLI 93—12. Machine Learning and InferenceLaboratory, George Mason University, Fairfax, VA.Bloedorn, E.; Mani, I.; and MacMillan, T.R. (1996) Machine learning of user profiles:representational issues. AAAI-96, 433—438..Bloedorn, E., and Michalski, R.S. (1996) ELA: the email learning agent. Reports of theMachine Learning and Inference Laboratory, MLI 96—7. Machine Learning andInference Laboratory, George Mason University, Fairfax, VA.Blum, A. (1995) Empirical support for Winnow and Weighted-Majority based algorithms:results on a calendar scheduling domain. Proceedings of the Twelfth InternationalConference on Machine Learning, 64—72.Chen, H.; Houston, A.; Nunamaker, J.; and Yen, J. (1996) Toward intelligent meetingagents. IEEE Computer 29.8:62—70.Clyde, S.; Zhang, J.; and Yao, C. (1995) An object-oriented implementation of adaptiveclassification of job openings. Proceedings of the 11th Conference on ArtificialIntelligence for Applications, 9—16.

110Cobb, H.G., and Grefenstette, J.J. (1993) Genetic algorithms for tracking changingenvironments. Proceedings of the Fifth International Conference on GeneticAlgorithms, 523—530.Cohen, L.J. (1977) The probable and provable. Oxford: Oxford University Press.Cohen, L.J. (1989) An introduction to the philosophy of induction and probability.Oxford: Clarendon Press.Cohen, W.W. (1994) Incremental abductive EBL. Machine Learning 15:5—24.Dasgupta, D., and McGregor, D.R. (1992) Nonstationary function optimization using thestructured genetic algorithm. In M�nner, R., and Manderick, B., eds., ParallelProblem Solving from Nature, 2:145—151. The Netherlands: Elsevier Science.Davis, J. H. (1981) CONVART: a program for constructive induction on time dependentdata. Master�s Thesis. Department of Computer Science, University of Illinois atUrbana-Champaign, Urbana, IL.Denning, D.E. (1987) An intrusion-detection model. IEEE Transactions on SoftwareEngineering SE-13.2 (February) 222—232.Duric, Z.; Fayman, J.A.; and Rivlin, E. (1996) Function from motion. IEEE Transactionson Pattern Analysis and Machine Intelligence 18.6:579—591.Feigenbaum, E.A. (1963) The simulation of verbal learning behavior. In Feigenbaum,E.A., and Feldman, J., eds., Computers and Thought, 297—309. McGraw-Hill:New York, NY.Fisher, R. (1936) The use of multiple measurements in taxonomic problems. Annuals ofEugenics 7:179—188.Fisher, D. (1987) Knowledge acquisition via incremental conceptual clustering. MachineLearning 2:139—172.Freivalds, R.; Kinber, E.; and Smith, S.H. (1995) On the impact of forgetting on learningmachines. Journal of the ACM 42.6:1146—1168.Frisch, fi (1991) Essential system administration. Sebastopol, CA: O�Reilly & Associates.Gennari, J.H.; Langley, P.; and Fisher, D. (1989) Models of incremental conceptformation. In Carbonell, J.G., ed., Machine Learning: Paradigms and Methods.11—61. Elsevier Science: Amsterdam.Grefenstette, J.J. (1992) Genetic algorithms for changing environments. In M�nner, R.,and Manderick, B., eds., Parallel Problem Solving from Nature, 2:137—142. TheNetherlands: Elsevier Science.Gross, K.P. (1988) Incremental multiple concept learning using experiments. Proceedingsof the Fifth International Conference on Machine Learning, 65—72.

111Hirsh, H. (1994) Generalizing version spaces. Machine Learning 17:5—46.Hong, J.; Mozetic, I.; and Michalski, R.S. (1986) AQ15: incremental learning of attribute-based descriptions from examples, the method and user�s guide. Technical ReportUIUCDCS-F-86-949. Department of Computer Science, University of Illinois atUrbana-Champaign, Urbana, IL.Iba, W.; Woogulis, J.; and Langley, P. (1988) Trading simplicity and coverage inincremental concept learning. Proceedings of the Fifth International Conference onMachine Learning, 73—79.Keppel, G.; Saufley, W.H.; and Tokunaga, H. (1992) Introduction to design and analysis,2nd ed. New York, NY: W.H. Freeman.Kerber, R. (1992) ChiMerge: discretization of numeric attributes. AAAI-92. 123—128.Kibler, D., and Aha, D.W. (1987) Learning representative exemplars of concepts: an initialcase study. Proceedings of the Fourth International Workshop on MachineLearning, 24—30.Krizakova, I., and Kubat, M. (1992) FAVORIT: concept formation with aging ofknowledge. Pattern Recognition Letters 13:19—25.Kubat, M., and Krizakova, I. (1992) Forgetting and aging of knowledge in conceptformation. Applied Artificial Intelligence 6:195—206.Lebowitz, M. (1986) Concept learning in a rich input domain: generalization-basedmemory. In: Michalski, R.S.; Carbonell, J.G.; and Mitchell, T.M., eds., MachineLearning: An Artificial Intelligence Approach, Vol. II, 193—214. Tioga: Palo Alto,CA.Lee, W.D., and Ray, S.R. (1986) Rule refinement using the probabilistic rule generator.AAAI-86, 442—447.Lim, J.; Lui, H.; and Wang, P. (1992) A framework for integrating fault diagnosis andincremental knowledge acquisition in connectionist expert systems. AAAI-92, 159—164.Littlestone, N. (1989) Mistake bounds and logarithmic linear-threshold learningalgorithms. Ph.D. Dissertation, University of California, Santa Cruz.Littlestone, N. (1991) Redundant noisy attributes, attribute errors, and linear-thresholdlearning using Winnow. Proceedings of the 4th Annual Workshop onComputational Learning Theory, 147—156.Littlestone, N., and Warmuth, M.K. (1994) The Weighted Majority Algorithm.Information and Computation 108.2 (February) 212—261.Maes, P. (1994) Agents that reduce work and information overload. Communications ofthe ACM 37.7 (July) 31—40.

112Maloof, M.A., and Michalski, R.S. (1995a) A partial memory incremental learningmethodology and its application to intrusion detection. Proceedings of the 7th IEEEInternational Conference on Tools with Artificial Intelligence, 392—397.Maloof, M.A., and Michalski, R.S. (1995b) A partial memory incremental learningmethodology and its application to intrusion detection. Reports of the MachineLearning and Inference Laboratory, MLI 95—2. Machine Learning and InferenceLaboratory, George Mason University, Fairfax, VA.Maloof, M.A., and Michalski, R.S. (1995c) Learning evolving concepts using a partialmemory approach. Working Notes of the 1995 AAAI Fall Symposium on ActiveLearning, 70—73.Maloof, M.A., and Michalski, R.S. (1995d) Learning symbolic descriptions of 2D shapesfor object recognition in x-ray images. Proceedings of the 8th InternationalSymposium on Artificial Intelligence, 124—131.Maloof, M.A., and Michalski, R.S. (1996) Learning symbolic descriptions of shape forobject recognition in x-ray images. Expert Systems with Applications, (in press).Maloof, M.A.; Duric, Z.; Michalski, R.S.; and Rosenfeld, A. (1996) Recognizing blastingcaps in x-ray images. Proceedings of the 1996 Image Understanding Workshop,1257—1261.Markovitch, S., and Scott, P.D. (1988) The role of forgetting in learning. Proceedings ofthe Fifth International Conference on Machine Learning, 459—465.Mehler, G.; Bentrup, J.; and Riedesel, J. (1986) INDUCE 4: a program for incrementallylearning structural descriptions from examples. Technical Report, Department ofComputer Science, University of Illinois, Urbana, IL.Merz, C.J., and Murphy, P.M. (1996) UCI repository of machine learning databases[http://www.ics.uci.edu/~mlearn/MLRepository.html]. Department of Informationand Computer Science, University of California, Irvine.Michalski, R.S. (1969) On the quasi-minimal solution of the general covering problem.Fifth International Symposium on Information Processing, A3:125—128.Michalski, R.S. (1973) AQVAL/1 � computer implementation of a variable-valued logicsystem VL1 a n d e x a m p l e s o f i t s a p p l i c a t i o n t o p a t t e r n r e c o g n i t i o n . F i r s t InternationalJointConferenceonPatternRecognition, 3—17.Michalski, R.S. (1980) Pattern recognition as rule-guided inductive inference. IEEETransactions on Pattern Analysis and Machine Intelligence 2.4:349—361.Michalski, R.S. (1983) A theory and methodology of inductive learning. In Michalski,R.S.; Carbonell, J.; and Mitchell, T.M., eds., Machine Learning: An ArtificialIntelligence Approach, Vol. I, 83—134. Los Altos, CA: Morgan Kaufmann.

113Michalski, R.S. (1985) Knowledge repair mechanisms. Proceedings of the ThirdInternational Machine Learning Workshop, 116—119.Michalski, R.S. (1994) Inferential Theory of Learning: developing foundations formultistrategy learning. In Michalski, R.S., and Tecuci, G., eds., MachineLearning: A Multistrategy Approach, Vol. IV, 3—61. San Francisco, CA: MorganKaufmann.Michalski, R.S. (1996) Personal communication.Michalski, R.S., and Chilausky, R.L. (1980) Learning by being told and learning fromexamples: an experimental comparison of two methods of knowledge acquisition inthe context of developing an expert system for soybean disease diagnosis.International Journal of Policy Analysis and Information Systems 4.2:125—161.Michalski, R.S., and Larson, J.B. (1978) Selection of most representative trainingexamples and incremental generation of VL1 h y p o t h e s e s : t h e u n d e r l y i n g methodology and the description of programs ESEL and AQ11. Technical Report867, Department of Computer Science, University of Illinois, Urbana, IL.Michalski, R.S., and Larson, J.B. (1983) Incremental generation of VL1 hypotheses: theunderlying methodology and the description of program AQ11. Technical ReportU I U C D C S - F - 8 3 - 9 0 5 , D e p a r t m e n t o f C o m p u t e r S c i e n c e , U n i v e r s i t y o f I l l i n o i s , Urbana, IL.M i t c h e l l , T . ; C a r u a n a , R . ; F r e i t a g , D . ; M c D e r m o t t , J . ; a n d Z a b o w s k i , D . ( 1 9 9 4 ) Experience with a Learning Personal Assistant. Communications of the ACM 37.7(July) 81—91.Nevins, A.J. (1995) A branch and bound incremental conceptual clusterer. MachineLearning 18:15—22.O�Rorke, P. (1982) A comparative study of inductive learning systems AQ11 and ID3.Intelligent Systems Group Report 82-2. Department of Computer Science,University of Illinois, Urbana.Pitas, I.; Milios, E.; and Venetsanopoulos, A.N. (1992) A minimum entropy approach torule learning from examples. IEEE Transactions on Systems, Man, and Cybernetics22.4 (July/August) 621—635.Reinke, R.E. (1984) Knowledge acquisition and refinement tools for the ADVISE META-EXPERT system. Master�s Thesis. University of Illinois, Urbana, IL.Reinke, R.E., and Michalski, R.S. (1988) Incremental learning of concept descriptions: amethod and experimental results. In Hayes, J.E.; Michie, D.; and Richards, J.,eds., Machine Intelligence 11, 263—288. Oxford: Clarendon Press.Rumelhart, D.E.; Hinton, G.E.; and Williams, R.J. (1986) Learning internalrepresentations by error propagation. In Rumelhart, D.E., and McClelland, J.L.,eds., Parallel Distributed Processing: Explorations in the Microstructure ofCognition, Vol. 1, 318—362. Cambridge MA: MIT Press.

114Sablon, G.; De Raedt, L.; and Bruynooghe, M. (1994) Iterative version spaces. ArtificialIntelligence 69:393—409.Sablon, G., and De Raedt, L. (1995) Forgetting and compacting data in concept learning.IJCAI-95, 432—438.Salganicoff, M. (1993) Density-adaptive learning and forgetting. Proceedings of the TenthInternational Conference on Machine Learning, 276—283.Salganicoff, M.; Ungar, L.H.; and Bajcsy, R. (1996) Active learning for vision-basedrobot grasping. Machine Learning 23:251—278.Schlimmer, J.C., and Fisher, D. (1986) A case study of incremental concept induction.AAAI-86, 496—501.Schlimmer, J.C., and Granger, R.H. (1986) Beyond incremental processing: trackingconcept drift. AAAI-86, 502—507.Schlimmer, J.C. (1987a) Concept acquisition through representational adjustment. Ph.D.Dissertation, University of California, Irvine.Schlimmer, J.C. (1987b) Incremental adjustment of representations for learning.Proceedings of the Fourth International Workshop on Machine Learning, 79—90.Schum, D.A. (1994) The evidential foundations of probabilistic reasoning. New York,NY: John Wiley & Sons.Tecuci, G., and Kodratoff, Y. (1990) Apprenticeship learning in imperfect domaintheories. In Kodratoff, Y., and Michalski, R.S., eds., Machine Learning: AnArtificial Intelligence Approach, Vol. III, 514—551. San Mateo, CA: MorganKaufmann.Thrun, S.B., et al. (1991) The MONK�s problems: a performance comparison of differentlearning algorithms. Computer Science Reports, CMU-CS-91-197. Department ofComputer Science, Carnegie-Mellon University, Pittsburgh, PA.Thrun, S., and Mitchell, T.M. (1995) Learning one more thing. IJCAI-95, 1217—1223.Torgo, L. (1993) Controlled redundancy in incremental rule learning. Proceedings of theEuropean Conference on Machine Learning, 185—195.Utgoff, P.E. (1988) ID5: an incremental ID3. Proceedings of the Fifth InternationalConference on Machine Learning, 107—120.Utgoff, P.E. (1989) Improved training via incremental learning. Proceedings of the SixthInternational Workshop on Machine Learning, 362—365.Watanabe, L., and Elio, R. (1987) Guiding constructive induction for incremental learningfrom examples. IJCAI-87, 293—296.

115Weiss, S.M., and Kulikowski, C.A. (1992) Computer systems that learn: classificationand prediction methods from statistics, neural nets, machine learning and expertsystems. San Mateo, CA: Morgan Kaufmann.Widmer, G. (1989) An incremental version of Bergadano & Giordana�s IntegratedLearning Strategy. Proceedings of the Fourth European Working Session onLearning, 227—238.Widmer, G. (1996a) On-line metalearning in changing contexts: MetaL(B) and MetaL(IB).Proceedings of the Third International Workshop on Multistrategy Learning, 217—228.Widmer, G. (1996b) Personal communication.Widmer, G., and Kubat, M. (1996) Learning in the presence of concept drift and hiddencontexts. Machine Learning 23:69—101.Winston, P.H. (1975) Learning structural descriptions from examples. In Winston, P.H.,ed., The Psychology of Computer Vision. New York, NY: McGraw Hill.Wnek, J. (1996) Personal communication.Wnek, J.; Kaufman, K.; Bloedorn, E.; and Michalski, R.S. (1995) Selective inductionlearning system AQ15c: the method and user�s guide. Reports of the MachineLearning and Inference Laboratory, MLI 95—4. Machine Learning and InferenceLaboratory, Department of Computer Science, George Mason University, Fairfax,VA.

116Appendicies

117Appendix A:Learning Parametersfor the Computer Intrusion Detection ProblemAQ parametersrun mode ambig trim wts maxstar echo criteria verbose test1 ic pos gen cpx 10 pv default 1 mAQ-PM parametersrun learning mode ambig trim wts maxstar echo1 partial ic pos gen cpx 10 pvcriteria verbose useinhypos intersect update forget testdefault 1 yes borders accum off mGEM parametersrun mode ambig trim wts maxstar echo criteria increment full1 ic pos gen cpx 10 pv default 10 yAQ11 parametersrun mode ambig trim wts maxstar echo criteria increment full1 ic pos gen cpx 10 pv default 10 n

118Appendix B:Learning Parametersfor the Email Learning Agent (ELA) ProblemAQ parametersrun maxstar mode trim echo ambig wts test1 10 ic gen pv empty cpx mAQ-PM parametersrun learning mode ambig trim wts maxstar echo1 partial ic pos gen cpx 10 pvcriteria verbose useinhypos intersect update forget testdefault 1 no borders accum off m

119Appendix C:Learning Parametersfor the Blasting Cap Detection ProblemAQ parametersrun maxstar mode trim echo ambig wts test1 10 ic gen pv empty cpx mAQ-PM parametersrun learning mode ambig trim wts maxstar echo1 partial ic empty gen cpx 10 pvcriteria verbose useinhypos intersect update forget testdefault 1 yes borders accum off mGEM parametersrun maxstar mode trim echo ambig wts increment full1 10 ic gen pv empty cpx 10 yAQ11 parametersrun maxstar mode trim echo ambig wts increment full1 10 ic gen pv empty cpx 10 n

120Appendix D:Learning Parametersfor the STAGGER ConceptsAQ parametersrun mode ambig trim wts maxstar echo criteria verbose test1 ic pos gen cpx 10 pv default 1 mAQ-PM parametersrun learning mode ambig trim wts maxstar echo1 partial ic recent gen cpx 10 pvcriteria verbose useinhypos intersect update forget testdefault 1 no borders accum t50 m

121Curriculum VitaeMarcus A. Maloof was born on 3 February 1996 in Ducktown, Tennessee. Aftergraduating from Fannin County Comprehensive High School, located in Blue Ridge,Georgia, in 1984, Mark attended the University of Georgia in Athens. He completed aBachelor of Science degree in Computer Science in 1989 and a Master of Science degree inArtificial Intelligence in 1992. His Master�s thesis, under the direction of Krys Kochut,dealt with incorporating temporal reasoning mechanisms into a production system. Afterarriving at George Mason University in Fairfax, Virginia, in the Fall of 1992, Mark spentthree semesters teaching introductory computer science courses. In the Fall of 1993, hebecame a research assistant in the Machine Learning and Inference Laboratory and beganworking with Ryszard Michalski. In the Fall of 1994, Mark taught the senior-levelintroductory Artificial Intelligence course at Georgetown University. While at the MachineLearning and Inference Laboratory, Mark investigated how machine learning methodsapply to problems in computer vision, in particular, to the problem of shape recognition.He was also interested in the development and study of systems that learn over time. Thisdissertation was defended publicly on 25 November 1996.