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How Did Bitcoin/Blockchain Born?
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Entirely new invention?

Blockchain’s today and 
tomorrow are scholars of 
yesterday.



Chronology Before Bitcoin
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Where the Data Structure of Blockchain Came From…  (1990)
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But needs centralized server(s)
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Hysteresis Signature was Invented in Japan (2002)
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Waseda Univ., 
Yokohama National 
Univ., Tokyo Denki 
Univ. and Hitachi Ltd. 
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Privacy against Government
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Clipper Chip by NSA (1993-1996): A encryption/
decryption chip 
- US Government can decrypt.

Export control of cryptography (-2000) 

PRISM: Surveillance by NSA
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Financial Cryptography Conference

7]Shin’ichiro Matsuo, Ph..D.

Usually is held in Caribbean 
Islands

1st conference (1997) was held 
in Anguilla.

Free from export control of 
cryptography

Tax Haven

Initiated by Cypherpunk
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Privacy Enhancing Technologies
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Blind Signature Mix-Net/Tor

Group Signature/Ring Signature Multi Party Computation
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History of Research on Digitalized Cash (90s)
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Stephan BrandsDavid Chaum

Visa Cash MONDEX
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Internet Cash by Bank of Japan and NTT (1997-2000)
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Bank of 
Japan

Bank A Bank B

User 1 User 2

•Implement “Cash” issued by 
the “Bank of Japan”

•Transferable thorough e-mail 
attachment

•Multi-currency
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Ideal Digitalized Cash vs. Practical Digital Payment
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Bank of 
Japan

Bank A Bank B

User 1 User 2

Anonymous 
Offline payment 
Transferable  
Open-loop  
Heavy cryptography

Issuer
TTP

User Merchant
Smart Card

Refill

Payment

Settlement

Ledger

Terminal

Transaction Identified  
Online payment 
Non-Transferable  
Closed-loop  
Lighter Processing
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Add Cost to Attack: Cryptographic Puzzle
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Originally, was proposed to 
prevent Denial of Services (DoS) 
and spam mails (1993).

This idea is utilized in Proof of 
Work of Bitcoin.

Game theoretical nature in 
Bitcoin: 

Cost to attack vs. cost for future 
reward
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Cryptography and Game Theory (2002-)
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Sealed-bid Auction

Vickrey Auction and (M+1) - price 
auction

Dynamic Programming and 
combinatorial auction

A class of Pareto Optimal
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Decentralized Communication: The Internet and P2P
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Resilient against fault and 
malicious activities

No one need to and can govern 
entire system.

Sharing small trust and 
responsibility to maintain the 
system
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Bitcoin: Perfect Mix of Past Movements!
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Modern 
Cryptography

Privacy against 
GovernmentDigitalized Cash

Cost and Game 
Theory

Decentralization 

Mixing merits of past 
history of technology 
development.
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Inheritance in Technology Development
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Merits of technologies

Defects of technologies
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Operation of Cryptography
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Key management:
Cryptography is a tool to transform 
the problems of  confidentiality, 
authenticity and integrity to key 
management.

All nodes have responsibility:
Securely manage the key
Security against cyber attack 

Secure design of a system based 
on cryptography
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Compromise of Cryptography
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Increase of computational power of 
adversary

Need to extend key length

Finding vulnerability of cryptographic 
algorithm

Case of SHA1

Need transition of underlying 
cryptography

Long-term Signature (ETSI standard)
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表 12  鍵長に応じたふるい処理の推測（単位: AMD Athlon 64 2.2GHz ×年） 

ビット数 768 1024 1536 2048

実メモリに制約（2GB RAM）がある

場合 
1108 8.4×106 4.5×1012 25×1016 

ふるい処理に関するパラメータ選択を

より改善した場合の見積もり 
- 2.8×106 0.92×1012 4.4×1016 

 

実メモリにそれほど制約がない場合の

見積もり 
- 1.05×106 0.18×1012 0.4×1016 

 

 

出典 ｢暗号技術監視委員会報告｣ CRYPTREC Repot 2006  

(7)まとめ 

ふるい処理の推測を FLOPS へ変換し、鍵長ごとのふるい処理を完了するのに要求さ

れる処理性能と計算機の性能の伸びをまとめると、図 15のような結果が得られる。こ

のことから 2012～2018 年の間に 1 年間でふるい処理を完了することがわかる。 

この結果 CRYPTREC Report においては、危殆化の要因を計算機性能の向上による場

合に懸念はないと結論付けている。 

 
出典: ｢暗号技術監視委員会報告｣ CRYPTREC Repot 2006 

図 15  1 年間でふるい処理を完了するのに要求される処理性能の予測 

図 15による危殆化の予測は鍵長ごとのふるい処理時間の理論値と計算機能力向上の

予想値から得られる性能評価処理量評価から得られるものである。 

Application to Blockchain is to appear in 
ICCCN, next week. Blockchain’s today and 

tomorrow are scholars of 
yesterday.



Difficulty of Long-term Assurance: Time-stamp Business

19]Shin’ichiro Matsuo, Ph..D.

Cannot stop even if the business is 
not profitable

In the case of public blockchain?

Can we maintain enough number of 
blockchain nodes for a long term?
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Understanding Redundancy of De-centralization
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A mechanism for de-centralization is 
redundant.

In the Internet, the same packet is 
resent when the original packet is 
lost.

In the Blockchain, all nodes should 
execute chatty protocol and store 
the same and huge data.
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Horizontal vs and Vertical
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• Horizontal: extend the possibility of 
technology, combination and 
business 
ex.) The Internet, Blockchain, 
Layering and standardization  

• Vertical: provides stable system 
and better UX
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An Article before the Internet
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An Article before the Internet (cont)
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An article before the Internet (cont)
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BSafe.network: Plays the Same Role as 
NSFNet and BSD
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• A neutral, stable and sustainable research test network 
for Blockchain technology by international universities. 

• Founded by me and Pindar Wong in March 2016. Each 
university becomes a blockchain node.

• Research on Blockchain and its applications
• Not limited to Security. All aspects will be researched.
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• Neutral platform 
• de-anchored trust of  

Blockchain network 
• More nodes (with 

Neutrality) 
• Testbed for academic 

research

]Shin’ichiro Matsuo, Ph..D.Blockchain’s today and 
tomorrow are scholars of 
yesterday.



22 International Universities Already Join and We Add More… 
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MIT 
Boston Univ 
Georgetown  

Duke  
Univ. Illinois 

St. Mary’s Law

Univ. of Tokyo  
Keio Univ. 
Toho Univ. 

Ritsumeikan Univ.

SIM Univ.

Newcastle Univ. 
Imperial College London  

Cambridge

ETHZurich  
EPFL

Univ. of 
Nicosia

Univ. 
Autonoma de 

Barcelona

Univ. of Cape 
Coast

University 
of British 
Columbia

Indian 
Statistical 
Institute

Telecom Sud 
Paris
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BASE (Blockchain Academic Synergized Environment) 
Alliance
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BASE Alliance

Industry-
University 

Cooperation  
A 

Industry-
University 

Cooperation  
B

…

Open and neutral alliance of 
Industry-University cooperation

Joint research, development, 
experiment

Initiated by the University of Tokyo 
and Keio University

Launch: July 24, 2017
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Blockchain’s today and tomorrow are scholars 
of yesterday. Visiting yesterday is a source of 
promising tomorrow.
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