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How Did Bitcoin/Blockchain Born?

Entirely new invention?
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Chronology Before Bitcoin
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Decentralization The Internet P2P network
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Where the Data Structure of Blockchain Came From... (1990)
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But needs centralized server(s)
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Hysteresis Signature was Invented in Japan (2002)

Waseda Univ.,

Yokohama National
Document 1 @Document 2 gDocument 3 [Document 4 EEEUIT\"ATe] /s WBI=Tgl(

Univ. and Hitachi Ltd.

Needs
centralized
server(s)
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Privacy against Government

Export control of cryptography (-2000)
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Clipper Chip by NSA (1993-1996): A encryption/
decryption chip
- US Government can decrypt.

PRISM: Surveillance by NSA
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Financial Cryptography Conference

4 ifca.ai C n

Usually is held in Caribbean
Islands

WORKSHOP CONFERENCE

Feb17 -Feb21 Feb 24 - Feb 28

“po| g 1#e N 1st conference (1997) was held
Register Register yry q = 1N Angl.“”a.

Securely Securely
Register Non- Register Non-
SSL SSL

e Free from export control of

Financial Cryptography 97 will be held in Anguilla at the Interlsland Hotel's | C ry pto g ra p h y
Conference Room. ok %
o L\RRAY

There are several ways to travel to Anguilla. For the conference we recommend a few Ay,

places to stay. ‘ TaX H ave n

The conference is still looking for more sponsors.

You can get on the fc97 mailing list by sending email to fc97-request@offshore.com.ai with the

subject"subsrie’. Initiated by Cypherpunk

Questions can be sent to Vince Cate at vince@offshore.com.ai or Robert Hettinga at rah@shipwright.com.
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Privacy Enhancing Technologies
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Blind Signature Mix-Net/Tor
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Group Signature/Ring Signature Multi Party Computation
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History of Research on Digitalized Cash (90s)

Visa Cash MONDEX
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Internet Cash by Bank of Japan and NTT (1997-2000)
Japan
AR

‘Implement “Cash” issued by

the “Bank of Japan”
* Transferable thorough e-maill
attachment

‘Multi-currency
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ldeal Digitalized Cash vs. Practical Digital Payment
1T

P
Ledger
Issuer A

Retill / Vettlement wnon iﬂﬂ"ﬂfﬂ
Payment
.quIHEiHI Terminal

Anonymous Transaction ldentified
Offline payment Online payment
Transferable Non-Transferable
Open-loop Closed-loop

Heavy cryptography Lighter Processing
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Add Cost to Attack: Cryptographic Puzzle

Originally, was proposed to
prevent Denial of Services (DoS)
and spam mails (1993).

1. request service
This idea is utilized in Proof of Q " 3 challenge :)2- choose %O
Work of Bitcoin. = _ -

Game theoretical nature in / \ ganseniee :)G'VG“W )
BitCOi n- Client Server

Cost to attack vs. cost for future
reward
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Cryptography and Game Theory (2002-)

Sealed-bid Auction

Vickrey Auction and (M+1) - price
auction

Dynamic Programming and
combinatorial auction

A class of Pareto Optimal
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Decentralized Communication: The Internet and P2P

Resilient against fault and
malicious activities

No one need to and can govern
entire system.

Sharing small trust and

responsibility to maintain the
system
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Bitcoin: Perfect Mix of Past Movements!

MY FAMILY TREE

-[ Digitalized Cash Privacy against Mleng merits of paSt
Government history of technology
B — development.

Decentralization
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Inheritance in Technology Development

Merits of technologies

Defects of technologies
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Operation of Cryptography

Key management:
Cryptography is a tool to transform
the problems of confidentiality,

authenticity and integrity to key
management.

All nodes have responsibplility:
Securely manage the key ——

Security against cyber attack
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Secure design of a system based
on cryptography
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Compromise of Cryptography

Increase of computational power of
adversary

Need to extend key length

Finding vulnerability of cryptographic
algorithm

Case of SHAT

Need transition of underlying
cryptography

Long-term Signature (ETSI standard)

Application to Blockchain is to appear in

ICCCN, next week.
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Difficulty of Long-term Assurance: Time-stamp Business

Cannot stop even if the business is
not profitable

In the case of public blockchain? LLong QT@T M
ASsurance
Can we maintain enough number of Paying for Long Term Care

blockchain nodes for a long term?
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Understanding Redundancy of De-centralization

A mechanism for de-centralization is
redundant.

In the Internet, the same packet is

resent when the original packet is l LOVE

lost REDUNDANCY

In the Blockchain, all nodes should
execute chatty protocol and store
the same and huge data.
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Horizontal vs and Vertical

- Horizontal: extend the possibility of
technology, combination and

business Vertical
ex.) The Internet, Blockchain, 3
Layering and standardization Horizontal
| | Integration 7woe Wedets for
- Vertical: provides stable system Corporate Growth

and better UX
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An Article before the Internet

tomorrow are scholars of
yesterday.
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An Article before the Internet (cont)
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An article before the Internet (cont)
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BSafe.network: Plays the Same Role as
NSFNet and BSD

- A neutral, stable and sustainable research test network
for Blockchain technology by international universities. BSafe

- Founded by me and Pindar Wong in March 2016. Each network
university becomes a blockchain node.

- Research on Blockchain and its applications
- Not limited to Security. All aspects will be researched.

* Neutral platform
« de-anchored trust of

Blockchain network
» More nodes (with

Neutrality)

« Testbed for academic
research
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22 International Universities Already Join and We Add More...
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BASE (Blockchain Academic Synergized Environment)
Alliance

Open and neutral alliance of ALLIANCE

Industry-University cooperation

Joint research, development, BASE Alliance
experiment

Initiated by the University of Tokyo
and Keio University Industry- Industry-
University University

Launch: July 24, 2017 Cooperation Cooperation
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Blockchain’s today and tomorrow are scholars
of yesterday. Visiting yesterday Is a source of
promising tomorrow.

ooooooooooooooooooooo
yyyyyyyyyy



