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	 Project Description: There are many existing network simulation and research tools. Many of them focus on layer 2 and 3 network effects. However, an increasingly large amount of distributed software operates at the application layer through overlay networks where protocol effects are less important but network dynamism presents real challenges. For applications of this type, the research focus is on how the network affects application behavior rather than the details of how the application interacts with the network. Many of the existing network experimentation tools fall into the category of network testbeds or network simulators. Testbeds are versatile and very powerful, but come with very high infrastructure and maintenance costs. On the other hand, network simulators tend to use abstractions for network behavior, which can make it difficult to evaluate the corner cases that many security issues stem from. 
There is a third class of network experimentation platforms, network emulators, which provide a fake network to actual applications running on a host. These present a number of advantages for security research because no modification is needed for the application to be run. However, most network emulators are old or no longer actively developed, and most importantly, do not allow modification to the network characteristics or routing while in operation. This project seeks to develop a new network emulation platform that alleviates these issues.

	 Experimental plan: Two phases are anticipated for this project. The first phase is to develop the core module that provides the fake network layer and the control plane that provides interfaces for dynamic changes of the network. As part of this phase a series of experiments and evaluations will be performed to assess the reliability, stability, and accuracy of the system. 
The second phase, contingent upon the success of Phase 1, will seek to distribute the system to allow increased scalability through horizontal network scaling. This will require modifications to the core network emulation module and the control tool chain.

	 Related work elsewhere: Network emulation has been used in a number of research papers focusing on the Tor network, a distributed application that forms an onion-routing anonymity network. The network emulator used in these research efforts is the ModelNet emulator, originally proposed in 2002. There are a number of other projects that seek to be able to model real-world behavior in networked applications, including the recently proposed Shadow discrete event simulator.
The class of network simulators that use application abstractions rather than actual binaries is large. The most commonly known include OPNet and NS-3.

	 How this project is different: Unlike OPNet and NS-3, this project seeks to build a network experimentation platform that can run real-world application binaries. It seeks to extend the concept of a platform like ModelNet by enabling dynamism in the network while in operation. 

	 Milestones for the current proposed year: 
· Develop the core network emulation module.

· Evaluate the accuracy and reliability of core networking function.

· Enable dynamic modification of network state during emulator operation.

· Develop topology and network control tool chain
 

	 Deliverables for the current proposed year: 
· Architecture Document

· Source Code

· Core Networking Module

· Control Tool Chain

· Accuracy and Viability Evaluation Report

	 How the project may be transformative and/or benefit society: 
This project could potentially provide a low-cost platform for evaluation of distributed network application behavior.

	 Research areas of expertise needed for project success: 
Networking, Kernel Development

	 Potential Member Company Benefits: 

	Progress to Date: 
· Surveyed comparable applications and tools 
· Gained preliminary understanding about venues for controlling and re-routing network packets
· Developed initial design for internal network state representation.


	Estimated Start Date:  
	Estimated Knowledge Transfer Date:


The Executive Summary is used by corporate stakeholders in evaluating the value of their leveraged investment in the center and its projects.  It also enables stakeholders to discuss and decide on the projects that provide value to their respective organizations. Ideally, the tool is completed and shared in advance of IAB meetings to help enable rational decision making. 
