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Abstract

Recentnetwork denial-of-serviceattacks have brought
aboutawarenesof the vulnerability of increasinglyim-
portantnetwork services. While denial of serviceis not
a new problem,and someof the network aspectof de-
nial of servicehave beenaddressedhereis currentlyno
unifying definition of what constitutesnetwork denial of
service. The goal of this paperis to proposea definition
of network denialof service andto demonstrata simple
network modelthat canbe usedto constructa taxonomy
of network denial-of-servicattacks.This taxonomypro-
videsameangf cateyorizingexisting attacksanddemon-
stratinghow future attacksmight be constructedaswell
asproviding asimpleapreciseway of describingattacks.

1

While membersof the researchcommunity have long
beenaware of the existenceof network denial-of-service
(NDoS) attacksthe problemis underrepresente¢h aca-
demicliterature.Indeed no explicit definitionof network
denial-of-serviceseemsto exist. Different authors,ei-
therin presentingpossibleattacksor examiningrealones,
have identifieda numberof differentmethodsof derying
serviceacrosghe network. Someauthorsview denial-of-
serviceattackssolely asan attacler's consumptiorof re-
sourceghatpreventslegitimateusersrom usingthosere-
sourceg31, 23]. Otherspresentttacksthatdery service
by causingnetwork devicesrequiredfor pacletdeliveryto
functionincorrectly[11]. Still otherspreseniattacksthat
canresultin denialof servicewheninformationrequired
for properoperationis corruptedor not available[4, 37].
While eachof theseattacksclearly resultin servicesbe-
ing denied,they seemonly relatedin results,ratherthan
in structure.

The purposeof this paperis to proposea definition of
whatconstitutesa network denial-of-servicattack.andto
put forth for consideratiora simpletaxonomyof denial-
of-serviceattacksthat both includesknown attacksand
shavs wherenew attacksmaybediscovered.

The next sectionpresentsa more detailedoverview of
work in the area. Section3 presentsa model of the net-
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work including its constituentdevices andthe resources
they provide, andis followed in Section4 with related
work on denial of serviceas it hasbeencharacterized
within a single system. Section5 containsthe proposed
definition of network denialof serviceandthe taxonomy
of possibleattacks.

2 Background

Each published view of network denial-of-serviceis
someavhat different. Someauthorsview the problemin
termsof resourceconsumptionandthis primarily at end
systemsratherthan in network devices. Other authors
examinethe effectsof the propagatiorof incorrectinfor-
mation, suchasbadaddressesr routing updatespor the
effects of network devicesthatdo not follow the proper
protocolfor their operation.

The widely publicizeddistributed denial-of-serviceat-
tacksagainstYyahooandothermajoron-linecompaniesn
Februaryof 2000 were not the first suchattacksagainst
commercialsitesto take place acrossthe Internet. As
earlyas1996,somelnternetserviceproviderswerebeing
affectedby a network denial-of-serviceattackknown as
SYNflooding NDoScontinuedo beaproblemtoday[26]

In aSYN floodingattack,anattacler sendsconnection
requestpaclets, known as SYN paclets, to a particular
hostandservice. Thesepacketsconsumememoryat the
victim asit muststoreinformationfor eachpendingre-
guest.The amountof memorydedicatedo storinginfor-
mationaboutpendingconnectionsvasoftenfairly small,
soit waseasyfor anattacler to disruptnormaloperation
of the system.Afull descriptionand solutionfor this at-
tack was publishedby Schuba,et al [31]. This attack
worked by consuminga specificlimited resourcein the
endhost: the amountof memoryavailableto storecon-
nectionrequests.

Meadavs was the first to attemptto formalize net-
work denial-of-serviceattacks basedon resourcecon-
sumption[23]. This work examinedthe ability of an
attackingsystemto sendmessageshat would resultin
resourceconsumptionby the recipient, and proposeda
frameawork for protocoldesignergo follow to determine



thetoleranceof their protocolto denial-of-servicattacks.
Meadav's modelfocusesprimarily on the costsof proto-
colsthatareincurredbetweerendsystemsandshouldbe

useful for examining protocolsthat operateat the high-

estlayer of the network. While it doesnot focuson at-

tacksthat canconsumeesourcesn devicesthat provide

network-level servicessuchassimplepacletforwarding,
it also seemsthat the model could be easily adaptedto

demonstratehe efficacy of suchattacks. It is not clear,

though,that the type of solution proposedor designing
protocolscould be easily appliedto lower network lev-

els, giventhatnetwork devicesarenot really participants
in atwo-way, higherlevel communication.Additionally,

while the notion of costis usedto goodeffect, the model
doesnot attemptto definewhat the costsactually might

bein an actualnetwork, in termsof what resourcesare
availablefor consumption.

Otherwork has examineddifferenttypes of network
denial-of-servicethat are not basedon consumingre-
sources.Insteadthe denial of serviceaspectsarisefrom
the corruptionor unavailability of informationneededor
properprovision of service,or from improperfunction of
thenetwork devicesthatprovide thebasicfunctionality of
the network. The vulnerability to the first type of denial
of serviceis alludedto in papersthat cover the Domain
NameSystem(DNS) andthe AddressResolutionProto-
col (ARP) [4, 37]. While neitherpaperaddresseslDoS
directly, theauthorspoint out thatdisruptingthe mapping
may resultin pacletsbeingmisdelivered. This might re-
sult in databeing deliveredto the attacler or someac-
complice.While the disclosureof datathis way might be
a seriousproblem,thereis alsoa denialof serviceaspect
involved,becauséf pacletsaredeliveredto theincorrect
destinationthey arenotbeingdeliveredto thecorrectdes-
tination.

An exampleof incorrectoperationof routing devices
was presentedoy Cheungand Levitt [11]. They exam-
inetheproblemof how to identify amisbehaing network
routerandlocateroutesaroundit. Theseauthorscite ex-
amplesof inadwertentdenialof servicethatoccurredvhen
erroneousrouting updateswere transmittedby a faulty
router The authorsshav that a maliciousrouter could
have causedhe sameeffect. Theauthorsalsodetail other
attacksasingleroutercoulduseto causelenialof service,
like purposefullymis-routingor droppingpaclets.

Needhanwasthefirst to examinethe effectsof denial-
of-serviceattacksat the applicationlayer, focusing pri-
marily on end-to-endsolutionsfor a particularapplica-
tion [28, 27]. Thoughnetwork denial of serviceis con-

sideredthetypesandeffectsof attackarenot clearly de-
lineated,andthe recommendationfor defendingagainst
them are specificto the applicationchosen. Needham
doesrecognizethatit is possibleto achiese denialof ser
vice by corruptinginformationaswell asconsumingre-
sourcesproviding anearlystarttowardsa comprehensie
understandingf the problem.

Anotherinclusive view of network denial-of-servicet-
tackswastakenby PtacekandNewsham[30] in theirdis-
cussionof methodf foiling intrusiondetectiorsystems.
They cite anumberof differentresource-consumpticat-
tacks,including attacksthat exhaustmemory bandwidth
andCPUresourcesThey alsopoint out thatsystemghat
reactagainstintrusion attemptsby blocking out the at-
tacker might be able to be tricked into reactingagainst
aninnocentvictim — anexampleof aninformationcor
ruption attack. The intent of this work is not to define
NDoS,though,andwhile examinationof possibledenial-
of-serviceattacksagainsta particularnetwork device is
usefulfor thosedesigningor operatinghatdevice, it does
not provide a completeview of NDoS for an entire net-
work.

3 Network Model

A computemetwork is madeup of a numberof different
devicesthat cooperateo provide serviceso memberf
the network. The modelwe will usereflectsthe devices
and operationof an IP network, thougha similar model
could be constructedor othertypesof networksaswell.
Thereare several typesof devicesin this model. At the
network edgegherearehosts which run applicationghat
usethe network to sendandreceve pacletsand provide
servicego otherendhosts.Routes areindividual devices
thatexist to forward pacletsbetweerendhosts,make up
the forwardinginfrastructureof the network, and do not
run applicationghat provide servicesbut which cangen-
eratepacletsfor the purpose®f controllingthe network.
Switdesaresimilarto routersbut switchpacletshasedn
link-layer ratherthan network addresses.For improved
security somesubnetsare protectedby firewalls, which
are generallyhoststhat perform paclet forwarding only
afterapplyingsomefiltering rules,andwhich might per
form a proxy function, forwardingapplication-leel data
for endhosts.

Figure1 illustratesa small samplenetwork illustrating
the placementf thesedevices. In this diagram thereare
hostsI, R, A and H. They communicateacrossthe net-
work links, a,b, ¢, d, e, f, g, and h, betweernroutersl, 2,
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3, and4. Additionally, thereis a firewall, FW, and a
switchs in thenetwork. Noticethateachhostis connected
to the network over a sharedink, thoughotherhostson
the samesubnetverk arenot showvn. In future examples,
I will representhe initiator of a communication,R the
respondeto that communication,A an attacler, and H
someinnocenthost.

The servicesthesedevices cooperateto provide can
be modeledin a layeredmanner with higherlevel ser
vicesbeingdependenbn the correctoperationof lower
services. The OSI model of layering[5] containsseren
network layersthatoperataogetherfor completenetwork
functionality. In practice,notall layersin the OSI model
arecommonlyimplementedr used.As show in Figure2,
whichis adaptedrom Sterens[34] andshowvs a diagram
of the OSI modelandan approximatemappingof the IP
protocolsuite fewerlayersareactuallyneededo produce
agoodmodelof anIP network.

The modelusedin this paperis a slight simplification
of thelayeringadaptedrom Stevens,andis therightmost
diagramin Figures2. Thismodelwill have only threelay-
ers.For simplicity’s sake, we ignorethe device driverand
hardwarelevel. While this doeslimit thetheability of the
modelto reflect someexisting attacks,theseattacksare
few in numberandaregenerallylimited to attaclersthat
have directaccesgo the sharedohysicalmedia. The bot-
tom layer, referredto asthe network layer, providesonly
simple paclet forwarding services,and mapsto the IP
level of the StevensModel. Themiddlelayer, generically
referredto asthetransporiayer, providesend-to-endhet-
work communicatiorbetweenhostsand alsocoversnet-
work control messagegjeneratedby routersandinternal
network devices. This layermapsto the TCP/UDP/ICMP
layerin Stevens.Finally, thehighestiayerwill bereferred
to asthe applicationlayer, andwill representpplications
runningon endhoststhatobtainor provide serviceby re-
plying onthelower network layers.

Notice that not every device provides serviceat each
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Figure2: Network Layering(adaptedrom Stevens)

network level. For example, a switch only performs
paclet delivery and generally does not maintain state
aboutor participatein ary transport-lgel protocols. A

routerwill generallyonly provide network andtransport
level servicesthoughit usesapplicationlevel protocols
for control purposeswhile end hostswill participatein

all levelsof service.

Additionally, thereare serviceghatdo not strictly fol-
low the layering definedabove. In the Figure 2, these
areDNS andARP, which provide translatiorbetweerthe
differenttypesof addresseasedatdifferentlevels. While
ARP runson individual hosts,the DNS system[25] em-
ploysahierarchyof distributedhoststhatperformaddress
lookup andresolution. While the addresdookup occurs
attheapplicationlayer, theresultsreturnecdbecomenfor-
mationthatis critical to correctnetwork operationat the
network level. While we do notexplicitly consideattacks
againstDNS sener informationbelow, the modelwe will
constructaneasilybeexpandedo shov suchattackq8].

Eachof the devicesin the network hassomeresources
availableto performtheirfunction. Theseresourcesnight
be specificto a particularservicelayer, or they might be
global acrossall layerswithin the samedevice. In this
model,theresourcepossiblyavailableat eachdevice are



memory which is volatile memoryin a device usedfor
temporarystorageof information; processingwhich rep-
resentsthe availability of CPU cyclesto performopera-
tions; storage, which representdong-term, non-\olatile
storagesuch as disk space;state which representghe
properprotocolcodeandthe operatingstateof thatproto-
col code;andvariables which is informationnot tied to
theprotocolstateandwhich might be usedfor processing
network requests.

Notice thatbandwidth which is availabletransmission
spaceoversomephysicallink, is notexplicitly considered
in this model. Thereasorfor this is thatwhile bandwidth
can be consumed|P paclets are typically not dropped
while they are on the transmissiorine. Instead,band-
widthis alimiting factorin how quickly routerscanempty
their transmissiorbuffers over a particularnetwork link.
Whenmorepacletsarrive atarouterthancanbebuffered,
somepacletsaredroppedegitherasthey arrive or fromthe
transmissiorbuffers dependingon the routerpolicy. As
severalrouterscontendfor transmissiortime over a link,
eachwill startdroppingexcesaclets.Theresourcehat
is the limiting factorin causingpaclet lossis therefore
routerbuffer memory ratherthanbandwidth.Iln othernet-
works,wherepacletlosscouldoccurin transmissionthe
modelmight have to include bandwidthas a specificre-
source.

While it is possibleto more finely detail the available
resourcesthis breakdevn still allows for a reasonable
taxonomyof network denial-of-servicattacksthataffect
theseresourcesA moredetailedmodelmightberequired
to fully modelall possibilitiesfor denial of servicein a
particularnetwork. For example,a wirelessnetwork may
bevulnerableto attacksthatdraindevice batteries.

4 Denial of Service

Denial of serviceis not a nenv problemin computersci-
ence. It hasbeenwell characterizedsit appliesto pro-
cessesn individual systemq17, 40, 24]. Thesemodels
generallyassumehatthereis somefinite maximumwait-
ing time (MWT) for a procesgo access sharedservice.
Denialof servicefor anindividual systemcanthenbede-
finedas[17]:

“A groupof authorizedusersof a specifiedser
vice is saidto dery serviceto anothergroupof
authorizedusersif the formergroupmakesthe
specifiedserviceunavailableto the lattergroup
for aperiodof time which exceedgheintended

(andadwertised)serviceMWT".

Thisdefinitionhasthreemaincomponentsamaximum
waiting time, servicesandauthorizedusers. Our objec-
tive is to seehow well this definition appliesto network
denialof service sowe examineeachcomponentn turn.

Most network servicesdo have a specifiedMWT. Of-
ten network protocolsuse a timer to ensurerepliesto
messagesentarerecevedwithin a reasonablgeriod of
time, otherwisea retransmissiolis attemptedor the pro-
tocol fails. This is part of the TCP protocol, for exam-
ple [33]. Othernetwork servicesmostnotablythosetry-
ing to ensuresomelevel of quality of service[36], do at-
temptto provide someguaranteegaboutnetwork lateng/
orthroughputandthuscouldbeconsideredo have aspe-
cific MWT. Additionally, evenwhenprotocolsdonothave
a specifiedtimers, thereis oftenanimplicit MWT thatis
dictatedby eitherthe patienceof the humanoperatorof a
procesor by thedecreasingime valueof the data.

Thenetwork providesanumberof serviceghatarebest
viewed as being provided by differentlayersin the net-
work. It is importantto notice thatthe servicesof each
higher layer dependon the servicesprovided by some
lower layers. It is thereforepossibleto target a specific
servicefor anattack,andconsequentlypossibleo targeta
lower-level servicefor anattackthatwill effectall higher
level services. Somenetwork servicesareavailableto any
systemthatis attachedo the network andthatis capable
of sendingandreceving paclets. This is certainly true
of the lowest-level serviceof paclet delivery, in which
theonly barrierto sendingpacletsis obtaininga network
connection.lt is relatively easyto getnetwork accessas
mary companiesarewilling to provide it giventhatyou
presenthe requisitefunds. Thereis no widely deployed
methodof performingauthenticatioratthelower network
layers. ThoughlPSecimplementation$20] addthis abil-
ity, theauthenticatiorthecksarestill doneatthereceving
end,ratherthanat the network ingresspoint. Therefore,
evenif theauthenticatiorheadersareincorrect,the pack-
etsarestill deliveredthroughthe network. In othercases,
the legitimate provision of somenetwork servicesmight
require authorizationdependenbn authenticatiorusing
an InternetProtocoladdresspassverd, or cryptographic
credential. This type of authenticationis normally per
formedin applicationsatthe highestlayerof the network,
and the paclets are still deliveredby the network even
if the authorizatiorfails. Therefore unlike the processes
in the definition quotedabove, a network attacler does
not necessarihhave to be authorizedo usethe serviceit



is attemptingto disrupt. Instead,he canattacka lower-
level network servicethatis requiredto operatecorrectly
supportthe higherlevel servicewhich requiresauthenti-
cation.

Overall, the definition denial of servicegivenabove is
congruentwith network denialof service,but only if we
consider‘authorizedusers”to be all userswho cansend
andreceve pacletsusingthe network, regardlesof ary
authorizatiorthatmightoccurfor aparticularhigherlevel
servicebeingattacled.

5 Network Denial of Service

While therearemary waysto attacka network, remoteat-
tacksthatuseonly the resource®f the network itself are
more interestingthan attacksagainstthe physicalcom-
ponentsof the network. Clearly, an attacler armedwith
a back-hoeandthe location of the links betweenrouters
couldeasilydestry thephysicalcommunicatiorines,re-
sulting in denial of service. Othertypesof physicalor
electro-magnetiattacksagainstoutersandhostsarepos-
sible aswell. Thesetypesof attacksare lessinteresting
than remoteattacks,however, asthe attacler musthave
somephysicalpresenceo conducttheseattacksJimiting
the numberof targetshe hasaccesgo andleaving open
thepossibility of detectionor captureusingreal-world in-
vestigatve techniques.

The definition of network denial of servicethat we
develop shouldthereforereflect the natureof NDoS at-
tacks,which usenetwork servicego disruptthe network.
It shouldalsoreflectthe possibility that multiple attack-
erscould beinvolved, asin a distributed coordinatedat-
tack[13], andthattheattackcanhave multiplevictims, ei-
therintentionallyor asa collateraleffect. It shouldreflect
thefactthatthenatureof theattackwill involvedisrupting
thelegitimate useof resourcesandbe ableto differenti-
atebetweeraccidentabnddeliberateattacks.Thesegoals
arereflectedn thedefinitionbelow.

Definition: A network denial-of-serviceattack
occurswhen someset of network entitiesin-
tentionallyusesnetwork serviceswith the goal
andeffectof causingconsumptioror corruption
of network resourcesn sucha way that some
other set of network entitieshave their ability
to acces®therwiseusablenetwork servicesle-
gradedor so delayedasto renderthem unus-
able.

Notice that this definitionis similar in structureto the

one usedfor individual systemsrecountedn Section4,

thoughit is madespecificfor networks. Any hostcapa-
ble of sendingpackets can be consideredan authorized
userof the network. While thereis no specificMWT de-

finedacrossall network protocols,eachindividual proto-

col might have a timer, or the patienceof a humanuser
might beexceeded.

Additionally, this definition reflectsanothercommon
aspectof network denial-of-servicesttacks,in that at-
tackscanoriginatefrom andeffect multiple entitiesin the
network. Thatmultiple entitiescansuffer simultaneously
from a single NDoS attackshouldbe apparentasif the
attackhasits effectsit somepointin the network (such
asat a router) it could preventtraffic from reachingall
downstreamentities. For example,in Figurel, if theat-
tackerwereto sendenougttraffic to saturateouter2, host
I would be unableto reachary of the otherhostsin the
network.

Thecommonuseof multiple network entitiesto launch
an attack is to provide amplification of attack traffic,
thoughit canbe donefor suchreasonssto hidethetrue
initiator of anattackaswell. An attacler at a singlehost
who wishesto conductan attackthat will consumere-
sourcesnaybeunableto generateuficienttraffic to dery
serviceby itself. However, by organizingmultiple hosts
to coordinateattacksthe sumof all thetraffic sendmight
be sufiicient for the attaclers needs. This organization
might be donevia compromiseof hosts,as seenin dis-
tributeddenialof serviceattacks(DDoS),or it might take
placeby organizingthe operatorof multiple machinego
simultaneouslyusetheir hoststo requestsomenetwork
service,asin aweb sit-in [14]. An attacler might also
obtainamplificationby exploiting propertiesof protocols
in thenetwork [7, 2, 10].

6 A NDoS Taxonomy

The definition and modelsthat have beendevelopedare
sufficient for creatinga taxonomyof network denial-of-
serviceattacks. In consideringeachattack, we needto

determineéhow theattackis conductedtheresourceor re-
sourceonsumedr corruptedby the attack;the devices
in the network in which theseresourcesesideand thus
areaffected;andthe servicelayer targetedby the attack.
Thiswill allow usto seehow attackswhich appearsim-
ilar in mechanismactuallydiffer in effect. For example,
bothSYN floodingandDDoSattackgesultfrom thesame
mechanisnof a large streamof paclets. However, SYN

flooding consumesnemoryat a host,wherea€DDoS at-



tacksconsumerouter memoryresources.lt is therefore
importantto differentiatebetweerwhich resourcesireaf-
fected, as this relatesto the notion of cost put forth by
Meadawvs[23].

The result of each network denial-of-service at-
tack can therefore be regarded as a 4-tuple of
{means,ef fect,resource,location}. Means is the
generalmethodthat the attacler usesto causethe attack.
In an IP network, as an example, this would consistof
which protocolor level in the network which wasbeing
usedfor the attack,andarny methodof amplificationbe-
ing used. E f fect is the effect that the attackhason the
limiting resourceln generalthiswill eitherbeto corrupt
or consumeaheresourcen question.Resource is there-
sourcenecessaryo the properoperationof the network
thatis beingconsumear corrupted.Location is thepar
ticular network device wherethe resourcebeingeffected
exists.

Thistaxonomyenables succinctmethodof describing
attacks simply by following the 4-tupledirectly. For ex-
ample,the SYN attackmentionedabove could be easily
describedasa TCP flooding attackthat consumesnem-
ory at the end host. The DDoS attackis a IP flooding
attack that getsamplification through multiple compro-
misedhostsand consumegorwarding buffers at routers.
This languagds simpleand precise. Additionally, there
aresometermsin commonusethatcanbeappliedto spe-
cific instancesof corruption. Crashingoccurswhenan
attacler sendspaclets constructedo take advantageof
errorsin softwarethatcankill aprocesor operatingsys-
tem. Conditioningis a corruptionattackthat targetsma-
chinesthatlearnbehaiors or detectanomaliedby feeding
themincorrectlearningexamples.

6.1 Known NDoS Attacks

The taxonomydevelopedis illustrated througha small
numberof examples,which are chosenonly to demon-
stratethe methodand not to provide a definitive list of
existing attacksnorto shaw therelative frequeng of each
classof attacks. The resultsareshown in Table1. Note
thatmary of the attackdisted areno longerpossibledue
to softwareimprovementsandupgradesbut spacdimita-
tionsprecludeathoroughdiscussiorof the attacks Blank
areadsn the table may resultfrom one of threethings: a
classof attacksthatis difficult to implement;anareathat
hadnot yet beenexploredfor possibleNDoS attacks;or
just the failure of the authorto locateof any exampleof
anappropriateattack.

6.2 Determining Possible Future NDoS At-
tacks

Giventhe modelandtaxonomywe have developedthere
are two ways to determinewhat new attacksmight be
seen. The first methodis to performa completeanaly-
sisof the hundredof denial-of-servicattacksthatarein
existence,andto usethis analysisto fully completethe
taxonomyabove. Beyond demonstratingproblemareas
thatneedto be addresseth helpingto preventNDoS at-
tacks,this methodcanpoint to areain the taxonomythat
areunderpopulatedelative to otherareas.Thesesections
couldbeunderpopulatefbr two reasonslt mightsimply
bedifficult to causea sufiicienteffectontheresourcesar
getedto resultin denialof service. For example,though
Table1 is simply populatedwith exampleattacks rather
thanafrequeng countof existingattacksthereseemedo
beveryfew attacksthatwereableto effectthe processing
power of arouter Thisis likely dueto thefactthatrouters
aredesignedo operatecorrectlyatline speedwhichisin
factoneof thedefensesgainstloodingattackssuggested
by Needhani28, 27].

On the other hand,there could be viable attacksthat
have notbeenconsideredTo continuewith therouterpro-
cessingexample,it might be possibleto targetrouterpro-
cessingresources.For example,thoughroutersare able
to forward pacletsat line speed the processingf con-
trol messagesand“unusual” paclets, suchasthosecon-
taining IP options,takesmoreprocessingower. Though
mostroutershave separatgrocessorsor forwardingand
controlmessagesf anattacler couldsendmary of these
typesof paclets,it might be possibleto consumesnough
of the router’s processingo prevent properoperationof
routingupdatesandproperprocessingf unusuapaclets.
Thiswouldnotbelik ely to effecttheroutersability to for-
ward packetsimmediately thoughit could causeeventual
corruptionof routinginformationif routingupdatesvere
missed.

The secondmethodof determiningpossibledenial-of-
serviceattacksis to considerthe pathacrosshe network
from someinitiator to someresponder Along that path
therearea numberof devicesthatmustpossesdotham-
ple anduncorruptedesource$o supportthe communica-
tion. In the casethatan attacler canconsumeor corrupt
thoseresourcesthe communicationwill fail. In short,a
way to look at what can be attacled is to look at what
hasto work; if anattacler canmake somethinghatmust
work fail, thenthe attackwill succeed.We canusethe
sameaxonomydevelopedaborve to examinewhatattacks



Resource Layer Initiating Responding Router Firewall
Host Host
Network DDoS Attack
Memory Transport SYN Flooding[31]
Application HTTP Proxy DoS[32] Bordermanager
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Network ARP CachePoisoning37]
Variables Transport RIP Spoofing[21]
Application

Tablel: A Partial Taxonomyof Network Denial-of-ServiceAttacks

arepossibleandsomepropertief thoseattacks.

For example,anattackcanbe easilydesignedhatwill
attemptto causea certaineffect at a particularlocation.
Assumethatin Figure 1 an attacler at A wishesto pre-
vent from communicatingwith R, but would alsolike
for R to be unawvarethat a NDoS attackwas occurring.
Assumethat A is aware of the network topography Ex-
aminationof thefigurewill shav thattherearea number
of placeghat A canattack.It canattempto disruptany of
theroutersl, 2, 3, or 4 or it canattemptto disablethefire-
wall, asall of thesedevicesmusthave adequateesources
for communicationto occur In the following attack, A
attemptgo causeenoughcongestionn link ¢ to effectthe
memoryof routers2 and3.

While A is ableto sendpaclets,it is obviously abene-
fit if he canalsoexploit functionality of the network pro-
tocolsto amplify the traffic sent. The attacler therefore
choosego spoofwhatappeato bevalid IP packetsfrom
I to R, butwhich havetheTTL setto 2. Thepacletswill
travel from A to router3, atwhich pointthe TTL will ex-
pire, causinga ICMP Time Exceededaclketto be sentto
I. Thereforetwice asmary paclketswill beflowing from
router2 to router3 asA sendslf thisis notenoughtraffic,
then A mightattemptto coerceH into joining the attack,
perhapdy breakingin andstartingtraffic flowing from H
to I. While not aseffective asa smurfattack[7], which
gainsa largeamplificationof traffic, this smallamplifica-
tion mightbe enoughto causecongestioratrouters2 and
3 andto prevent] and R from communicating.

Finally, new protocolscanprovide otheropportunities
for new denial-of-serviceattacks. Meadavs, for exam-
ple, discussedhe useof cryptographicsignaturego ver-
ify SYN paclets,andpointsout thatto do so still might
resultin a network denial-of-servicattack,becauseven
thoughmemory consumptionis reduced(by not storing
stateaboutpendingconnectionsyesourcesrestill taken
in verifying the signature$23]. Indeed thoughthe possi-
bility is there,the costof obtainingmore memoryseems
likely to be higherthanthatof obtainingmoreprocessing.
Meadavs’ point is well taken, however. With the intro-
duction of commonplacecryptographyit may be possi-
ble to force enoughcryptographicoperationgo occurto
consumesnoughprocessingower to degradeotheroper
ations.

7 Conclusions

Thispapemasproposed definitionof network denial-of-
serviceattacksthat unifiesthe currentdiffering views of

how denialof servicecanoccur In creatingamodelof the
network that is appropriatefor the definition, this paper
hasalsoprovided a simpletaxonomythat canbe usedto

classify network denial-of-services.This taxonomycan
be usedto identify differencesbetweenexisting attacks,
or it canbeusedto identify potentialfuture attacks.



References

[

2

[3

[4

[5

(6]

(7]

8]

E]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

on BUGTRAQ mailing list Anonymous. Various *lame* DoS at-
tacks. http://packetstorm securify.com new exploits/
nukenabber - DoS. t xt , November1998.

AUSCERI. Denial of service(dos)attacksusingthe domainnamesystem
(dns).htt p: // www. ci ac. org/ ci ac/ bull etins/j-063.shtm,
August1999.

Steven M. Bellovin. Securityproblemsin the TCP/IPprotocolsuite. CCR
19(2):32-48April 1989.

StevenM. Bellovin. Usingthedomainnamesystemfor systenmbreak-ins.In
USENIX Association,editor, Proceeding®f the fifth USENIXUNIX Secu-
rity Symposiumdune5-7,1995,SaltLake City, Utah, USA pagesl99-208,
Berkeley, CA, USA, Junel995.USENIX.

Dimitri BertsekagndRobertGallager Data Networks Prentice-Hall 1987.

CERT Advisory CA-97.28. IP Denial-of-ServiceAttacks. ht t p: / / vwwwv.
cert.org/advisories/CA- 97. 28. Teardrop\ _Land. htni ,
Decemberl997.

CERT Advisory CA-98.01. "smurf” IP Denial-of-Service Attacks.
http://ww. cert.org/advisories/CA-98.01. snurf. htm ,
Januaryl998.

CERT Advisory CA-98.05. Multiple Vulnerabilities in  BIND.
http://ww. cert.org/advisori es/ CA- 98. 05. bi nd\
_probl ens. ht nl , April 1998.

CERT Advisory CA-98.13.  Vulnerability in Certain TCP/IP Im-
plementations. http://ww. cert. org/ advisories/
CA- 98- 13- t cp- deni al - of - servi ce. ht nl , Decembed998.

CERT Advisory CA-99-17.Denial-of-servicdools.ht t p: / / wwv. cert.
org/ advi sori es/ CA- 1999- 17. ht nl , December999.

Steven CheungandKarl Levitt. Protectingroutinginfrastructuresrom de-
nial of serviceusingcooperatre: Intrusiondetection.In Proceedingof the
New SecurityParadigmsWorkshop(NSPW-97) pages94—106,New York,
SeptembeR3-261997.ACM.

Cisco. Cisco ios remote router crash. http://packetstorm
securify. conf advi sories/cert/bull etins/VB- 98.08.
Cisc%)\ _router\_crash,1998.

FrederickCohen.A noteondistributedcoordinatedattacks.Computes and
Security 15:103-1211996.

Dorothy Denning.Hacktvism: An Emeging Threatto Diplomag/. Decem-
ber1999.

Mike Frantzen.Gauntletfirewall exploit code.ht t p: / / packet st orm
securify.conm 9907- expl oi ts/ Gauntl et\ _Firewal |\
_Locku%p. t xt .

Inc FreeBSD. Freebsdtcp rst denial of servicevulnerability http://
www. ci ac. org/ ci ac/bull etins/j-008.shtmn 6 Octoberl998.

Virgil Gilgor. A noteon the denial-of-serviceproblem. In Proceedingof
IEEE ComputerSocietySymposiunon Reseath in Securityand Privacy,
pagesl39-149May 1983.

SecureNetworks Inc. Ascendrouting hardware vulnerabilities. ht t p: //
www. ci ac. org/ciac/bulletins/i-038.shtm , August1998.

LaurentJoncheray Simple Active Attack AgainstTCP. In Proceedingsf
the Fifth USENIXUNIX SecuritySymposiumSalt Lake City, Utah, June
1995.

StepherKentand RandallAtkinson. Securityarchitecturefor the Internet
Protocol. InternetRequesfor CommentRFC2401,nov 1998.

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

K. Knox. Ip (routing information protocol) version 1 spoofer
http://rootshell.con archive-j457nxi qi 3gq59dv/
199711/ rip. c. htni, 1996.

Chicken Man. Bordermanger slov denial of service.
/| packet storm securify. conl 0002- expl oi ts/
bor der manager - dos. t xt .

http:

CatherineMeadavs. A formal framevork and evaluationmethodfor net-
work denialof service. In PCSFW Proceedingof The12th ComputerSe-
curity Foundations\brkshop IEEE ComputerSocietyPress1999.

JonatharK. Millen. A resourceallocationmodelfor denialof service. In
Proceeding®f IEEE ComputerSocietySymposiunon Reseath in Security
andPrivacy, pagesl37-147 May 1992.

P. V. Mockapetris. RFC 1034: Domain names— conceptsand facilities,
November1987.

David Moore, Geofrey Voelker, and Stefin Savage. Inferring InternetDe-
nial of ServiceActivity. In Proceeding®f the2001USENIXSecuritySym-
posium WashingtorD.C., August2001.

RogerM. NeedhamDenialof service.In Proceeding®f the1stConfeence
onComputerandCommunicatiorSecurity pagesl51-153Novemberl993.

RogerM. Needham Denial of service:anexample. Communicationsf the
ACM, 37(11):42—46November1994.

oasis. oasis2.c. http://packet storm securify.com
0006- expl oi t s/ oasi s2.c.

ThomasH. PtacekandTimothy N. Newsham.Insertion,evasion,anddenial
of service: Eluding network intrusion detection. Technicalreport, Secure
Networks, Inc., Suite 330, 1201 5th StreetS.W, Calgary Alberta, Canada,
T2R-0Y6,Januaryl998.

ChristophL. Schubaj)vanV. Krsul, MarkusG. Kuhn, EugeneH. Spaford,
Aurobindo Sundaramand Deigo Zamboni. Analysisof a denialof service
attackon tcp. In Proceedingsof IEEE ComputerSocietySymposiunon
Reseath in Securityand Privacy, pages208-223May 1997.

SectorX. Http proxies denial of service. http://packetstorm
securify. con 0006- expl oi ts/ proxy. dos.

W. RichardStevens. TCP/IP lllustrated— TheProtocols Addison-W\esley,
ReadingMA, USA, 1994.

W. Richard Stevens. UNIX Network Programming InterprocessCommu-
nications volume 2. Prentice-Hall,Upper SaddleRiver, NJ 07458,USA,
seconcedition,1998.

Roelof W Temmingh. Deco/ blues. http://packetstorm
securify. conl DoS/ decoybl ues. pl ,October2000.

Don Towsley. Providing quality of servicepaclet switchednetworks. Lec-
ture Notesin ComputerScience729,1993.

MaheshTripunitaraand Partha Dutta. A middlevare approachto asyn-
chronousand backward-compatibledetectionand prevention of arp cache
poisoning. In Proceedingsl5th Annual ComputerSecurity Applications
Confeence(ACSAC'99), pages303—-309December 999.

xt.  Routedse.
rout edsex. c.

http://packetstorm securify.com DoS/

Tim Yardley. Explanation and code for stream.cissues.
/| packet storm securify. conl DoS/ stream dos. t xt,
uary2000.

http:
Jan-

Che-FnYu andVirgil Gilgor. A formalspecificatiorandverificationmethod
for the preventionof denialof service. In Proceedingsf IEEE Computer
SocietySymposiunon Reseath in Securityand Privacy, pages187-202,
May 1988.



