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Abstract

work including its constituent devices and the resources
they provide, and is followed in Section 4 with related
work on denial of service as it has been characterized
within a single system. Section 5 contains the proposed
definition of network denial of service and the taxonomy
of possible attacks.

Recent network denial-of-service attacks have brought
about awareness of the vulnerability of increasingly important network services. While denial of service is not
a new problem, and some of the network aspects of denial of service have been addressed, there is currently no
unifying definition of what constitutes network denial of
service. The goal of this paper is to propose a definition
of network denial of service, and to demonstrate a simple
network model that can be used to construct a taxonomy
of network denial-of-service attacks. This taxonomy provides a means of categorizing existing attacks and demonstrating how future attacks might be constructed, as well
as providing a simple a precise way of describing attacks.

2 Background

Each published view of network denial-of-service is
somewhat different. Some authors view the problem in
terms of resource consumption, and this primarily at end
systems rather than in network devices. Other authors
examine the effects of the propagation of incorrect information, such as bad addresses or routing updates, or the
effects of network devices that do not follow the proper
1 Introduction
protocol for their operation.
The widely publicized distributed denial-of-service atWhile members of the research community have long
been aware of the existence of network denial-of-service tacks against Yahoo and other major on-line companies in
(NDoS) attacks, the problem is under-represented in aca- February of 2000 were not the first such attacks against
demic literature. Indeed, no explicit definition of network commercial sites to take place across the Internet. As
denial-of-service seems to exist. Different authors, ei- early as 1996, some Internet service providers were being
ther in presenting possible attacks or examining real ones, affected by a network denial-of-service attack known as
have identified a number of different methods of denying SYN flooding. NDoS continues to be a problem today [26]
In a SYN flooding attack, an attacker sends connection
service across the network. Some authors view denial-ofservice attacks solely as an attacker’s consumption of re- request packets, known as SYN packets, to a particular
sources that prevents legitimate users from using those re- host and service. These packets consume memory at the
sources [31, 23]. Others present attacks that deny service victim as it must store information for each pending reby causing network devices required for packet delivery to quest. The amount of memory dedicated to storing inforfunction incorrectly [11]. Still others present attacks that mation about pending connections was often fairly small,
can result in denial of service when information required so it was easy for an attacker to disrupt normal operation
for proper operation is corrupted or not available [4, 37]. of the system.A full description and solution for this atWhile each of these attacks clearly result in services be- tack was published by Schuba, et al [31]. This attack
ing denied, they seem only related in results, rather than worked by consuming a specific limited resource in the
end host: the amount of memory available to store conin structure.
The purpose of this paper is to propose a definition of nection requests.
Meadows was the first to attempt to formalize netwhat constitutes a network denial-of-service attack, and to
put forth for consideration a simple taxonomy of denial- work denial-of-service attacks based on resource conof-service attacks that both includes known attacks and sumption [23]. This work examined the ability of an
attacking system to send messages that would result in
shows where new attacks may be discovered.
The next section presents a more detailed overview of resource consumption by the recipient, and proposed a
work in the area. Section 3 presents a model of the net- framework for protocol designers to follow to determine
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the tolerance of their protocol to denial-of-service attacks.
Meadow’s model focuses primarily on the costs of protocols that are incurred between end systems, and should be
useful for examining protocols that operate at the highest layer of the network. While it does not focus on attacks that can consume resources in devices that provide
network-level services, such as simple packet forwarding,
it also seems that the model could be easily adapted to
demonstrate the efficacy of such attacks. It is not clear,
though, that the type of solution proposed for designing
protocols could be easily applied to lower network levels, given that network devices are not really participants
in a two-way, higher-level communication. Additionally,
while the notion of cost is used to good effect, the model
does not attempt to define what the costs actually might
be in an actual network, in terms of what resources are
available for consumption.
Other work has examined different types of network
denial-of-service that are not based on consuming resources. Instead the denial of service aspects arise from
the corruption or unavailability of information needed for
proper provision of service, or from improper function of
the network devices that provide the basic functionality of
the network. The vulnerability to the first type of denial
of service is alluded to in papers that cover the Domain
Name System (DNS) and the Address Resolution Protocol (ARP) [4, 37]. While neither paper addresses NDoS
directly, the authors point out that disrupting the mapping
may result in packets being misdelivered. This might result in data being delivered to the attacker or some accomplice. While the disclosure of data this way might be
a serious problem, there is also a denial of service aspect
involved, because if packets are delivered to the incorrect
destination, they are not being delivered to the correct destination.
An example of incorrect operation of routing devices
was presented by Cheung and Levitt [11]. They examine the problem of how to identify a misbehaving network
router and locate routes around it. These authors cite examples of inadvertent denial of service that occurred when
erroneous routing updates were transmitted by a faulty
router. The authors show that a malicious router could
have caused the same effect. The authors also detail other
attacks a single router could use to cause denial of service,
like purposefully mis-routing or dropping packets.
Needham was the first to examine the effects of denialof-service attacks at the application layer, focusing primarily on end-to-end solutions for a particular application [28, 27]. Though network denial of service is con-

sidered, the types and effects of attack are not clearly delineated, and the recommendations for defending against
them are specific to the application chosen. Needham
does recognize that it is possible to achieve denial of service by corrupting information as well as consuming resources, providing an early start towards a comprehensive
understanding of the problem.
Another inclusive view of network denial-of-service attacks was taken by Ptacek and Newsham [30] in their discussion of methods of foiling intrusion detection systems.
They cite a number of different resource-consumption attacks, including attacks that exhaust memory, bandwidth
and CPU resources. They also point out that systems that
react against intrusion attempts by blocking out the attacker might be able to be tricked into reacting against
an innocent victim — an example of an information corruption attack. The intent of this work is not to define
NDoS, though, and while examination of possible denialof-service attacks against a particular network device is
useful for those designing or operating that device, it does
not provide a complete view of NDoS for an entire network.

3 Network Model
A computer network is made up of a number of different
devices that cooperate to provide services to members of
the network. The model we will use reflects the devices
and operation of an IP network, though a similar model
could be constructed for other types of networks as well.
There are several types of devices in this model. At the
network edges there are hosts, which run applications that
use the network to send and receive packets and provide
services to other end hosts. Routers are individual devices
that exist to forward packets between end hosts, make up
the forwarding infrastructure of the network, and do not
run applications that provide services but which can generate packets for the purposes of controlling the network.
Switches are similar to routers but switch packets based on
link-layer rather than network addresses. For improved
security, some subnets are protected by firewalls, which
are generally hosts that perform packet forwarding only
after applying some filtering rules, and which might perform a proxy function, forwarding application-level data
for end hosts.
Figure 1 illustrates a small sample network illustrating
the placement of these devices. In this diagram, there are
hosts ,  ,  and  . They communicate across the network links,     and  , between routers  ,  ,
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Figure 1: Example network path
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, and 9 . Additionally, there is a firewall, :<; , and a
switch = in the network. Notice that each host is connected
to the network over a shared link, though other hosts on
the same subnetwork are not shown. In future examples,
will represent the initiator of a communication,  the
responder to that communication,  an attacker, and 
some innocent host.
The services these devices cooperate to provide can
be modeled in a layered manner, with higher-level services being dependent on the correct operation of lowerservices. The OSI model of layering [5] contains seven
network layers that operate together for complete network
functionality. In practice, not all layers in the OSI model
are commonly implemented or used. As show in Figure 2,
which is adapted from Stevens [34] and shows a diagram
of the OSI model and an approximate mapping of the IP
protocol suite, fewer layers are actually needed to produce
a good model of an IP network.
The model used in this paper is a slight simplification
of the layering adapted from Stevens, and is the rightmost
diagram in Figures 2. This model will have only three layers. For simplicity’s sake, we ignore the device driver and
hardware level. While this does limit the the ability of the
model to reflect some existing attacks, these attacks are
few in number and are generally limited to attackers that
have direct access to the shared physical media. The bottom layer, referred to as the network layer, provides only
simple packet forwarding services, and maps to the IP
level of the Stevens Model. The middle layer, generically
referred to as the transport layer, provides end-to-end network communication between hosts and also covers network control messages, generated by routers and internal
network devices. This layer maps to the TCP/UDP/ICMP
layer in Stevens. Finally, the highest layer will be referred
to as the application layer, and will represent applications
running on end hosts that obtain or provide service by replying on the lower network layers.
Notice that not every device provides service at each
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Figure 2: Network Layering (adapted from Stevens)

network level. For example, a switch only performs
packet delivery and generally does not maintain state
about or participate in any transport-level protocols. A
router will generally only provide network and transport
level services, though it uses application level protocols
for control purposes, while end hosts will participate in
all levels of service.
Additionally, there are services that do not strictly follow the layering defined above. In the Figure 2, these
are DNS and ARP, which provide translation between the
different types of addresses used at different levels. While
ARP runs on individual hosts, the DNS system [25] employs a hierarchy of distributed hosts that perform address
lookup and resolution. While the address lookup occurs
at the application layer, the results returned become information that is critical to correct network operation at the
network level. While we do not explicitly consider attacks
against DNS server information below, the model we will
construct can easily be expanded to show such attacks [8].
Each of the devices in the network has some resources
available to perform their function. These resources might
be specific to a particular service layer, or they might be
global across all layers within the same device. In this
model, the resources possibly available at each device are
3

memory, which is volatile memory in a device used for
temporary storage of information; processing, which represents the availability of CPU cycles to perform operations; storage, which represents long-term, non-volatile
storage such as disk space; state, which represents the
proper protocol code and the operating state of that protocol code; and variables, which is information not tied to
the protocol state and which might be used for processing
network requests.
Notice that bandwidth, which is available transmission
space over some physical link, is not explicitly considered
in this model. The reason for this is that while bandwidth
can be consumed, IP packets are typically not dropped
while they are on the transmission line. Instead, bandwidth is a limiting factor in how quickly routers can empty
their transmission buffers over a particular network link.
When more packets arrive at a router than can be buffered,
some packets are dropped, either as they arrive or from the
transmission buffers depending on the router policy. As
several routers contend for transmission time over a link,
each will start dropping excess packets. The resource that
is the limiting factor in causing packet loss is therefore
router buffer memory, rather than bandwidth. In other networks, where packet loss could occur in transmission, the
model might have to include bandwidth as a specific resource.
While it is possible to more finely detail the available
resources, this breakdown still allows for a reasonable
taxonomy of network denial-of-service attacks that affect
these resources. A more detailed model might be required
to fully model all possibilities for denial of service in a
particular network. For example, a wireless network may
be vulnerable to attacks that drain device batteries.

(and advertised) service MWT”.
This definition has three main components: a maximum
waiting time, services, and authorized users. Our objective is to see how well this definition applies to network
denial of service, so we examine each component in turn.
Most network services do have a specified MWT. Often network protocols use a timer to ensure replies to
messages sent are received within a reasonable period of
time, otherwise a retransmission is attempted or the protocol fails. This is part of the TCP protocol, for example [33]. Other network services, most notably those trying to ensure some level of quality of service [36], do attempt to provide some guarantees about network latency
or throughput, and thus could be considered to have a specific MWT. Additionally, even when protocols do not have
a specified timers, there is often an implicit MWT that is
dictated by either the patience of the human operator of a
process or by the decreasing time value of the data.
The network provides a number of services that are best
viewed as being provided by different layers in the network. It is important to notice that the services of each
higher layer depend on the services provided by some
lower layers. It is therefore possible to target a specific
service for an attack, and consequently possible to target a
lower-level service for an attack that will effect all higherlevel services. Some network services are available to any
system that is attached to the network and that is capable
of sending and receiving packets. This is certainly true
of the lowest-level service of packet delivery, in which
the only barrier to sending packets is obtaining a network
connection. It is relatively easy to get network access, as
many companies are willing to provide it given that you
present the requisite funds. There is no widely deployed
method of performing authentication at the lower network
layers. Though IPSec implementations [20] add this ability, the authentication checks are still done at the receiving
end, rather than at the network ingress point. Therefore,
even if the authentication headers are incorrect, the packets are still delivered through the network. In other cases,
the legitimate provision of some network services might
require authorization dependent on authentication using
an Internet Protocol address, password, or cryptographic
credential. This type of authentication is normally performed in applications at the highest layer of the network,
and the packets are still delivered by the network even
if the authorization fails. Therefore, unlike the processes
in the definition quoted above, a network attacker does
not necessarily have to be authorized to use the service it

4 Denial of Service
Denial of service is not a new problem in computer science. It has been well characterized as it applies to processes in individual systems [17, 40, 24]. These models
generally assume that there is some finite maximum waiting time (MWT) for a process to access a shared service.
Denial of service for an individual system can then be defined as [17]:
“A group of authorized users of a specified service is said to deny service to another group of
authorized users if the former group makes the
specified service unavailable to the latter group
for a period of time which exceeds the intended
4

is attempting to disrupt. Instead, he can attack a lowerlevel network service that is required to operate correctly
support the higher-level service which requires authentication.
Overall, the definition denial of service given above is
congruent with network denial of service, but only if we
consider “authorized users” to be all users who can send
and receive packets using the network, regardless of any
authorization that might occur for a particular higher-level
service being attacked.

one used for individual systems recounted in Section 4,
though it is made specific for networks. Any host capable of sending packets can be considered an authorized
user of the network. While there is no specific MWT defined across all network protocols, each individual protocol might have a timer, or the patience of a human user
might be exceeded.
Additionally, this definition reflects another common
aspect of network denial-of-services attacks, in that attacks can originate from and effect multiple entities in the
network. That multiple entities can suffer simultaneously
from a single NDoS attack should be apparent, as if the
5 Network Denial of Service
attack has its effects it some point in the network (such
While there are many ways to attack a network, remote at- as at a router) it could prevent traffic from reaching all
tacks that use only the resources of the network itself are downstream entities. For example, in Figure 1, if the atmore interesting than attacks against the physical com- tacker were to send enough traffic to saturate router 2, host
would be unable to reach any of the other hosts in the
ponents of the network. Clearly, an attacker armed with
a back-hoe and the location of the links between routers network.
could easily destroy the physical communication lines, reThe common use of multiple network entities to launch
sulting in denial of service. Other types of physical or an attack is to provide amplification of attack traffic,
electro-magnetic attacks against routers and hosts are pos- though it can be done for such reasons as to hide the true
sible as well. These types of attacks are less interesting initiator of an attack as well. An attacker at a single host
than remote attacks, however, as the attacker must have who wishes to conduct an attack that will consume resome physical presence to conduct these attacks, limiting sources may be unable to generate sufficient traffic to deny
the number of targets he has access to and leaving open service by itself. However, by organizing multiple hosts
the possibility of detection or capture using real-world in- to coordinate attacks, the sum of all the traffic send might
vestigative techniques.
be sufficient for the attackers needs. This organization
The definition of network denial of service that we might be done via compromise of hosts, as seen in disdevelop should therefore reflect the nature of NDoS at- tributed denial of service attacks (DDoS), or it might take
tacks, which use network services to disrupt the network. place by organizing the operators of multiple machines to
It should also reflect the possibility that multiple attack- simultaneously use their hosts to request some network
ers could be involved, as in a distributed coordinated at- service, as in a web sit-in [14]. An attacker might also
tack [13], and that the attack can have multiple victims, ei- obtain amplification by exploiting properties of protocols
ther intentionally or as a collateral effect. It should reflect in the network [7, 2, 10].
the fact that the nature of the attack will involve disrupting
the legitimate use of resources, and be able to differenti6 A NDoS Taxonomy
ate between accidental and deliberate attacks. These goals
are reflected in the definition below.
The definition and models that have been developed are
sufficient for creating a taxonomy of network denial-ofservice attacks. In considering each attack, we need to
determine how the attack is conducted; the resource or resources consumed or corrupted by the attack; the devices
in the network in which these resources reside and thus
are affected; and the service layer targeted by the attack.
This will allow us to see how attacks, which appear similar in mechanism, actually differ in effect. For example,
both SYN flooding and DDoS attacks result from the same
mechanism of a large stream of packets. However, SYN
flooding consumes memory at a host, whereas DDoS at-

Definition: A network denial-of-service attack
occurs when some set of network entities intentionally uses network services with the goal
and effect of causing consumption or corruption
of network resources in such a way that some
other set of network entities have their ability
to access otherwise usable network services degraded or so delayed as to render them unusable.
Notice that this definition is similar in structure to the
5

6.2 Determining Possible Future NDoS Attacks

tacks consume router memory resources. It is therefore
important to differentiate between which resources are affected, as this relates to the notion of cost put forth by
Meadows [23].
The result of each network denial-of-service attack
can therefore be regarded as a 4-tuple of
gih
Lkjl=[ m_@no3p  =iqLrp @k s$q @knAtuqLjwv . xyLkjl= is the
general method that the attacker uses to cause the attack.
In an IP network, as an example, this would consist of
which protocol or level in the network which was being
used for the attack, and any method of amplification being used. z{mLon is the effect that the attack has on the
limiting resource. In general, this will either be to corrupt
or consume the resource in question. | =_qLr}p @ is the resource necessary to the proper operation of the network
that is being consumed or corrupted. ~q @knAtAqLj is the particular network device where the resource being effected
exists.
This taxonomy enables a succinct method of describing
attacks, simply by following the 4-tuple directly. For example, the SYN attack mentioned above could be easily
described as a TCP flooding attack that consumes memory at the end host. The DDoS attack is a IP flooding
attack that gets amplification through multiple compromised hosts and consumes forwarding buffers at routers.
This language is simple and precise. Additionally, there
are some terms in common use that can be applied to specific instances of corruption. Crashing occurs when an
attacker sends packets constructed to take advantage of
errors in software that can kill a process or operating system. Conditioning is a corruption attack that targets machines that learn behaviors or detect anomalies by feeding
them incorrect learning examples.

Given the model and taxonomy we have developed, there
are two ways to determine what new attacks might be
seen. The first method is to perform a complete analysis of the hundreds of denial-of-service attacks that are in
existence, and to use this analysis to fully complete the
taxonomy above. Beyond demonstrating problem areas
that need to be addressed in helping to prevent NDoS attacks, this method can point to area in the taxonomy that
are underpopulated relative to other areas. These sections
could be underpopulated for two reasons. It might simply
be difficult to cause a sufficient effect on the resources targeted to result in denial of service. For example, though
Table 1 is simply populated with example attacks, rather
than a frequency count of existing attacks, there seemed to
be very few attacks that were able to effect the processing
power of a router. This is likely due to the fact that routers
are designed to operate correctly at line speed, which is in
fact one of the defenses against flooding attacks suggested
by Needham [28, 27].
On the other hand, there could be viable attacks that
have not been considered. To continue with the router processing example, it might be possible to target router processing resources. For example, though routers are able
to forward packets at line speed, the processing of control messages and “unusual” packets, such as those containing IP options, takes more processing power. Though
most routers have separate processors for forwarding and
control messages, if an attacker could send many of these
types of packets, it might be possible to consume enough
of the router’s processing to prevent proper operation of
routing updates and proper processing of unusual packets.
This would not be likely to effect the router’s ability to forward packets immediately, though it could cause eventual
corruption of routing information if routing updates were
missed.
The second method of determining possible denial-ofservice attacks is to consider the path across the network
from some initiator to some responder. Along that path
there are a number of devices that must possess both ample and uncorrupted resources to support the communication. In the case that an attacker can consume or corrupt
those resources, the communication will fail. In short, a
way to look at what can be attacked is to look at what
has to work; if an attacker can make something that must
work fail, then the attack will succeed. We can use the
same taxonomy developed above to examine what attacks

6.1 Known NDoS Attacks
The taxonomy developed is illustrated through a small
number of examples, which are chosen only to demonstrate the method and not to provide a definitive list of
existing attacks nor to show the relative frequency of each
class of attacks. The results are shown in Table 1. Note
that many of the attacks listed are no longer possible due
to software improvements and upgrades, but space limitations preclude a thorough discussion of the attacks. Blank
areas in the table may result from one of three things: a
class of attacks that is difficult to implement; an area that
had not yet been explored for possible NDoS attacks; or
just the failure of the author to locate of any example of
an appropriate attack.
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Transport
Application

Processing

Network
Transport
Application

Storage

Network
Transport
Application

Initiating
Host

Transport

k

Application

Variables

Network
Transport
Application

Router

Firewall

DDoS Attack
SYN Flooding [31]
HTTP Proxy DoS [32]

Bordermanager
Slow DoS [22], Decoy Blues [35]

Stream DoS [39]
Nuke Nabber [1]

Mail Bombing

Network
State

Responding
Host

FIN/RST Spoofing [16, 19, 3]

Teardrop [6, 9]
Oasis [29]
FIN/RST Spoofing
Land [6, 9]

Routedsex [38]

Ascend Crash [18]
Cisco Remote Crash [12]

Gauntlet Lockup [15]

ARP Cache Poisoning [37]
RIP Spoofing [21]

Table 1: A Partial Taxonomy of Network Denial-of-Service Attacks
Finally, new protocols can provide other opportunities
for new denial-of-service attacks. Meadows, for example, discussed the use of cryptographic signatures to verify SYN packets, and points out that to do so still might
result in a network denial-of-service attack, because even
though memory consumption is reduced (by not storing
state about pending connections) resources are still taken
in verifying the signatures [23]. Indeed, though the possibility is there, the cost of obtaining more memory seems
likely to be higher than that of obtaining more processing.
Meadows’ point is well taken, however. With the introduction of commonplace cryptography, it may be possible to force enough cryptographic operations to occur to
consume enough processing power to degrade other operations.

are possible and some properties of those attacks.
For example, an attack can be easily designed that will
attempt to cause a certain effect at a particular location.
Assume that in Figure 1 an attacker at  wishes to prevent from communicating with  , but would also like
for  to be unaware that a NDoS attack was occurring.
Assume that  is aware of the network topography. Examination of the figure will show that there are a number
of places that  can attack. It can attempt to disrupt any of
8
the routers [  or 9 or it can attempt to disable the firewall, as all of these devices must have adequate resources
for communication to occur. In the following attack, 
attempts to cause enough congestion in link to effect the
8
memory of routers  and .
While  is able to send packets, it is obviously a benefit if he can also exploit functionality of the network protocols to amplify the traffic sent. The attacker therefore
chooses to spoof what appear to be valid IP packets from
to  , but which have the TTL set to 2. The packets will
8
travel from  to router , at which point the TTL will expire, causing a ICMP Time Exceeded packet to be sent to
. Therefore, twice as many packets will be flowing from
8
router  to router as  sends. If this is not enough traffic,
then  might attempt to coerce  into joining the attack,
perhaps by breaking in and starting traffic flowing from 
to . While not as effective as a smurf attack [7], which
gains a large amplification of traffic, this small amplification might be enough to cause congestion at routers  and
8
and to prevent and  from communicating.

7 Conclusions
This paper has proposed a definition of network denial-ofservice attacks that unifies the current differing views of
how denial of service can occur. In creating a model of the
network that is appropriate for the definition, this paper
has also provided a simple taxonomy that can be used to
classify network denial-of-services. This taxonomy can
be used to identify differences between existing attacks,
or it can be used to identify potential future attacks.
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