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Abstract. Since the introduction of the Machine Readable Travel Do-
cument (MRTD) that is also known as e-passport for human identifi-
cation at border control debates have been raised about security and
privacy concerns. In this paper, we present the first hardware implemen-
tation for cracking Basic Access Control (BAC) keys of the e-passport is-
suing schemes in Germany and the Netherlands. Our implementation was
designed for the reprogrammable key search machine COPACOBANA
and achieves a key search speed of 2?® BAC keys per second. This is a
speed-up factor of more than 200 if compared to previous results and
allows for a runtime in the order of seconds in realistic scenarios.

Keywords: E-Passport, MRTD, Basic Access Control, Key Search Ma-
chine, SHA-1, DES, COPACOBANA.

1 Introduction

The United States and several other countries are engaged in the development of
a new border control system that is based on biometric identification and RFID
(Radio-Frequency Identification) technologies. Specifications for MRTDs (Ma-
chine Readable Travel Documents) that are also known as e-passports are issued
by the ICAO (International Civil Aviation Organization) [29/2825/26/2427].
Some states, e.g., Germany, the Netherlands, and Belgium already started is-
suing electronic passports. For the storage of biometric data an IC (Integrated
Circuit) with an RF (Radio Frequency) interface is embedded in the passport
document.

Public debates on security and privacy issues have been raised on the use of
RFID and biometric technology in various applications. A valuable overview on
security and privacy threats in e-passports is provided in [20]. Related work on
e-passports can also be found in [2TT7]. Promoters of the MRTD system promise
that by using ‘machine readable visas and/or passports as a source of reliable
data, governments can build useful data bases that can serve as a uniform source
of information in standardized format to speed the border control process’ [5].
Further benefits are said to lie in ‘the creation of data bases shared voluntarily,
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even across national boundaries, and between the public and private sectors. This
will make it easier to identify people who are traveling with stolen documents,
and people who have fraudulently obtained an otherwise valid passport based
upon stolen citizenship document forms.” [5].

This contribution concentrates on the Basic Access Control (BAC) that estab-
lishes a secured channel between the RFID reader that is part of the inspection
system and the e-passport for providing both confidentiality and integrity of the
data communication. BAC deploys symmetric cryptography and generates the
corresponding encryption and authentication keys from passport identification
numbers that are visible in the physical passport document and is, e.g., imple-
mented in Germany, the Netherlands, and Belgium. The scheme has already
been compromised using offline dictionary attacks in the Netherlands, where ex-
periments demonstrated that the encrypted information can be revealed in three
hours after intercepting the communication [T0J30] because of weaknesses in the
passport numbering scheme. Similar flaws in the passport issuing schemes have
been reported for Germany [13] and Belgium [IT].

Cryptanalytical tools such as brute-force machines examine the soundness of
security claims for cryptographic solutions and hence yield figures about real
efforts needed for practical cryptanalysis. This knowledge may help in assessing
and possibly avoiding privacy and security risks that are imposed on the indi-
vidual. With this background in mind, we feel that there is a public interest
in determining of how efficient key search algorithms on the BAC keys can be
mounted in practice. In this contribution we concentrate on the practical use of
special purpose hardware. Therefore, we designed and implemented a hardware
architecture for the FPGA based machine COPACOBANA (Cost-Optimized
Parallel Code Breaker) [22].

This paper is organized as follows. In Section [ we explain the BAC protocol
and the key derivation scheme. The underlying threat model for our attack is given
in Section[3] for which SectionHlprovides concrete adversaries and settings to form
applicable scenarios for the key search. Details about the practical implementation
and results are given in Section Bl and Section [6] considers further directions.

2 The Basic Access Control Protocol (BAC)

Personalization of an e-passport includes printing an MRZ (Machine Readable
Zone) on the paper document that can be optically scanned by an inspection
system at the border control. As illustrated in Fig. [l the MRZ consists of two
lines containing amongst others personal data such as name, sex, date of birth,
and the nationality of the owner. The particulars of the second line are of special
importance for the e-passport as they are used for the derivation of the BAC
keys. The necessary fields are

— the passport number (9 alphanumeric characters),
— the date of birth of the passport holder (6 characters), and
— the date of expiry of the passport (6 characters).

Each field additionally includes a numeric check digit.
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Fig. 1. An Exemplary MRZ of the German E-Passport

Before any personal information can be read from an e-passport via an RFID
reader, the BAC protocol needs to be carried out. In case of a successful mutual
authentication, the parties agree on a session key that is used for the encryption
of the subsequent exchange of information].

As illustrated in Fig. Bl first Kgeeq is derived as the most significant 16 bytes
by applying the SHA-1 [7] to the MRZ information. From Kg..q both an en-
cryption key Kgnyc and a key Kprac for the Message Authentication Code
(MAC) are obtained. For their key derivation, two different constants are used:
Ch =00000001" for Kgpnc and C; =000000 02’ for Kprac. The most signifi-
cant 16 bytes of the SHA-1 computation form the Triple-DES [§] keys of Kgnc
and Kjyrac, respectively.

Based on the access keys Kpnc and Ky ac, session keys are established using
a three-pass authentication protocol with random numbers. The protocol runs
between the RF reader that is part of the inspection system and the MRTD chip
as shown in Fig. [3] (see also [20026]).

As result of Fig. Bl the session key K Sgeeq is computed as K Sgeeq = Krpp @
Kicc. The Triple-DES session keys KSgpnc and K Sy ac are obtained from
K Sgeeq by applying the same key derivation scheme as depicted in Fig. 2] for
Kpne and Kjprac. The subsequent communication transfers personal data
records from the e-passport and is secured with K Spyc and KSprac.

3 The Threat Model

Our threat model was initially introduced in [I3] and is illustrated in Fig. d
We propose a hardware architecture that consists of two parts: The front-end is
an RF eavesdropper that can continuously read and record RF based commu-
nication at public places with a high e-passport density, e.g., nearby inspection
systems at airports. Optionally, a surveillance camera may take pictures of the
particular passport holder. The back-end is a cryptanalytic system that is con-
nected to databases as well as to hardware or software modules for fast crypt-
analysis of symmetric ciphers. It consists of, e.g., the reprogrammable machine

! Note that a reading access to more sensitive data like digital fingerprints and iris
scans may require a further authentication mechanism, e.g., in Germany the Ex-
tended Access Control (EAC) [2].
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Fig. 2. Basic Access Key Derivation

COPACOBANA (Cost-Optimized Parallel Code Breaker), which is optimized
for running cryptanalytical algorithms [22J23]. When BAC keys are compromised
the revealed personal information such as name, sex, date of birth, nationality,
passport number, date of expiry, and a facial image of the passport holder are in-
serted into databases. Once stored in such a database, key search can be applied
much more efficiently, e.g., directly based on table entries.

Information in such databases is exploitable by criminals like terrorists or by
detectives, data mining agencies, etc. , especially as the correctness of the private
data is proven by a certificate of the issuing country and the digital photograph
stored in the passport is optimized for automatic face recognition [I9]. Ari Juels
et al. [20] point out problems that are imposed on e-passport holders such as
identity theft, tracking, and hotlisting. In the worst case scenario, an attacker
may devise an RFID enabled bomb that is keyed to explode when reading a
particular individual’s RF identifier [20]. The success of a BAC protocol that
is initiated by a criminals’ skimming device may be used as such a triggering
event. Also, a distant eavesdropper being able to only intercept the data sent
from the RF reader to the MRTD can identify a particular e-passport, following
the approach detailed in Section

For the RFID-communication two different channels are used:

— RFID reader to e-passport (forward channel): This channel supplies the
e-passport with energy and is used for transferring data from the reader
to the e-passport.
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Fig. 3. Basic Access Control Protocol between the RF reader (also referred to as In-
terface Device IFD) and the MRTD chip (also referred to as Integrated Circuit Card
ICC). E denotes Triple-DES encryption, M AC' denotes the cryptographic checksum
according to the ISO/IEC 9797-1 MAC Algorithm 3 [26].

— E-passport to RFID reader (backward channel): This channel is used by the
e-passport to send its data to the reader.

The signal from the reader to the e-passport is about 80 dB stronger [I5]
than the so-called load modulation signal which is used for communication on the
backward channel, in accordance with the ISO 14443 international standard [1§].
Therefore, from an enlarged distance, it is significantly more difficult to observe
data on the backward channel than on the forward channel.

However, eavesdropping the two-channel RF communication from several me-
tres poses a real threat, e.g., a recent work by Hancke [I6] practically demon-
strated that the two-way communication between an RFID reader and an RFID
tag can be intercepted from 4 metres. Further, the author states that it is very
feasible that this distance can be increased, e.g., with application specific an-
tennas and more complex signal processing. In a concrete setting a far-distance
eavesdropper may only be able to monitor the forward channel which is said to
be possible from a distance up to about 25 metres [30]. As shown in Section @l
this setting is also sufficient for attacking BAC keys.

This paper focuses on practical realizations of the back-end, specially the
cryptanalytic system. We provide implementation results for an efficient key
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Fig. 4. Architecture of the Attack System

search using the COPACOBANA. Thereby we act on the assumption that the
adversary can mount the eavesdropping device in the vicinity of inspection
systems.

4 The Key Search

As indicated, two different approaches can lead to success in determining the
BAC keys. However, the data records of an e-passport can only be retrieved
following the first approach, while the second approach is adequate to gain BAC
keys and thus identify a certain passport from a great distance.

4.1 The First Approach Based on Two-Channel Communication

After eavesdropping RNDjcc, Erpp||Mrrp and Ejcc||Micc of Fig. Bland the
entire subsequent secured communication C' the adversary runs a key search
on the MRZ information to find a match to the most significant eight bytes
of Erce (see Fig. B)) during the protocol run. More concretely, the adversary
computes E* = Ex(RNDjcc) where K denotes possible candidates for Kgnc¢
and E denotes Triple-DES encryption. If

7w
meg(chc) =F

C' can be decrypted and the data records of the e-passport are revealed. For each
key candidate, this key search requires two computations of SHA-1 for the key
derivation of K gx¢c and one computation of Triple-DES. However, if one can use
pre-computation for the key search, key derivation can be once done beforehand,
thus saving two computations of SHA-1 at key search time. The amount of data
to be sent to the cryptanalytic module for performing the key search is 16 bytes.
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4.2 The Second Approach Based on Forward-Channel
Communication

There is an alternative way of discovering the BAC keys if a far-distance adver-
sary does not succeed in eavesdropping the backward channel from the e-passport
to the RFID reader. Eavesdropping E;pp||M;rp on the forward channel can be
still used for cracking BAC keys by checking

MACk (Errp) = Mirp

where K is a key candidate for Kj;4c. The knowledge of the MAC key can
be exploited for identifying a previously gathered e-passport from the database.
Furthermore, if the adversary would get a chance to get closer to an MRTD
whose keys are already figured out, it could be activated and read out with a
skimming device.

For each key candidate, key search requires two computations of SHA-1 for
the key derivation of K4 from the MRZ information. Further, for the compu-
tation of the retail MAC with K¢ according to ISO/TEC 9797-1 one needs to
perform four single DES (as E;pp is a ciphertext of 32 byte size) and one Triple-
DES for the last padded block. In terms of brute-force this approach requires four
additional single DES if compared to the one in Section [l Another drawback
for a far-distance adversary is that neither the established session keys nor the
transferred data records on the backward channel can be revealed. Accordingly
to Section ], if pre-computation is applicable this saves two computations of
SHA-1 during the key search. For the second approach, the amount of data to
be sent to the cryptanalytic module for performing the key search adds up to
40 bytes.

4.3 Complexity Analysis of the Key Space

The complexity of the key space for BAC keys depends on the passport number
issuing scheme that is under control of the issuing state. In this contribution we
focus on two issuing states of e-passports: Germany and the Netherlands. The
information in Table [Tl comes from [30] for the Netherlands and from [93146/T]
for Germanyﬁ.

The main flaw in the present passport numbering schemes is the low entropy
of BAC keys. Low entropy is caused by

1. downsizing the key space of the passport number, i.e., instead of using nine
alphanumeric characters for the passport number, mainly numeric characters
are used, some of which are even fixed or a check digit,

2. stochastic dependencies between the passport number and the expiry date,
e.g., the passport numbers are assigned serially, and

3. dependancy of the key space on publicly available personal data, particularly
the date of birth of the passport holder.

2 There are changes pending on the passport numbering scheme in both states. How-
ever, our complexity analysis remains valid for e-passports that are already issued.
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Table 1. Special Parameters for Issuing Passports in Germany and the Netherlands

Issuing State: Germany The Netherlands

Start of the System: November 1, 2005 August 26, 2006

Validity of an

E-Passport: 10 years 5 years

Passport Numbering: 4 numeric digits for local 1 fixed character ‘N’
authority (BKZ) and a serial and a serial number of
number of 5 numeric 1 alphanumeric digit and
digits, e.g., for Berlin-Mitte 6 numerical digits followed
with BKZ No. ‘2598’ by a 1 digit checksum, e.g.,
‘259812345’ ‘NF3858053’

No. of known BKZs® 295

Individuals owning
passports: approx. 20 Millions approx. 9 Millions

Issued passports

per Working Day: approx. 8000, i.e., Ndcfw = 8000 approx. 7000, i.e., N%Z = 7000

Working Days

until June 1, 2007:  T'5,,.01.2007 & 365 x 5/7 x 19/12, TH% .1 2007 & 365 x 5/7 x 9/12,
ie., TJGunel,2007 ~ 413 ie., T%Ewl,QOO? ~ 196

The complexity of the key search strongly depends on assumptions on the
adversary’s capabilities. We consider three different adversaries A;, As, and Aj
as specified in Table[2l The transitions among them may be blurred as acquiring
additional BAC keys as result of a successful key search improves the knowledge
on issued passports and thereby the configuration of key search algorithms in
terms of efficiency. Adversary A; with the lowest capabilities knows the public
parameters of the e-passport issuing system (see Table[I]) but does not know any
passport numbers. A already owns a sparely filled database of BAC keys that
may be gained by collecting passport data from customers, e.g., at hotels or car
rental companies. This previous knowledge allows Ay to predict the stochastic
dependency between the passport number and the expiry date for the issuing
state. Ajg is the adversary achieving maximum power. It has access to a complete
database with BAC keys, e.g., as a result of social engineering attacks inside the
infrastructure of the e-passport system or by participating in databases shared
by public and private sectors.

Another important factor for cryptanalysis is the amount of information that
is available as a result of eavesdropping during a BAC protocol instantiation.
Here, we distinguish five settings (see Table B]). For all settings we assume that
the issuing state of the passports is known, e.g., by observing special protocol
information in the ATS (answer to select) response of the e-passport. Setting S;

3 Note that the coverage of known BKZs among all BKZs in Germany is not publicly
available. The number of known BKZs stems from [4].
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Table 2. Capabilities of the Adversaries

Adversary Knowledge on the System
Al only public knowledge

As stochastic dependency of passport number
and date of expiry is known,
i.e., incomplete database of BAC keys
(in Germany: for each BKZ)

As complete database of BAC keys

Table 3. Eavesdropping Settings and Information for a Cryptanalytical Attack

Setting Knowledge on the Passport Holder Note
81 issuing state

S2  issuing state,
photo of passport holder

S3  issuing state, date of birth

S4  issuing state, relevant only for Germany
site of eavesdropping

Ss  issuing state, site of relevant only for Germany
eavesdropping, and photo
of passport holder

only obtains information from the RF channel whereas setting So assumes that
additionally the age of the MRTD holder can be estimated by visual observation
either directly or from a photo, e.g., taken in a video surveillance zone close to
the inspection system. Setting S35 acts on the strong assumption that the exact
date of birth of the passport holder is known. Settings S4 and S5 are specific for
Germany, as for this country the passport numbering scheme also depends on
the issuing authority and thus generally the town of residence of the passport
owner. Based on the site of eavesdropping, assumptions can be made on the
issuing authority.

Table H gives six concrete attack scenarios, each combining an adversary from
Table [2] with an eavesdropping setting from Table Bl Each scenario refers to a
concrete time of the attack as the number of e-passports further increases. In
our work, this concrete date is chosen to be June 1, 2007. Scenario 1 combines
A; and §; leading to the highest complexity for both issuing states. The entropy
of the date of birth denoted as HSp and HYZL in Scenario 1 was computed by
using German demographic data [I4] considering people from 18 to 80 years.
In contrast, Scenario 6 combining the powerful adversary As with S; needs the
least key search efforts. Scenario 2 to Scenario 5 are of medium complexity acting
on increasing assumptions on the capabilities and the information available for
the attacker. We assume that the age of the passport holder can be guessed from
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Table 4. Use Cases for Cryptanalysis in Germany and the Netherlands. The remaining

entropy is estimated for each scenario.

Entropy for Germany

Entropy for the Netherlands

Scenario 1: A; in & on June 1, 2007

HY=HEy+HSs+ HSp

HEy = log,(10*) + log,(10%) ~ 29.9
HSp ~14.2

HgE = logZ(TﬁuLel,QO(ﬂ) ~ 8.7

HE ~52.8

HVE = HYG + HY + HYE
HY% =log,(36 x 10°) ~ 25.1
HRNE ~14.2

Hg}% = Ing(Tﬁanel,zom) ~T.6
HNY ~ 46.9

Scenario 2: A; in Sz on June 1, 2007, Range of 10 years for date of birth: Ny cqr = 10
for Germany: Npgz = 295

HG = ngN +HgB JngE

HEy =log,(Nrz) + log,(10°) ~ 24.8
HS 5 = logy(Nyear X 365) ~ 11.8

HgE = 1Og2(T?unel,2()O7) ~ 8.7

HY ~ 45.3

HNE = gff + HYE + HNE
HNE = log,(36 x 10%) ~ 25.1
HYE =1ogy(Nyear x 365) ~ 11.8
Hg}% = lOg2(T%I;zel,2007) ~ 7.6
HNE ~ 445

Scenario 3: Ay in S5 on June 1, 2007, Range of 10 years for date of birth: Ny cqr = 10
for Germany: Local Area with 10 BKZ numbers: Npxz = 10

HE = HEy + HEp + Hip

HSy =log,(Ngrz) +log,(10°) ~ 19.8
HS 5 = logy(Nyear X 365) ~ 11.8

Hfp = lOgQ(TJGuncl,2007) ~ 8.7

HY ~40.3

Scenario 4: Az in Sz on June 1, 2007, Range of 10 years for date of birth: Ny cqr = 10
for Germany: Npxz = 295, each BKZ issues Np = 25 passports per working day.

HS =HSy +HSp+ HSp

Y = 1Y+ Y + L

HgN = 10g2(Tfunel‘2007 X Np x Nprz) = 21.5 nge = Ing(Tﬁﬁ,e1,2007 X N‘ﬁi) ~ 204

HS 5 = log,(Nyear X 365) ~ 11.8
Hfp=6
HS ~ 33346

HYE = logy(Nyear x 365) ~ 11.8
Hpg =6
HNE ~ 32246

Scenario 5: Az in S5 on June 1, 2007, Range of 10 years for date of birth: Nyeqr = 10
for Germany: Local Area with Npxz = 10, each BKZ issues Np = 60 passports per working day.

HY = HEyx + Hp + Hp

HEy = logZ(TﬁLnel,2007 X Np x Npkz) = 14.6

HE i = logy(Nyear x 365) ~ 11.8
Hfp =6
HC ~ 26446

Scenario 6: A3 in S; on June 1, 2007

HC = logz(NG)
N~ T?unel,2007 X Nﬁy ~ 3.3 x 10°
HC ~21.7

HNE = Ing(NNL)
NNE 2 TRE 1 2007 X Njnk a2 1.4 x 10°
HNL ~20.4

a photograph with an accuracy of 10 years. Note that Scenario 2 to Scenario 5
typically have a probabilistic average success rate as the search algorithms con-
centrate on the most probable part of the entire key space. Therefore iterative
runs with adapted assumptions might be necessary to find the BAC key. This
affects especially Scenario 4 and Scenario 5 that exploit learnt stochastic prop-
erties of the passport issuing scheme. As, e.g., the number of issued passports
per day may vary in practice, an uncertainty factor 6 may be added here to take
such deviations into account.
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5 Practical Implementation on COPACOBANA

Before working out the details of the implementation we briefly introduce the un-
derlying hardware, i.e., the cost-efficient parallel code breaker COPACOBANAf.
The machine is built of 120 Xilinx] Spartan3 XC3S1000 FPGAs (Field Pro-
grammable Gate Arrays) operating independently in parallel. Instead of being
soldered to one single backplane, the chips are placed on DIMMs (Dual In Line
Memory Modules) in groups of six. The 20 modules are interconnected by a 64 bit
data bus and a 16 bit address bus which are again connected to a controller card
handling amongst others the communication with a host PC (Personal Com-
puter) via an USB interface. A 24 MHz clock for the backplane, generated by a
clock synthesizer, is used to derive a system clock by means of DCMs (Digital
Clock Managers) which are part of each FPGA.

The hardware is suitable for rapidly solving parallel computation problems
with low communication requirements, because the bottleneck of its architec-
ture is the communication via the buses and to the PC. This has to be taken
into account for an efficient implementation, so special care has to be taken to
minimize the data traffic.

In the following we first present the general idea of how we implement the key
search and then detail the content of one single FPGA and the functional units
it consists of. This is followed by some statements about the execution speed and
breaking the BAC with regard to some of the scenarios set up in Section

5.1 Details of the Implementation

The key search is accomplished by segmenting the key space into practical sub-
spaces and processing these simultaneously. Every FPGA receives the same pair
of plaintext and ciphertext from the database and stores it in the corresponding
registers (compare with Fig. [B), i.e., RND;cc and the first 8 bytes of Ejcco
which were previously eavesdropped, as described in Section Il Dependent on
the current attack scenario, e.g., from Section 3] the contemplable key space
is divided into 120 subspaces and allocated to the same number of FPGAs, so
that each unit works on a different fraction of the key space in parallel. If an
FPGA is successful in finding the correct key, the respective MRZ information is
output and can be stored in the database for further processing, i.e., decrypting
the personal data.

A very straightforward approach of distributing the MRZ information among
the FPGAs would be to provide every single MRZ to be processed by the host
PC. This would involve a significant amount of data to be transferred between
the PC and the COPACOBANA and thus have a severe impact on the execution
time of the key search. Instead, each FPGA possesses an MRZ generator pro-
ducing a new MRZ out of an assigned key space prior to each encryption. The
architecture of this MRZ generator is very important for the searching efficiency

4 See http://www.copacobana.org for more details
® http://www.xilinx.com
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Fig. 5. Layout of a Single FPGA

of each scenario, particularly the decision which part of the MRZ information,
as described in Section Pl will be fixed for each FPGA and thus stored in its
Part of MRZ register. Therefore, the MRZ generator and hence the searching
strategy can be flexibly updated for each scenario which is possible without any
effort from the host PC via the USB port. Some implementation examples for
partitioning the key space according to the associated scenario can be found in
Section .21

The main components implemented in each FPGA are four encryption en-
gines, whose outputs are fed into four comparators for detecting a match with
the default ciphertext (compare with Fig. ). If a comparator detects that one
of the four ciphertexts is identical to the one in the ciphertext register the re-
spective MRZ information is considered as the correct key and written to the
data bus.

One encryption engine, the structure of which is depicted in Fig.[6 consists of
an access-key generator and a Triple-DES processor. The access-key generator
is used to derive the keys for the BAC from the MRZ information, as detailed
in Section 2] and thus basically performs two SHA-1 algorithms with the ap-
propriate constants. For reducing the data traffic on the buses of the COPA-
COBANA, the originally 192 bits MRZ information are compressed to only 96
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bits before being sent to the FPGAs. It is the task of the ASCII-expansion unit
to reconstruct the genuine MRZ information from the compressed data before
the execution of the first SHA-1.

For a further speed-up, the calculation of the SHA-1, needing 80 clock cycles
for one execution and therefore being the slowest part of the whole implementa-
tion, is pipelined. When the first SHA-1 has processed its data, it hands over the
output value to the second SHA-1 and starts hashing the next MRZ informa-
tion obtained from the MRZ generator, thus enabling simultaneous operation.
Pipelining does not make sense for the Triple-DES, as its implementation, de-
livering a result after only 48 clock cycles, is faster compared to the SHA-1.

5.2 Practical Results

To emphasize the practical relevance of our attack, we have implemented some
of the scenarios proposed in Section in the hardware description language
VHDL. The code was simulated with Xilinx Modelsim and then programmed
into the COPACOBANA. All implementations have been thoroughly tested and
were able to find the correct BAC key. The communication data for the tests
was obtained from reading out several e-passports using the RFID reader in our
laboratory.

Our implementation runs with an FPGA clock rate of 40 MHz. As the access-
key generator needs 80 clock cycles to convert a MRZ into a Triple-DES key,
the time needed for testing one key is 80 - 25ns = 2.0 us. It follows that a single
FPGA consisting of four encryption engines working in parallel can check four
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Table 5. Results for the Practical Implementation of some Scenarios

Issuing State: Germany The Netherlands
Scenario 2
Total amount of MRZ candidates 4.33 - 10'3 2.49 - 103

Average time to find the MRZ  ~9.02-10*s~25h ~5.18-10*s~ 14h

Scenario 3

Total amount of MRZ candidates 1.35 - 10'2
Average time to find the MRZ = 2.82-10% s ~ 47 min

Scenario 4
Total amount of MRZ candidates 1.06 - 10'° 4.9-10°
Average time to find the MRZ ~22s ~ 10.3 s
Scenario 5

Total amount of MRZ candidates 8.85- 107
Average time to find the MRZ ~ 185 ms

keys in 2.0 ps, i.e., two million keys per second. For all 120 FPGAs this results
in 4-120 = 480 keys being tested every 2.0 s, i.e., 240 million or 22784 keys per
second.

The variable part of the implementations is the MRZ generator which hence
has to be adapted to the different scenarios. As the bottleneck of the hardware
is the communication via the data bus, it is advantageous to keep every FPGA
occupied with key searching as long as possible. This will minimize the com-
munication overhead and hence maximize the throughput of the machine. We
found the best solution for this problem by opting for the date of birth of the
passport holder as the fixed portion in an MRZ generator. This is an especially
convenient situation for Scenario 2 to Scenario 5 with regard to the partitioning,
because there are exactly 120 months in 10 years to be distributed to the 120
FPGAs. The expected results are summarized in Table

Note that the second approach for the key search according to Section
requires only a small overhead of computational costs, i.e., four additional single
DES computations, if compared to the first approach in Section [£1] that has
been the basis for our current implementation. Therefore, a realization of the
second approach is also feasible with only slight modifications of the design at
hand, yielding presumably the same throughput.

6 Further Directions

6.1 Software Implementation

Software implementation for cryptanalysis is an alternative choice. Fast imple-
mentations on the Pentium family require 837 cycles per SHA-1 operation and
928 cycles per Triple-DES operation [12]. Implementing a key search based on
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MRZ data needs two SHA-1 and one Triple-DES, i.e., 2602 cycles in total. If pre-
computed BAC keys can be used, only one Triple-DES is needed instead. Consid-
ering a Pentium clocked at 3.0 GHz, one can check about 1.15 million, i.e., 220-!
keys per second without pre-computation and 3.23 million, i.e., 226 keys with pre-
computation. For the low-end scenarios involving powerful adversary A3, software
solutions are already appropriate and probably the method of choice for imple-
menting tracking systems. However, testing 23° key candidates requires 8.5 hours
without pre-computing and 3 hours with pre-computation on a single Pentium.
Clusters of standard computers can further speed-up the throughput.

6.2 New FPGA Key Search Machines

The main performance bottleneck of our implementation on the COPACOBANA
is the SHA-1 computation that requires 80 clock cycles per key candidate. Fur-
ther, the SHA-1 determines the maximum clock frequency as it is the critical
path of the overall implementation. However, as COPACOBANA was originally
designed for a complete DES key search, sufficient memory for pre-computation
is not available on this machine. For future designs of parallel FPGA crypt-
analysis machines it is of interest whether fast on-board RAM memory can be
integrated to enable key search in non-contiguous subkey spaces for determining
possible speed-ups of traceability systems in hardware. Time-memory tradeoff
attacks may also benefit from such a machine.

7 Conclusion

In this paper, we present the first reprogrammable hardware implementation for
cracking Basic Access Control keys of the e-passport issuing schemes in Germany
and the Netherlands. Our implementation is designed for the COPACOBANA
that turned out to be a flexible platform for implementing probabilistic key
search scenarios. The achieved throughput is 240 million, i.e., ~ 228 BAC keys
per second. Testing 23° key candidates requires 2 minutes and 23 seconds on
COPACOBANA. This yields a factor of 214 if compared to a fast software imple-
mentation without pre-computation and of 74 if compared to a fast software im-
plementation with pre-computation. These results demonstrate that key search
machines are a real threat for the privacy and security of e-passport holders.

Acknowledgements. We would like to thank Tim Giineysu and Martin Novotny
for their helpful and detailed explanation of how to use the key search machine
COPACOBANA.
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